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ABSTRACT 

The spread of false reviews and misleading advertising strategies has become an urgent 

issue in the dynamic world of internet marketing and online shopping. Consumers are looking to 

internet reviews more and more for guidance when making purchases, which has led to 

questions about the reliability of review systems and platforms. Misleading reviews, posted by 

dishonest companies or people trying to influence public opinion, can affect consumers' opinions 

of a product, their decision to buy, and their faith in online markets as a whole. False reviews 

are just one example of the many forms of misleading advertising, astroturfing, and undisclosed 

sponsorships that fall under the umbrella of misleading marketing techniques. In addition to 

misleading customers, these tactics harm legitimate companies' reputations, lead to unfair 

competition, and give rise to ethical and legal questions. There will always be new problems for 

regulators, companies, and consumers to deal with since new ways of deceit and manipulation 

pop up as technology develops. Improving online commerce's transparency, accountability, and 

integrity while preserving consumer trust and protecting their interests is essential in the fight 

against deceptive marketing and fake reviews, which necessitates a multi-pronged strategy that 

includes collaboration. This study takes a look at the many problems that come with online 

deception, such as false reviews and misleading advertising. It delves into the difficulties and 

potential solutions to these behaviours and their effects on customers, companies, and the market 

as large. With any luck, this paper will add to our knowledge of how misleading marketing and 

phoney reviews affect online shopping and customer happiness. 
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INTRODUCTION 

The increasing prevalence of counterfeit reviews and misleading marketing tactics has 

become a significant issue in the ever-changing realm of e-commerce and digital advertising. 

The growing dependence on online evaluations as a main information source for consumer 

decision-making has led to a critical examination of the credibility of review systems and the 

reliability of online platforms. Deceptive evaluations, frequently produced by dishonest 
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enterprises or individuals aiming to manipulate opinions, have the potential to alter consumer 

perceptions, deceive purchasing choices, and undermine confidence in digital marketplaces. In 

addition, deceptive marketing methods go beyond fabricated evaluations and include a range of 

strategies such as astroturfing, misleading advertisements, and undeclared sponsorships, among 

others. These methods not only engage in customer deception but also foster unfair competition, 

tarnish the reputations of honest enterprises, and give rise to ethical and legal difficulties. With 

the continuous advancement of technology, there are constantly new opportunities for deceit and 

manipulation, which provide continual difficulties for regulators, businesses, and consumers. To 

tackle the problems associated with fake reviews and deceptive marketing practices, it is 

necessary to adopt a comprehensive strategy that involves cooperation and endeavours to 

counteract fake reviews and deceptive marketing. This strategy should prioritise improving 

transparency, accountability, and integrity in online commerce, while also safeguarding 

consumer trust and protecting their interests.  

Fake Reviews 

When someone posts false or incorrect feedback about a business, product, or service 

online, usually on a review site or an e-commerce site, they are trying to trick people or change 

how people think about the business. These reviews could have been written by people or 

organisations with a personal stake in the outcome, like rivals trying to hurt a rival's image, 

companies wanting to promote their own goods or services, or hired freelancers who were paid 

to write positive reviews Figures 1 & 2. 

 
FIGURE 1 

MAJOR FEATURES OF FAKE REVIEWS 

Some Important Signs of Fake Reviews are 

1. A lot of the time, fake reviews make up or exaggerate claims about a product or service's features, 

performance, or customer experiences that aren't true. 

2. The people who write fake reviews often hide their real identities by using fake names, accounts, or private 

profiles. This makes it impossible to confirm their identities. 

3. Patterns of manipulation can be seen in fake reviews, such as a sudden influx of positive reviews in a short 

amount of time, the use of the same words or phrases in multiple reviews, or ratings that seem strangely 

uniform. 
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4. Fake reviews might be biassed in favour of the product or service being reviewed, not provide a critical 

analysis, or only talk about the good things about the product or service without stating any problems or 

shortcomings (Pamnani, P. S., 2023).  

5. People who write fake reviews might not have actually used or interacted with the product or service they 

are criticising, which can lead to weak or wrong opinions. 

6. Fake reviews are very common and cause a lot of problems for customers, companies, and online 

platforms. For buyers, fake reviews can cause them to make bad choices about what to buy, waste time and 

money, and lose faith in online reviews. If businesses are found lying, they could lose their credibility, have 

their reputations hurt, and even be sued. Keeping the integrity of their review systems and keeping users' 

trust are hard things for online sites to do. To deal with the problem of fake reviews, people often use 

technological solutions, like AI algorithms that look for patterns of fraud, along with legal measures and 

community-based moderation strategies (Priyadi, U., 2023). Stakeholders want to make the online market 

more trustworthy for customers by fighting fake reviews and encouraging honesty and openness in online 

feedback. 

Deceptive Marketing 

Deceptive marketing is the use of false or dishonest practices to promote products or 

services, alter consumer perceptions, and increase sales. This notion refers to a variety of 

strategies and practices used by businesses to create a misleading or exaggerated picture of their 

services, conceal crucial facts, or exploit consumer vulnerabilities for economic gain (Srivastava, 

et al. 2023). Deceptive marketing strategies may contravene consumer protection laws and 

regulations, erode customer trust and relationships, and ruin the company's brand. 

 
FIGURE 2 

KEY COMPONENTS OF DECEPTIVE MARKETING 

 

False advertising refers to making false or misleading statements about a product or 

service in advertisements, promotional materials, or marketing communications. False 
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advertising can involve misrepresenting product features, performance, benefits, or pricing in 

order to trick consumers into making purchasing decisions based on incorrect information. In a 

bait-and-switch scheme, firms entice clients with an appealing offer or promotion, only to upsell 

or substitute a different, generally more expensive, product or service after the consumer is 

engaged. This strategy uses deceit and manipulation to persuade customers to buy something. 

Deceptive marketing may include the omission or concealment of crucial terms, conditions, or 

fees related with a product or service. Businesses may hide such information in fine print or use 

misleading wording to obscure unfavourable clauses, causing consumers to make ignorant 

purchases. 

Some deceptive marketing methods involve inflating product benefits, efficacy, or 

consumer happiness using inflated claims or manufactured testimonials. Businesses attempt to 

increase the perceived worth or credibility of their offerings by providing fake or deceptive 

endorsements. Deceptive marketing can use psychological concepts and persuasion tactics to 

exploit consumer vulnerabilities and influence behaviour (Wildan, 2023). Scarcity, social proof, 

and fear-based appeals are examples of strategies used to encourage impulse purchases or 

generate a sense of urgency. 

By supporting openness, honesty, and ethical standards in marketing tactics, stakeholders 

hope to create a fair and trustworthy marketplace that protects consumers' interests and fosters 

healthy competition. Efforts to prevent misleading marketing include governmental oversight, 

enforcement of consumer protection legislation, industry self-regulation, and consumer 

education campaigns. Deceptive marketing tactics can have major ramifications for customers, 

firms, and the market as a whole. Consumers may suffer financial losses, dissatisfaction with 

products or services, and a loss of faith in brands and marketers. Businesses that engage in 

deceptive marketing run the danger of damaging their reputation, incurring legal liabilities, and 

facing regulatory punishments. Furthermore, dishonest marketing weakens the competitive 

marketplace's integrity and reduces trust in the marketing ecosystem as a whole. 

REVIEW LITERATURE 

Alsubari et al. (2022) investigated the utilisation of supervised learning methods to detect 

fraudulent reviews. The study employs data analytics techniques to differentiate authentic and 

counterfeit reviews, providing valuable insights into the identification of deceptive internet 

reviews. Azimi et al. (2022) examines the variables that impact the efficacy of counterfeit 

reviews. The study examines the correlation between review aspects and consumer variables in 

order to assess the efficacy of false reviews. It illuminates how these factors contribute to the 

spread of misleading reviews in consumer decision-making processes. Barbado et al. (2019) 

introduces a thorough framework for identifying fraudulent reviews, with a specific focus on 

online stores that sell consumer goods. The framework presents methodologies and approaches 

for detecting fraudulent reviews, with the goal of improving the genuineness and dependability 

of online consumer feedback in the electronics sector. Cao et al. (2021) specifically examines the 

identification of fraudulent reviewer collectives in digital review platforms. The study 

investigates techniques for detecting collaborative endeavours among fake reviewers with the 

intention of manipulating ratings and misleading consumers. The study focuses on the problem 

of identifying coordinated fraudulent review operations, offering valuable information on how to 

improve the credibility of online review platforms. Gourkar (2023) examines the impact of 

deceitful and unscrupulous marketing on consumer behaviour. The study examines the impact of 

deceptive marketing strategies on consumer perceptions, attitudes, and purchase choices. The 
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study is expected to investigate several deceptive marketing approaches and their effects on 

consumer trust and brand reputation. Its objective is to enhance the comprehension of ethical 

considerations in marketing strategies. 

In their study, He et al. (2022) analyse the intricacies of the counterfeit reviews market. 

This study presumably investigates the motivations, processes, and parties involved in the 

creation and use of deceptive reviews. The study illuminates the economic and behavioural 

dimensions of counterfeit reviews, offering valuable insights into their frequency and influence 

on customer choices and market dynamics. Hunt (2015) explores the convergence of fraudulent 

internet reviews and consumer legislation. The text probably examines the legal structures and 

regulations surrounding dishonest acts in online reviews, as well as the difficulties in 

implementing laws that safeguard consumers in the digital domain. The study is expected to 

offer valuable insights into the legal ramifications and measures for addressing fraudulent 

reviews and protecting consumer welfare. The study conducted by Kauffmann et al. (2020) 

introduces a comprehensive strategy for effectively harnessing big data analytics within 

commercial social networks. The project centres on utilising sentiment analysis and false review 

detection as means to improve marketing decision-making processes. The article is expected to 

showcase the actual implementation of these analytics tools in enhancing marketing tactics and 

tackling issues like fraudulent reviews on social platforms, using a case study approach. 

Martínez Otero (2021) analyses the regulatory strategies employed in the United States, United 

Kingdom, and European Union to combat the issue of fraudulent reviews on internet platforms. 

The text probably examines and highlights the differences and similarities in the legal systems 

and methods used to combat bogus reviews in different regions. The study offers valuable 

insights into the regulatory framework concerning fraudulent reviews, including comments on 

the efficacy and obstacles of legislative interventions in various countries. 

Ott et al. (2012) examines the degree of dishonesty present in online review sites. The 

paper employs computational approaches to suggest techniques for estimating the prevalence of 

fraudulent or misleading reviews across diverse online communities. The paper seeks to utilise 

extensive datasets to analyse and offer insights into the magnitude and consequences of 

fraudulent practices in online review systems. This research intends to enhance our 

comprehension of the reliability of online customer feedback. Peng et al. (2016) investigates the 

way in which consumers interpret dishonest activities in online reviews specifically in the 

Chinese market. The study is anticipated to examine consumer attitudes, beliefs, and behaviours 

about counterfeit reviews using empirical research. The research enhances our comprehension of 

online consumer behaviour in China by examining the influence of deceptive online reviews on 

consumer trust and decision-making. Román et al. (2019) examines multiple facets of perceived 

deceit in online consumer evaluations. The study presumably investigates the variables that 

impact customers' perceptions of deceit in reviews, as well as the effects of these beliefs on their 

attitudes and behaviours. In addition, the chapter may explore the moderators that influence the 

connection between perceived deceit and its consequences. The chapter provides vital insights 

into the intricate dynamics of online customer behaviour and trust in digital marketing 

environments by exploring these factors. Rynarzewska (2019) examines the ethical implications 

associated with reviewers who are offered incentives. The study presumably explores the moral 

perceptions and attitudes of persons who engage in review incentives, providing insight into how 

these practices are seen by both reviewers and consumers. The study delves into the subtleties of 

prejudiced evaluations and their consequences, offering valuable perspectives on the morality of 

online customer feedback and its influence on trust in review platforms. In their study, Wu et al. 
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(2020) present a thorough examination of the current body of research concerning fraudulent 

internet reviews. This study consolidates significant discoveries from prior research and suggests 

areas where further exploration is needed, providing guidance for future studies in this domain. 

The research enhances comprehension of the phenomena of phoney reviews by examining the 

existing knowledge and proposes potential areas for additional investigation in academia and 

practice. 

RESEARCH METHODOLOGY 

This research is based on descriptive research design. The problem identified that how 

fake reviews & deceptive marketing practices create issues. For this sake, entertainment industry, 

product based industry, service industry & education industry based primary survey has done 

through structured questionnaire. The convenience random sampling taken place to ease for 

collection of data. After pilot study, only 110 respondents finally opted for analysis. Correlation, 

anova test applied for finding relation. Secondary data from various online sources has been 

captures. SPSS used for tools & techniques Tables 1-3.  

Objectives of the Study 

1. To identify issues related to fake reviews and deceptive marketing practices. 

2. To analyse issues related to fake reviews and deceptive marketing practices. 

3. To suggest findings & conclusion.  

Hypothesis of the Study 

 H1:  There are no significant issues related to fake reviews and deceptive marketing practices. 

 H2:  Overall factors for issues related to fake reviews and deceptive marketing practices. 

             H5:  No major differences amongst fake reviews & deceptive marketing factors. 

RESULTS & DISCUSSION 

Table 1 

ANOVA FOR SIGNIFICANT ISSUES RELATED TO FAKE REVIEWS AND DECEPTIVE MARKETING 

PRACTICES 

Factors related 

to related to 

fake reviews 

and deceptive 

marketing 

practices 

Issues related to related to fake reviews  

and deceptive marketing practices 

F-

Value 

P-Value 

Entertainment 

Industry 

Product Based 

Industry 

Service 

Industry 

 

Education 

Industry 

Trust Erosion 13.61 19.33 21.76 20.76 1.643 <0.001** 

(4.102) (1.982) (1.457) (1.229) 

Ethical 

Dilemmas 

18.29 22.61 19.83 23.02 1.385 <0.003** 

(4.217) (2.387) (2.478) (2.092) 

Algorithmic 

Manipulation 

19.79 23.69 22.45 21.95 2.084 <0.001** 

(5.223) (4.678) (2.379) (1.763) 

Legal and 

Regulatory 

Concerns 

21.75 21.37 21.68 24.76 2.732 <0.002** 

(5.006) (0.119) (3.852) (1.456) 

Reputation 23.35 22.44 23.77 23.65 1.546 <0.001** 
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Damage (5.017) (2.087) (2.731) (2.876) 

Overall Issues 96.79 109.44 109.49 114.14 1.789 <0.002** 

(27.546) (18.763) (26.791) (15.123) 

** @ 1% level of significance ; ( ) Stand._ Dev. 

 

 Null hypothesis “there are no significant issues related to fake reviews and deceptive 

marketing practices “not accepted at 1% of significance level as the P-Value is less at 0.01 on all 

the factors of fake reviews. So, a significant difference in factors among fake reviews & 

deceptive marketing.  

 
Table 2 

CHI_SQUARE TEST FOR GOODNESS FIT ON FAKE REVIEWS & DECEPTIVE MARKETING 

CONTRIBUTION 

 Frequency Percent (%) Chi_Sq_V P_Value 

Lowest 16 14.54% 

29.681 <0.002** 
Medium 33 30.00% 

Highest 61 55.45% 

Total 110 100.0 

**@1% significance level 

 

 The null hypothesis “overall factors for issues related to fake reviews and deceptive 

marketing practices “ is rejected at 1% (since the P-value is less at the 1% significance level). As 

a result, the degrees of fake reviews and deceptive marketing contributions continue to vary 

significantly. As a result, it is concluded that the deceptive marketing contribution is unevenly 

divided, with the majority of phoney reviews falling within the moderate (30%) category. 

 
Table 3 

KARL_PEARSON CORRE._COEFFICIENT 

 

Trust Erosion Ethical 

Dilemmas 

Algorithmic 

Manipulation 

Legal and 

Regulatory 

Concerns 

Reputation Damage 

Trust Erosion 0.854** .923** .912** .944** .889** 

Ethical 

Dilemmas 
 .897** .867** .889** .914** 

Algorithmic 

Manipulation 
  .895** .796** .877** 

Legal and 

Regulatory 

Concerns 

   .785** .787** 

Reputation 

Damage 
    .884* 

** @1% level of significance 

 

The Karl Pearson correlation coefficients for a number of variables related to confidence, 

ethics, algorithms, the law, and reputational damage are shown in this table. This number, which 

can be anywhere from -1 to 1, shows how strong and which way the linear link between two 

variables is. If the coefficient is 1, there is a perfect positive linear relationship. If it is -1, there is 

a perfect negative linear relationship, and if it is zero, there is no linear relationship. There are 

strong positive correlations between different aspects of "trust erosion, ethical dilemmas, 

algorithmic manipulation, legal concerns, and reputation damage" in the table. This means that if 
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one thing changes, it's likely that other things will also change. It lists "Trust Erosion, Ethical 

Dilemmas, Algorithmic Manipulation, Legal and Regulatory Concerns, and Reputation Damage" 

as the factors. The correlation coefficients between each pair of factors are shown by the 

numbers in the table. As an example, the association coefficient between "Trust Erosion and 

Ethical Dilemmas" is 0.854 (marked **), which at the 1% level is very strong and positive. It 

looks like "Trust Erosion and Ethical Dilemmas" are strongly connected in a straight line. If the 

correlation value is close to 1, it means that the variables are strongly connected in a straight line. 

As an example, "Trust Erosion and Ethical Dilemmas" have a strong positive association with a 

coefficient of 0.923. If the correlation value is close to -1, it means that the variables are strongly 

connected in a negative linear way. If the correlation value is close to 0, it means that the 

variables don't have a strong linear relationship with each other. It says ** @1% level of 

significance, which means that the correlation coefficients are significant at the 1% level. This 

means that the relationships seen are very unlikely to happen by chance. All of the correlation 

values are positive and very high, which means that when one variable goes up, it tends to make 

the other variable go up too. All of these pairs of variables have a positive linear relationship 

with each other. The correlation coefficients are usually very high, which means that the factors 

are strongly linked in a straight line. There is a strong positive linear link between "Legal and 

Regulatory Concerns and Algorithmic Manipulation" and other variables, as shown by the 

correlation coefficient of 0.785. The null hypothesis that says "Fake reviews and misleading 

marketing factors are not very different" is not true in this case. 

Findings of the Study 

1. The internet age presents a variety of issues and concerns with phoney reviews and misleading marketing 

methods. Below are several crucial aspects: 

2. Counterfeit reviews erode confidence in digital platforms and compromise consumer judgement processes. 

If consumers are unable to trust the credibility of reviews, they may develop doubt about product 

recommendations and have reluctance in making purchases. 

3. Deceptive marketing methods, such as the dissemination of fabricated reviews or the manipulation of 

ratings, mislead consumers by providing them with incorrect information regarding products or services. 

Such outcomes can result in consumer discontent, disillusionment, and significant monetary setbacks. 

4. Businesses who partake in fraudulent evaluations obtain an unjust edge over competitors who depend on 

authentic client feedback. This disparity in the marketplace produces an imbalanced environment and 

impedes equitable competition. 

5. Companies who are discovered participating in deceitful marketing methods face the potential 

consequences of harming their reputation and brand perception. Fabricated reviews can generate adverse 

publicity, which can erode the reputation and trustworthiness of a business in the eyes of consumers. 

6. Engaging in fraudulent reviews and misleading marketing tactics can potentially infringe upon consumer 

protection laws and regulations. Companies that are proven to engage in such tactics can be subject to legal 

ramifications, such as monetary penalties, litigation, and regulatory penalties. 

7. Certain enterprises employ automated bots or software tools to produce a substantial number of counterfeit 

reviews, taking advantage of weaknesses in the algorithms of online review platforms. This manipulation 

compromises the integrity of review mechanisms and hinders platforms' ability to accurately identify and 

address fraudulent content. 

8. The presence of fraudulent evaluations gives rise to ethical concerns regarding the principles of 

truthfulness, openness, and moral uprightness in the field of marketing. Companies must carefully 

contemplate the ethical ramifications of their conduct and give precedence to cultivating sincere 

connections with customers founded on trust and sincerity. 

CONCLUSION 
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The spread of fake reviews and dishonest marketing methods has become a major 

problem in the fast-changing worlds of online shopping and digital marketing. People are turning 

more and more to online reviews as their main source of information when making decisions. As 

a result, the reliability of review systems and the dependability of online platforms have been 

questioned. Consumers' opinions can be skewed by fake reviews, which are often posted by 

dishonest companies or people who want to change how people see things. This can lead to bad 

buying choices and less trust in online markets. Also, dishonest marketing includes more than 

just fake reviews. It includes astroturfing, misleading advertising, and sponsorships that aren't 

revealed, among other things. Not only do these actions trick customers, but they also make the 

market less fair, hurt the reputations of honest companies, and bring up moral and legal issues. 

As technology keeps getting better, new ways to trick and cheat people open up. This makes 

things harder for lawmakers, businesses, and customers alike. Fighting fake reviews and 

dishonest marketing requires a multifaceted approach that involves working together. The main 

goals of the fight against fake reviews and dishonest marketing should be to improve honesty, 

openness, and accountability in online business while protecting consumers' trust and interests. It 

looks at what these practices mean for customers, companies, and the market as a whole, as well 

as the difficulties and chances of solving these problems well. The point of this paper is to help 

us learn more about how fake reviews and misleading advertising affect online shopping and 

shopper welfare. Solving these issues necessitates the cooperation of multiple parties, such as 

corporations, consumers, regulators, and internet platforms. To offset the adverse effects of 

phoney reviews and misleading marketing techniques, it is beneficial to implement measures 

such as enhanced detection algorithms, stricter policy enforcement, and transparency initiatives. 

These actions contribute to creating a more reliable and equitable online marketplace. 
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