Journal of Legal, Ethical and Regulatory Issues Volume 25, Special Issue 2, 2022

ANALYSIS OF INFLUENCE OF DIGITAL
TECHNOLOGIES ON FINANCIAL SUSTAINABILITY
OF RUSSIAN COMPANIES

Svetlana Vasilievna Zemlyak, Financial University under the Government of
the Russian Federation
Galina Alekseevna Khromenkova, Financial University under the
Government of the Russian Federation
Galina Zinullaevna Tishchenkova, Financial University under the
Government of the Russian Federation

ABSTRACT

This article covers the issues of financial sustainability of an enterprise in the modern
economy transforming under the influence of digital technologies. The authors study the types
and defining characteristics of financial sustainability of an enterprise. The authors raise the
issue of studying the relationship between financial sustainability, digitalization and sustainable
business development using the example of Russian companies. Particular attention is paid to
identifying and managing risks that pose a threat to financial and economic activities of an
enterprise. The prospects are outlined for the use of artificial intelligence technologies in
diagnosing the state of an enterprise and the Big Data technology in modeling its development.
The concept of multi-loop sustainability control is proposed which uses the Big Data technology
and contains two groups of control loops. The authors believe that the tasks of further research
shall be the study of digital twins and digital logistics networks in the context of financial
sustainability of enterprises.
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INTRODUCTION

The development of the economy at the present stage is inextricably associated with the
processes of globalization affecting almost all spheres of society, such as: political, social,
cultural, economic (Kuckertz, 2020; Saadatmand, Lindgren & Schultze, 2019; Sutherland,
2018). The increasing direct introduction of information technologies into the activity systems
of financial and economic units leads to the strengthening of communication links, which
directly speeds up the processes of development and transformation of the world economic
environment and community (Barykin et al., 2020).

The current economic situation can be described by the characteristic features inherent in
the current state of the national economy, such as: instability, unpredictability and growing
competition with active introduction of digital technologies in all financial and business
processes of an enterprise, which affects the relationship of companies with external business
partners and affects the financial sustainability (hereinafter - “FS”) of an enterprise. The work
(Rodionov, Perepechko & Nadezhina, 2020) identified the parameters that could be used to
judge the factors that affect the value and economic security of business entities.

Analyzing the concept of financial sustainability, the authors assert that financial
sustainability is a complex characteristic that has external forms of manifestation and depends
on a variety of factors including digitalization and sustainable development (Filser et al., 2019;
Gh Popescu, 2019). The variety of factors affecting sustainability of a company subdivides it
into external and internal, and the variety of aspects of consideration determines the existence of
different facets of sustainability.
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MATERIALS AND METHODS

Financial sustainability (FS is the most important characteristic of the financial and
economic activity of an enterprise in modern economic conditions, since this indicator is the
basic parameter of a corporate strategy.

The concept of financial stability can be viewed from the perspective of sustainable
development. One can agree with the work that currently the relationship between financial
management and sustainable business development is not fully considered (Al Nuaimi &
Nobanee, 2019). The authors agree that the issues of sustainable development should be
investigated in the context of digitalization (Alkaabi & Nobanee, 2019; Geng & He, 2021;
Santis, 2020; Santis, Incollingo & Citro, 2021; Ubeda, Forcadell & Suarez, 2021). The scientific
article (Barykin et al., 2021a) raises the question of sustainability of logistics systems in the
context of digitalization. An interesting approach is presented in the articles on sustainability of
company finances and the banking sector (Abdul Quddos & Nobanee, 2020; Kim, 2018).
Undoubtedly, digitalization is associated with sustainable development, which is shown by the
example of the study of problems of development of the Silk Road countries (Geng & He,
2021). The authors agree with the opinion that financial sustainability shall be assessed in the
aggregate factor of sustainable development of a company, which follows from the work
(Ahsan, AI-tGAMRH & Mirza, 2021).

According to the authors, financial sustainability is a certain state of accounts of an
enterprise which guarantees its constant solvency. In this case solvency acts as an inherent
component of financial sustainability, its external characteristic.

The authors also assert that financial sustainability of an enterprise lies in its ability to
function and develop while maintaining the balance of assets and liabilities under conditions of
constant transformation of the external and internal environment, which ensure the enterprise’s
constant solvency and investment attractiveness within an acceptable degree of risk.

The essence of FS is maintenance of the enterprise’s solvency over time, accompanied
by observance of the financial balance between the enterprise’s own and borrowed funds.

Financial sustainability is the guaranteed financial and credit solvency of a company as
the result of its activities based on effective formation of financial resources, their distribution
and further use. At the same time, financial sustainability is the provision of stocks and assets of
an enterprise with its own sources of their formation, while observing an optimal ratio of the
company’s own and borrowed funds.

A change in financial sustainability occurs as a result of changes having an internal or
external cause, including random ones, caused by mistakes and miscalculations of the
enterprise’s management. The sustainability of the financial condition of an enterprise is formed
under the influence of the factors of digital transformation in the context of sustainable
development. The range of financial sustainability by the nature of its manifestation extends
from absolute sustainability as a positive characteristic to a financial crisis which is another
boundary value. Financial sustainability of an enterprise can be local or systemic and is an
inherent characteristic of activities of the enterprise in question.

The company’s ability to timely make obligatory payments and settlements with
counterparties, to finance its activities on an extended basis, to maintain solvency in unfavorable
circumstances evidences the sustainability of the company’s financial condition.

Let’s examine the content of each type of enterprise sustainability one by one.
e The internal sustainability is the state of an organization (the structure of production of goods and
provision of services, their dynamics), which consistently ensures a high result of the company’s activities.

The basis for its achievement is the principle of active and adequate response of the company’s

management to changes in the business environment;

e The external sustainability of an organization is inspired by the stability of the external economic
environment, within which the company operates, and is achieved by effectiveness of the external
environment management, on a national scale;
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e  The “inherited” sustainability is the result of presence of a certain margin of stability and financial strength
of an organization, which has been formed over a number of years and protects the organization from
sudden changes in the external environment;

e The overall sustainability reflects the level of efficiency of the investment projects of an enterprise; the
level of material and technical equipment, organization of labor and production, management activities;
presupposes gaining profit by the organization and effective development of production and economic
activities;

e Financial sustainability reflects a stable excess of income received by an enterprise over expenses and such
a state of resources that allows an organization to freely manipulate the available funds through their
effective use within the framework of a flawless process of commaodity production and sale, expansion and
renewal of production assets. It reflects the ratio of various elements in the structure of capital, the rate of
accumulation of equity capital by the company in the course of current, financial and investment activities,
the ratio of immobilized and mobile assets of the organization, the adequacy of provision of stocks and
expenses of the company with its own sources of financing.

FS is a consequence of the balanced movement of financial flows of an enterprise, as
well as the availability of financial means to ensure current activities of an enterprise over a
certain time period. It can be considered as the enterprise’s solvency indicator in the long run.
FS is, on the one hand, an indicator of the amount of resources available to the company, with
the help of which it is possible to plan current activities while achieving the required level of
flexibility of the financial mechanism by transferring available financial resources between
different areas of activities. At the same time, financial sustainability is an indicator of financial
risk, allowing to determine the effectiveness of a company in the external environment. In this
aspect, financial sustainability correlates with the level of competitiveness of a company. So,
financial sustainability, in our opinion, can be considered as a link between the production and
marketing strategies of a company, and therefore, can serve as the basis for development of
functional strategies of an enterprise in the interrelation of financial sustainability and
sustainable development.

Let us consider the dynamics of indicators of financial sustainability of Russian
enterprises.
Figure 1 shows the dynamics of the current liquidity ratio of Russian enterprises.
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FIGURE 1
DYNAMICS OF THE CURRENT LIQUIDITY RATIO, %

The standard value of the current liquidity ratio is 100% - 250% (or 1 - 2.5). For the
period from 2000 to 2020, the current liquidity ratio of domestic enterprises stays within the
standard range, i.e., higher than 100. Accordingly, domestic enterprises, on average, are able to
settle their urgent liabilities from their own sources. During the study period, insignificant
fluctuations of the current liquidity ratio are observed, however, in 2020 the ratio increases
significantly, up to 159.2.
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Figure 2 illustrates the dynamics of the ratio of provision of Russian enterprises with their own
circulating assets.
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FIGURE 2
DYNAMICS OF THE RATIO OF PROVISION WITH OWN CIRCULATING
ASSETS, %

The standard ratio of provision with own circulating assets shall be not less than 0.1 or
10%. During the entire study period, the ratio never reaches the standard value and takes only
negative values. At the same time, since 2011, there has been a trend towards a decrease in the
value of the ratio of own circulating assets: in 2018 it reaches its minimum value. After that, a
rapid increase in the ratio begins.
Figure 3 shows the dynamics of the equity ratio of domestic enterprises
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FIGURE 3
DYNAMICS OF THE EQUITY RATIO, %

The generally accepted standard for the equity ratio is 0.5 (50%) and higher, the optimal
value is defined to be 0.6 - 0.7 (60 - 70%). In the world practice, the minimum acceptable value
for an enterprise is 30 - 40% of the equity capital in the structure of liabilities. In the period from
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2000 to 2011, the average value of the equity ratio meets the national standard, amounting to
more than 50%. However, since 2012, the value of the equity ratio has been decreasing and, on
average, does not reach the standard value, amounting to 48.2 - 41.4%. In 2020, the value of the
equity ratio increases sharply and reaches 47.9%.

So, Russian enterprises, on average, are able to settle their urgent obligations using their
own sources. At the same time, the majority of enterprises lack their own circulating assets. In
addition, a deterioration in the structure of liabilities of domestic enterprises can be noted: an
increase in the share of borrowed funds and a decrease in the share of own funds.

RESULTS
Digital Transformation of the Russian Economy and Innovations

The digital transformation of the economy is a key element in transformation of the
economic system of Russia within the framework of the Industry 4.0 concept. At the same time,
there is a change in the model of economic management and its transformation into a
programmed predictive model. The introduction of digital technologies into all spheres of the
economy is fundamentally changing the entire economic structure and transforming digital
technologies and related infrastructures into new sources of added value and leading links in
development of the economy.

The process of digital transformation of the economy is a vivid example of transition of
guantitative changes to qualitative ones. The growth of memory volumes and speed of
computing technology allowed creating and effectively using a number of new technologies,
which in turn contributed to even more dynamic development of hardware and software of
computing systems (Figure 4).
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FIGURE 4
DYNAMICS OF THE ICT DEVELOPMENT INDEX

The business digitalization index characterizes the level of use of the broadband Internet,
cloud services, RFID technologies, ERP systems, and the involvement of business sector
organizations in the e-commerce (Figure 5).
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RUSSIAN FEDERATION

Traditional digital technologies that are widely used in digital economic systems are the

Big Data technologies, cloud technologies, neural network technologies, artificial intelligence,
additive and 3D manufacturing technologies, Cyber-Physical Systems (CPS), industrial Internet,
robotics, sensorics, quantum sensors, industrial analytics, mathematical modeling and
forecasting, etc. In the process of digitalization, the principle of Straight-Through Processing
(STP) is also implemented, when manual intervention is excluded at all stages of data
processing. In addition, when managing economic systems, it becomes possible to quickly,
almost instantaneously respond to exogenous changes.
Despite the existing problems, the economy of the Russian Federation has no other way of
development other than its digital transformation. This is especially necessary in modern,
especially difficult conditions, characterized by significant fluctuations in energy prices on
world markets and the international sanctions. All this is a serious challenge both for the
economy as a whole and for individual enterprises.

The development of technology provides many opportunities for enterprises, as well as
creates threats and obstacles that Russian enterprises will have to face.

Digital transformation of the Russian economy at the macro level, affecting a number of
exogenous factors, will naturally have a positive impact on the sustainability of enterprises.
Here, it is possible to increase the volume of national income and increase the level of real
incomes of the population, stabilize the regulatory legislation and the tax system, reduce
inflation and accelerate the payment turnover. But at the same time, it is possible to predict an
increase in unemployment among, first of all, the aged population, which has limited
opportunities to adapt to the conditions of digital transformation. Simultaneously, negative
demographic trends can lead to a shortage of personnel capable of effective work under the new
conditions. If no measures are taken to limit the growth of unemployment, a situation may arise
of a decrease in the capacity of the domestic market, which will increase competition, especially
from enterprises that have digital transformation carried out timely and efficiently.

Digitalization of the economy creates new factors affecting the financial sustainability of
an enterprise and its competitive position in the business environment, and allows to use the
entire list of advantages of the new technologies era:

1) Coherence of analytical data. In order to form a contact customer environment for exploring and
understanding customers, an integrated approach to processing of analytical data is required. This is
necessary for drafting and solution of processional tasks, for development and implementation of the set
business goals.
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2) Integration of technology and automation. In order to automate tasks of any scale, a set of tools and
technologies is needed, such as: web analytics, CRM systems, introduction of integrated advertising
technologies, and personalized advertising automation.

3) Analysis of results and application of conclusions. The decisions made on the basis of analytics will allow
determining the business value of each single interaction with the consumer on the way to direct purchase
and further implementation of the obtained data in the light of achieving business goals, in terms of sales
and profits.

4) Strategic partnership. The technologies used and introduced are able to independently form an ecosystem.
The key to successful collaboration with technology developers and providers is maintaining and securing
ownership of the technology being introduced and the data processing.

The use of the Big Data processing technology makes it possible to process and analyze
data volumes measured not only in terabytes, but even in exabytes. Of course, exabyte volumes
of information in enterprise management systems are unlikely to be formed, but terabyte
volumes are also enough to accumulate almost all current information about the financial and
production activities of an enterprise. In this regard, it becomes necessary to create new methods
of information processing, when instead of collapsing the financial indicators to various criteria,
their entire volume is analyzed.

For example, in the well-known five-factor Altman criterion, the following indicators are
collapsed: the liquidity indicator (the ratio of the circulating capital to assets), the profitability
indicator (the ratio of retained earnings to assets), the sustainability indicator (the ratio of
income before taxes and the interest to assets), the solvency indicator (the ratio of the balance
sheet price of shares to the debt) and the activity indicator (the ratio of sales volume to assets).
When collapsing, for each indicator its own weight ratios are set.

When using the Big Data or neural network technologies, the collapsing of indicators can
be replaced by the analysis of their dynamics in a multidimensional factor space. However, such
techniques are currently lacking and require development. Therefore, the digital transformation
of industrial enterprises opens up prospects for increasing their sustainability based on a more
dynamic and effective analysis of the current financial condition, as well as modeling and
forecasting financial sustainability with various strategic and tactical management decisions.
The analysis of the dynamics of financial and material flows in the production system can
become deeper, allowing timely detection of their possible deviation from the equilibrium flow
with a simultaneous assessment of financial risks to control the acceptability of their level.

Digital Technologies and Financial Sustainability of Scientific and Production Activities of
Russian Companies

Digital technologies are used in the process of introducing innovations and play an
important role in the development of the Russian Federation and its regions. Innovations
introduced on the basis of digital technologies form and ensure the competitiveness of the
economy within the country and in the international market. In the world markets, recently, an
increase in market competition and in the cost of raw materials and energy resources is
observed. In this regard, Russian enterprises that are engaged in implementation of innovations
based on the generation of knowledge and the introduction of digital technologies in the process
of interaction between the academic and business environment have a high level of
competitiveness, which makes it possible to ensure production efficiency, minimization of the
cost of material resources and mobility of technological processes.

Of obvious empirical interest in the process of researching the financial sustainability of
scientific and production activities of modern companies is the characteristic of the degree of
influence of intensive (volumes of developed, produced and sold high-tech science-intensive
products) and extensive (prices of the sold innovative goods) scientific and production factors
on the achieved result.
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Based on the results of calculation of the economic turnover, it is possible to establish
the amount of savings/over expenditure of the circulating capital, defined as the product of the
value of a one-day sale of high-tech products and the difference in days of turnover of the
current and past time periods:

% <C1-D1 CO'DO>
Ac = —

D\ Q Qo

1) The intensive research and production factor is a calculated and analytical characteristic of the degree of
influence of the natural volume of developed, produced and sold high-tech products on the result of the
activity of an economic entity:

%Q1-Po.
%Qo- Po

Where QO, (1 - is the volumes of developed, produced and sold high-tech science-
intensive products established during the past and current time periods, respectively;

PO is the price of high-tech science-intensive products produced and sold by an

economic entity, fixed as of the previous time period
2) The extensive scientific and production factor provides economic information on the degree of influence
of the dynamics and trends in price changes for developed, manufactured and sold high-tech science-
intensive products on the scientific and production result achieved by an economic entity:

ZQl. Pl-
2Q,.P,

Where P; — is the price of high-tech science-intensive products developed, produced
and sold by an economic entity, fixed as of the current time period.

INT., =

EXT., =

3) The mutual influence of the intensive and extensive scientific and production factors on the result
achieved by an enterprise is calculated as follows:

2Q4.P;
INT.p— EXTp = ————
2Qo- Py
where XQo. Py; 2Q1.P;; — is the cost interpretation of the results of scientific and

production activities of an economic entity established in the process of calculation and
analytical research, respectively, of the past and present time periods

Any innovation is implemented under certain financial conditions, the combination of
which is a set of the innovation investment sources. The innovative activity requires substantial
sources of research funding. Insufficient funding is one of the main problems hindering the
innovative development of the Russian economy.

In the context of digital transformation, it is possible to propose an algorithm for
choosing the sustainable source of financing for an innovative project from three stages:

1) Definition of the required amounts of financial resources.

2) Selection of a funding source based on the availability criterion.

3) Selection of the best financial instruments in the context of digital transformation based on financial
sustainability.

The structure of investment sources for projects is very important and creates certain
conditions favorable for formation and development of innovative activities. When forming the
conditions for investing in innovative projects, it is necessary to take into account both internal
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(human resources, the need for preliminary scientific research, predicted efficiency and results)
and external factors (the level of participation of the state in the investment processes, the stock
market, globalization, etc.).

The sustainability of the investment structure of an innovative project shall be carried out
continuously and contribute to the improvement of conditions for implementation of
innovations. The process of building an effective investment structure for an innovative project
under the specific conditions of the economy shall be based on the results of evaluation of
effectiveness of all types of available sources.

The main criterion influencing the choice of funds is the financial sustainability of an
innovative project. For example, external financing is much more effective than internal
financing. Just as important is the ownership structure of an entity implementing the innovative
project, as well as the phase of the project, information support of the project, scientific and
financial conditions for implementation of the project. Based on the possible investment scheme.

Increasing the financial sustainability of innovative projects shall lead to the growth of
the science-intensive technologies market and to the increase in the effective output of the
innovative potential.

There is a wide variety of forms and models of formation of the structure of financing
innovative activities, which are actively used abroad and have spread in our country. Currently,
the main form of financing the innovations development is self-financing with some influence
on the economic process from the state. However, since own funds are usually insufficient for
development and modernization of production facilities in the context of overcoming the
consequences of the global economic crisis, it is necessary to use external financing (borrowed
funds).

The tools for supporting scientific research and innovative entrepreneurship are very
diverse and can be of both state and non-state nature. In Russia, in the context of digitalization,
non-state mechanisms for supporting innovative projects shall prevail.

For example, in addition to traditional sources of financing, which include tax incentives,
venture financing, concessional lending, the popularity of forms of investment in innovations
that are new for Russia is growing. Such forms are: innovation vouchers, leasing and factoring
in innovation activities, attracting private investors. It is also possible to engage non-state
pension funds, insurance companies and individuals in the investment of innovative projects, in
the processes of financing of innovative developments with comprehensive state support of
these processes, the use of various forms of incentives and financing of investment activities,
which have proven themselves well in foreign countries.

The authors can prove that the institutionally sustainable and effective development of
investment in innovative projects in the Russian Federation on the basis of a systemic and
problem-oriented approach shall ensure an increase in the country’s gross domestic product, an
increase in efficiency of individual economic entities and an increase in innovativeness as a
characteristic of all spheres of life of the population.

Digital Technologies and Financial Sustainability of Scientific and Production Activities of
Russian Companies

The authors propose recommendations for optimization of financial sustainability during
planning and implementation of innovative projects (Table 1).

Table 1
RECOMMENDATIONS ON IMPROVING THE FINANCIAL SUSTAINABILITY OF
INNOVATIVE PROJECTS IN RUSSIA

Recommendations on Improving the
. Sources of Investment . . A, .
Name of the Project Used Financial Sustainability of Innovative
Projects
1. Development of technologies and Own (100%) Attraction of third-party investments (up to
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new generation of sealing and fire-
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industrial use
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100%) - including funds from private
investors, foreign investments and bank loans
(up to 50%)

2. Development of technologies and
mastering of production of devices
and equipment for the
nanotechnology

Own funds (70%) and
subsidizing by the
region (30%)

Attraction of third-party investments (up to
100%) - including funds from private investors
and bank loans (up to 80%)

3. Introduction of industrial
production of metallic materials
with a twofold enhancement of the
most important performance
properties

Own funds (55%) and
borrowed funds (45%)

Attraction of third-party investments (up to
60%) Increase in the share of borrowed sources
- up to 50%

4. Increasing the efficiency of solid
waste recycling on the basis of
modern domestic technologies and
equipment with producing of
secondary raw materials and
marketable products

Own funds (90%) and
a grant from the
Government of St.
Petersburg (10%)

Attraction of third-party investments (up to
90%) - including funds from private investors
and bank loans (up to 50%)

5. Development and mastering of
production of a family of highly
efficient combined cycle power

Own funds (50%) and
equity financing (50%)

The investment structure is acceptable.
Attraction of borrowed sources is possible - up

to 10-20%

plants

Optimization of financial sustainability of an innovative project implemented on the
basis of digital technologies expresses such a ratio of funding sources, which provides the most
effective relationship between the profitability of own and borrowed sources of investment in an
innovative project.

Improving financial sustainability of innovative projects is possible depending on the
specific economic conditions of individual enterprises.

A scheme of improvement of financial sustainability of innovative activities shall consist of five
stages (Figure 6).

Definition of goals. volumes and
sources of formation of investment
resources of an innovative project

Stage I - Goal setting

Stage II - Analysis of
conditions for
implementation of an
innovative project

Definition of conditions and ways
of optimization in accordance with
the type of the innovation activity

Stage III - Search for
possible options for
financing of innovations

Justification of ways to optimize
the volume of investment resources
of an innovative project

Assessment of the synergistic
nature of the growth of financial
sustainability of an innovative
project in case of using a certain
structure of investment resources

Stage IV - Preliminary
assessment of options

Stage V - Adoption and
implementation of a specific
option for financing of
innovations

Adoption of the optimal structure
of financing sources for an
innovative project

ey

FIGURE 6
A SCHEME OF IMPROVEMENT OF FINANCIAL SUSTAINABILITY OF
INNOVATIVE ACTIVITIES IN RUSSIA

The process of improving the financial sustainability of an innovative shall should be
carried out according to the following three stages:
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A. Focus on the proportional ratio of own and borrowed sources, taking into account the specifics of the
economic activity of the enterprise implementing the innovative project, as well as the conditions for
prevention of bankruptcy;

B. Improving the structure of sources of innovations investment according to the criterion of maximizing
profits and minimizing risks associated with development and implementation of an innovative project;

C. Orientation on ensuring the increase in effects for partner enterprises and enterprises in the region in terms
of the return on investment in the long term.

At the first stage, the effectiveness of a project is assessed from the economic point of
view as well as of the feasibility of its implementation and its compliance with the innovative
goals of the enterprise. Next, it is necessary to form the amount of investment resources in
accordance with the investment needs of the project. When agreeing on compliance of the
structure of financial sources for implementation of an innovative project according to the
optimization criteria, it shall be checked whether the chosen structure meets the required volume
of investment resources. Taking into account the existing approaches to optimization of the
structure of the invested capital, it is advisable to undertake complex measures.

Thus, in order to effectively manage the sustainability of an enterprise in the context of
digital transformation of the economy, it is necessary to combine forecasting the state of the
enterprise with monitoring and diagnosing its real state. This can be accomplished on the basis
of the concept of multi-loop sustainability control.

The financial sustainability of an enterprise is ensured by multi-loop management. The
whole variety of control loops can be divided into two groups. The first group includes model-
based control loops. They provide stochastic simulation of production and sales of products,
taking into account the uncertainty of exo- and endogenous factors and parameters, including
anthropoentropy, and determine the probabilistic criteria for maintaining sustainability.

In the second group of control loops, a subsystem of complex diagnostics operates,
which, based on monitoring of exo- and endogenous factors and parameters, assesses the current
real sustainability and provides a short-term forecast of maintaining or loss of sustainability
under the current operational management and strategic direction of the enterprise.

When there are any disruption tendencies detected in one of the sustainability control
loop groups, a complex of operational control actions or strategic decisions aimed at preventive
elimination of such a tendency to the loss of sustainability shall be developed. In this case,
measures are developed to reduce the anthropoentropy and the methods of the theory of
limitations are used to identify the weak points of the production system.

In the first group of control loops based on a stochastic simulation model, taking into
account the uncertainty of exo- and endogenous factors and parameters, including
anthropoentropy, probabilistic criteria for maintaining sustainability and predicted endogenous
indicators are determined in the context of enterprise development in case of implemention of
the selected complex of operational control actions or strategic decisions. In this case, the
prediction of values of endogenous parameters is carried out as well as their further comparison
with the achieved real values after expiration of the period of waiting for results. In case of a
significant discrepancy between the forecast and the real state, a search for new options of
control actions at the operational or strategic level takes place.

In the second group of control loops, a subsystem of complex diagnostics monitors exo-
and endogenous factors and parameters, as well as assesses the current real sustainability and
provides a short-term forecast of maintaining or loss of sustainability under the new option of
operational management and new strategic decisions.

Next, the actions of the third item of the conceptual algorithm are performed and the
control cycle is repeated. For operation of both groups of control system loops, a unified
database of control actions of tactical and strategic levels, exo- and endogenous factors,
parameters and diagnostic indicators, based on the use of the Big Data technologies, is used.

Thus, in the context of digital transformation of the Russian economy, for maximum
efficiency at enterprises, this process shall cover all areas of activity. Here, additional
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opportunities arise for maintaining and increasing the sustainability of operation and
development of an enterprise, as well as new problems associated with expenditure of resources
for digital transformation, the dangers of hacker attacks and destabilization of enterprise
management. Therefore, an urgent area of research is the solution of the aforementioned
problems, since at the moment there is no alternative to digital transformation for the further
development of the Russian economy and for preservation of the economic sovereignty of
Russia.

DISCUSSION

The authors propose to discuss a separate problem that is important for ensuring the
sustainability of Russian enterprises. The authors believe that such a problem is the timely
detection of tendencies to disruption of sustainability. It can be demonstrated that in the context
of digitalization, an earlier time frame for detecting tendencies to sustainability disruption
allows an enterprise to save time to undertake adequate measures. In this case, the availability of
a modern diagnostic system at Russian enterprises allows timely detection of tendencies to
disruption of financial sustainability. The authors would like to draw attention to the fact that in
the context of digital transformation of an enterprise, a number of new opportunities appear for
such diagnostics, also based on modern information technologies, such as Big Data, artificial
intelligence, etc. This system shall diagnose both the potential of an enterprise and its current
activities, as well as predict changes in its state that may lead to the loss of sustainability. The
authors believe that it is especially important to ensure the operation of such a diagnostic system
in an uncertain and unstable environment.

The Big Data processing technologies also make it possible to monitor the equipment
available at the enterprise and quickly control its physical deterioration, and the analysis of the
market situation and technical progress in development and production of the equipment used
will allow detecting or predicting its obsolescence. All this will also contribute to increasing
sustainability, of course, provided that there is a financial opportunity for timely renewal or
modernization of equipment. The authors believe that the tasks of further research shall be the
study of digital twins and digital logistics networks (Barykin et al., 2021d, 2021b, 2021c) in the
context of financial sustainability of enterprises.

CONCLUSION

Creation of a modern production facility with innovative technologies and equipment
which allows not only to flexibly change the assortment, but also to change the organizational
and technological structure of production without significant expenses, can significantly
increase the sustainability potential of an enterprise. However, here, one shall not equate the
sustainability potential and the innovation potential, since the costs of financial and other
resources of an enterprise required to create the innovative potential can generally lead to a
decrease in sustainability. This is aggravated by the fact that innovative restructuring of
production requires a certain, and sometimes quite long, period of time during which the volume
of production can decrease, as a result of which a tendency to disruption of sustainability can
also appear. At the same time, after creation of the innovative potential, the sustainability of an
enterprise naturally increases, but only provided that this potential is effectively implemented in
a constantly changing external environment with significant uncertainty. In order to effectively
implement the sustainability potential, not only modern, effective management is needed,
covering all levels of the enterprise management system, but also modern marketing is needed
for constant monitoring and forecasting of demand for manufactured products to
correspondingly change the assortment, which also requires introduction of modern information
technologies. However, the effectiveness of management and marketing can be reduced due to
human error.
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Another area of effective use of the benefits of digital transformation for financial
sustainability of an enterprise is the field of marketing. This area opens up a number of new
opportunities: the Internet of Things, the Big Data technologies, the use of artificial intelligence
for marketing research, etc. All of these areas of digital transformation will undoubtedly have a
positive impact on marketing effectiveness, which will help to enhance sustainability of an
enterprise.

In the context of changing external environment, sustainability of an enterprise can only
be ensured in the form of dynamic stability, when the production system has the ability to
maintain its basic functional parameters and to develop. Changes in exogenous factors can be
very significant and cause corresponding changes in endogenous factors, which in turn will
contribute to the restoration of the necessary production parameters. However, we shall not
forget that there is always some limiting or critical threshold for the change in exogenous
factors, at which, eventually, the loss of sustainability occurs. Therefore, the task of
sustainability management is to increase this threshold level.

Thus, the digitalization of the economy also affects the enterprise and requires a high

degree of adaptability while maintaining a certain level of stability and sustainability.
Under the conditions of digital transformation of industrial enterprises, it is necessary, when
choosing management decisions at the strategic and operational levels, to take into account the
change in the influence of exo- and endogenous factors on the sustainability of an enterprise in
the new conditions of digitalization in order to use the advantages of the digital economy and the
fourth industrial revolution to increase the sustainability of operation and development of
industrial enterprises.
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