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ABSTRACT 

 

The article is devoted to the actual problems of digitalization in the banking sector, including 

ensuring economic security in connection with the introduction of digital currencies by central banks. The 

special role of credit and financial organizations in the development of digital banking technologies is 

emphasized. The risks of economic security of the banking sector arising in the process of introducing 

digital financial services are noted. The assessment of the level of development of the processes of digital 

transformation of the domestic credit and banking sector is given. 
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INTRODUCTION 

 

The rapid development of information technologies is currently observed in almost all 

areas of human activity. The level of digitalization is becoming one of the most important 

indicators of the economic and social development of society. The national project "Digital 

Economy of the Russian Federation" involves the active introduction of innovative digital 

technologies in order to improve the welfare and quality of life of the population. A special 

mission is assigned to the banking sector, which performs the role of a financial intermediary 

between the state, business, the population and other parts of society. The accelerated 

development of digitalization of the banking sector has brought it to the forefront of the 

introduction of new innovative solutions and made it a role model and a catalyst for the spread of 

modern information technologies in other sectors of the economy. The dynamic application of 

digital technologies in credit institutions is one of the main prerequisites for the sustainable 

development of the Russian economy. The purpose of this study is to analyze the processes of 

digitalization in the banking sector, identify the main trends in their development and impact on 

economic security in this area of the economy. Digital technologies are a fundamentally new 

component of the global economy, significantly increasing the mobility of financial resources, the 

convenience of their use, and significantly expanding the possibilities of the financial market. 

Currently, the banking sector is recognized as the driving force of innovation in the Russian 

economy and the social sphere as a whole. 

The forms and methods of interaction between banks and customers are constantly 

improving with the development and improvement of information technologies in the global 

market. Mobile banking is rapidly developing, machine learning and artificial intelligence 
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technologies are being introduced, ecosystems of financial and non–financial products, "social 

lending", etc . The introduction of digital technologies allows banks to optimize and significantly 

reduce operational risks. In the new digital environment, many credit institutions are radically 

restructuring their professional business models and technologies. At the same time, digitalization 

implies a higher level of openness of the national economy to external influences. Digitalization 

processes generate new types of risks that are global in nature and create opportunities for a 

negative impact on global and national markets, which provokes the emergence of new 

problematic phenomena. Within the framework of this study, attention is focused not only on the 

topical issues of digital transformation of the banking sector, the search for ways to improve its 

efficiency, but also on the problems of ensuring economic security in the face of new risks, such 

as unauthorized impacts on elements of information infrastructure, hacking sites, fraud in the IT 

sector, unauthorized collection of various kinds of data, etc. 

It should also be noted that the introduction of software products increases the possibility 

of disruption of payment systems, theft of non–cash money, "laundering" of illegally obtained 

funds, penetration into automated banking systems, etc. Changes in this area are often geo–

economic and strategic in nature, affecting the economic security of the country and the economic 

state of society as a whole. Cybercrime and cyberterrorism, which have a transnational orientation, 

remain topical threats. The object of criminal encroachments in this case is any confidential 

information. Theft, destruction or unauthorized use of information in the context of rapidly 

developing telecommunications systems causes significant harm to the economy. It is extremely 

difficult to fight cybercrime, because, often, it is of an individual nature, very mobile, and does not 

require significant costs for the implementation of criminal plans. 

 

MATERIALS AND METHODS 

 

The methodology of economic security is based on the classification of national interests, 

threats, criteria, indicators (indicators) and their thresholds, and also includes the organizational 

structure and ensuring economic security. The methodological basis for the study of the problems 

of digitalization of the banking sector are the general principles and approaches to ensuring 

economic security in the financial sector, reflected in the National Security Strategy of the Russian 

Federation, approved by Presidential Decree No. 400 of 02.07.2021, the Economic Security 

Strategy of the Russian Federation for the period up to 2030, approved by Presidential Decree No. 

208 of 13.05.2017, the Strategy for the Development of the Information Society in the Russian 

Federation for 2017–2030, approved by Presidential Decree No. 203 of 09.05.2017, Federal Law 

No. 259–FZ of July 31, 2020 "On Digital Financial Assets, digital currency and amendments to 

certain legislative acts of the Russian Federation". 

The objectives of ensuring the economic security of the Russian Federation are 

"strengthening the economic sovereignty of the country, increasing the competitiveness of the 

Russian economy and its resilience to external and internal threats, creating conditions for the 

economic growth of the Russian Federation ..." (Andreeva, 2021). Achieving the goals of ensuring 

the economic security of the Russian Federation is carried out by solving such a complex task as 

"strengthening the financial system of the Russian Federation and its sovereignty, developing the 

national infrastructure of financial markets, including payment infrastructure, overcoming 

dependence in this area on third countries, expanding the practice of settlements with foreign 

partners in national currencies, reducing the withdrawal of financial assets abroad, countering 

illegal financial transactions ..." (Andreeva, 2021). In carrying out the research, the authors relied 

on empirical and theoretical scientific methods, including: analysis and synthesis of the 

information obtained, study, processing and generalization of sources of statistical information and 

scientific literature. The information base of the study was the data of The Central Bank of 

Russian Federation (n.d.), Moscow Exchange (n.d.), National Association of Securities Market 

Participants (n.d.), and PricewaterhouseCoopers (n.d.). 
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RESULTS 

 

The rapid development and application of financial and payment technologies, the 

formation of basic assets based on crypto currencies capable of effectively and almost fully 

performing monetary functions, the rapid reduction in the use of cash resources in circulation has 

set central banks the task of developing digital money and their application in the financial sphere. 

The digital currency of the central bank (hereinafter referred to as the central bank) is an 

obligation of the central bank, denominated in the national currency, having a digital 

representation and capable of acting as a means of payment, measure and preservation of value 

(Boar, 2021). 

There are two possible options for the use of CVCB: – retail TSVTSB is available to a 

large group of users, including individuals and non–financial organizations; – wholesale TSVTSB 

is available primarily to credit organizations and other professional participants in the financial 

and money markets. In economic essence, it differs slightly from the existing reserves of the 

central bank – the difference is only in technological implementation. Retail digital securities may 

have a special impact on the financial and economic spheres, but the degree of influence will 

depend on how popular this new tool will be among citizens and organizations (enterprises). The 

form of implementation of the CVCB is a digital code, its peculiarity is that it can be used both 

online and offline. Also, the central bank has the ability to design the system in terms of its 

anonymity, security, method of exchange for other types of money, interest accrual, and so on. 

Both the benefits of the Central Bank and the possible risks will depend on this. It should be noted 

that at the moment the retail CVCB is launched only in the Bahamas. This happened in October 

2020. The largest countries where the CVCB is under development are China, Thailand, Turkey, 

Brazil. The rest are still either at the stage of a pilot project, conducting research, or have 

completely suspended work on the development of CVTSB. Russia is now completing the 

research stage (Andreeva, 2021). 

The Central Bank is able to have a beneficial effect on the economic security of the 

national payment system. Firstly, the result of its introduction will be the ability to control 

transfers and payments due to the transparency of the blockchain, which can lead to an increase 

and simplification of tax collection, become a tool to combat embezzlement, fraud, corruption, 

money laundering, and also improve the quality of macroeconomic statistics. Moreover, the 

creation of a highly liquid instrument that is reliable due to the central bank's provision, capable of 

competing with existing cryptocurrencies, will make it possible to counteract the "privatization of 

money circulation". Another important consequence will be the promotion of competition and 

innovation in payment systems. The development of digital payments will reduce the influence of 

large banks, will lead to a reduction in acquiring fees. Reducing the dependence of users on some 

providers will increase the stability of the country's financial system. It is also important that the 

Central Securities Exchange can become an instrument of monetary policy, if the mega–regulator 

decides to charge interest on accounts in the Central Securities Exchange. Dynamic variation of 

the rate of a digital resource would allow, if desired, to influence its value and stimulate the 

volume of supply and demand, limit excessive demand for digital money and vice versa, influence 

growth with an increase in the interest rate. Also, the accrual of interest on the Central Securities 

will allow economic agents to receive a signal and react faster to a change in the situation, which 

will accelerate the transmission, which, as a rule, is delayed in response to a change in the key rate 

(Borisova, 2021). 

One of the decisive advantages may be that the development of digital currencies can make 

it possible to conduct international settlements without using the SWIFT system (Bunevich, 2017), 

and the dollar – the main means of payment in this system may lose its relevance, since the digital 

currencies of central banks are already other technological interactions. The new system for 

international settlements can be based on block chain technology, which allows transactions to be 

carried out without an intermediary (SWIFT), which will also reduce the cost of transactions. 
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After the introduction of digital currencies by central banks, many countries may no longer need 

to accumulate dollar reserves, and they will be able to diversify in favor of the currencies of other 

countries. The loss of the dollar's role as an intermediary currency will reduce its importance in 

pricing on the raw materials market and in international trade settlements. However, there is 

another opinion – SWIFT can become one of the platforms for digital currencies. We believe that 

"even if SWIFT does not keep up with the development of blockchain technologies, then the 

digital currencies of central banks will partially shift the central role of SWIFT, but not 

completely, since the fiat currency will not go away for good," says Brian O'Toole, a former 

adviser to the US Treasury Department responsible for economic and financial sanctions 

(Bunevich, 2017). 

Having named the advantages, it is also necessary to note the risks and threats to economic 

security in the conditions of digitalization of the national currency. First of all, it is worth focusing 

on the risk of capital outflow from the banking sector. Digital currency, as the most highly liquid 

asset backed by the state bank, will become a priority and more competitive in comparison with 

deposits in systemically important banks. The financial well–being and stability of such banks 

makes them the most attractive for customers, even despite the low interest rates on deposits. At 

near–zero nominal interest rates, even if the Central Bank will not bring interest income, the 

Central Bank can become an alternative to fixed–income investments. In Russia, at the time of 

public discussions, Deputy Chairman of Sberbank Anatoly Popov noted that within three years 

after the appearance of a new form of money, 2–4 trillion could go into it. Non–cash rubles, which 

will lead to a shortage of liquidity and an increase in rates by 0.5 percentage points or more 

(Blazhevich, 2021). In the Central Securities Exchange, you can also see the steps of the central 

bank towards the organization of a single–tier banking system, because it can play the role of both 

an issuer, a platform operator, and a wallet holder. This may lead to a decrease in the market share 

of commercial banks. It should also be noted that a centralized digital currency system will 

undoubtedly generate technological risks that will manifest themselves in various disruptions or 

failures in the event of natural disasters or military operations. The SWOT analysis matrix (Table 

1) will help to assess the weaknesses and strengths, to foresee possible threats and features of the 

introduction of digital securities (Table 1). The results of the SWOT analysis presented by us 

allow us to draw conclusions about the potential opportunities and risks of using digital money. 

Turning to the dynamics of the use of financial technologies, it should be noted that at present they 

represent the necessary elements of all types of operations and services carried out by banks: loan 

issuance, any types of transfers and payments, savings, investment, insurance, etc., transform 

business models and thereby increase the attention of their customers (Gavrilova, 2021; Goigova, 

2021; Grekov, 2020; Haider, 2018; Ivanova, 2020; Igaliyeva, 2020; Khalin, 2018; Karpenko, 

2018; Karpenko, 2018). 

Financial technologies (fintech) is an offer of financial services and services that use 

innovative technologies, for example, Big Data, artificial intelligence and machine learning, 

robotics, blockchain, cloud technologies, biometrics and others. The basic provisions of the digital 

bank are mobility, personalization of the offer, focus on customer requests. At the same time, in 

order to get a positive return from the influence of these factors, it is necessary to introduce 

innovative proposals focusing on customer experience and support, taking into account and 

maintaining loyalty in relationships. It should also be noted that in order to become and remain 

digital, the bank needs to develop at the speed of changes taking place around. Complex, 

structured, flexible digital products such as, for example, Agile culture, which manifests itself in 

the development of solutions and in the construction of information systems, will help to support 

such an innovative rhythm. The bank's new digital products are all. 

 
Table 1 

PREDICTIVE SWOT ANALYSIS OF THE DIGITAL RUBLE ISSUE 

Positive factors Negative factors 

Security and simplicity of the payment system 

Minimizing shadow operations  Low costs  Cash 

channel management 

Concentration of responsibilities in the Central 

Bank 

The absence of a legal framework for operations 
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Alternative to global payment systems Альтернатива 

Alternative to cryptocurrencies 

Possibilities of state control over expenditures 

with CVTSB Неу Unresolved problems in 

ensuring AML/CFT/FRM procedures 

Lack of knowledge and skills in working with 

digital money among the population 

Threat Capabilities 

Transparency and high speed of calculations with an 

increase in the share of online sales 

Expanding the range of new digital products and 

increasing the volume of innovation resources 

Removing obstacles for customers when switching from 

one credit institution to another 

The risk of reducing the liquidity of credit 

institutions 

Technological risks and cybercrime risks 

Risk of destruction of the existing banking 

system 

Competition between the meregulator and credit 

institutions for customer funds 

 
The vast majority of domestic credit institutions have been actively implementing fintech 

products for a long time, for example, Sberbank, Tinkoff Bank, VTB, Alfa–Bank, etc. Leading 

banks engaged in digital transformation will be able to expand the range of products and services 

provided within their own created ecosystem. Medium and small banks will be segmented by 

players outside of ecosystems by leading banks. Non–banking players (telecommunications and IT 

companies) will be able to offer their customers more and more high–quality and convenient 

financial services, which will make them full–fledged competitors of credit institutions (Ivanova, 

2020; Igaliyeva, 2020; Khalin, 2018; Karpenko, 2018; Karpenko, 2018; Kravchenko, 2016). Bank 

customers will also be able to use new digital products and services in various industries, such as 

retail sales, insurance, education, healthcare, and information transmission over a distance. At the 

same time, there will be ample opportunities to make such a service mobile, personal and high–

speed. The incentive for banks to introduce product innovations is an obvious desire to attract and 

retain their customers, which will lead to an increase in the degree of satisfaction of their growing 

needs. The obvious solution in such a situation is the introduction of new financial products and 

digital technologies. For example, it can be an online service of a mortgage broker from Tinkoff 

Bank or recognition of a user by a photo from Otkrytie Bank during transfers. More and more 

banks offer personalized cashback services with a choice of purchase categories, and some 

(Sberbank, VTB) use predictive analytics to create individual offers (Dzholdosheva, 2021; 

Ivanova, 2020; Ivanova, 2021; Gomber, 2017; Gavrilova, 2019; Gavrilova, 2021; Goigova, 2021; 

Grekov, 2020; Haider, 2018; Ivanova, 2020). 

The key advantages of digital transformation for traditional players are cost reduction and 

fast banking services. If large players with sufficient resources and skills can carry out a full–scale 

digital transformation, then medium and small banks have yet to find their niche. In January 2021, 

the Bank for International Settlements revealed that more than half of the countries (about 60 %) 

are interested in launching a Central Bank. At the same time, 14 % of central banks have already 

started pilot testing. The number of countries studying digital currency has increased by 18% 

compared to last year. BIS Head Agustin Carstens stressed that the CBDC can stimulate 

competition and increase the efficiency of payments for the national economy. At the same time, 

the issuance of digital currencies should be the prerogative of central banks (Ivanova, 2020). Thus, 

we note that most central banks are studying digital currencies, and their work continues at a rapid 

pace even in the conditions of the Covid–19 pandemic. In general, central banks are moving to 

more advanced stages of interaction with CBDC, moving from conceptual studies to practical 

experiments (Ivanova, 2020; Igaliyeva, 2020; Khalin, 2018; Karpenko, 2018; Karpenko, 2018; 

Kravchenko, 2016). 

Worldwide, interest in CBDC is still largely determined by local conditions. In emerging 

market and developing countries, the goals of financial accessibility and payment efficiency 

determine the work of a general–purpose CBDC. This is evidenced by the launch of the first "live" 

CBDC in the Bahamas. Other central banks, collectively representing a fifth of the world's 

population, are likely to join this leader in the next three years. Other financial regulators are more 

cautious about the timing of the release and implementation of advanced CBDC projects and 

prefer to evaluate their capabilities more carefully. At the same time, it is necessary to search for 

common positions on the implementation policy of the CBDC implementation project. 
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CONCLUSION 

 

The introduction of digital technologies in banking requires serious state support within the 

framework of the current legislation, which allows combining the interests of digital technology 

users with the interests of the state and society. Digitalization, protection of businesses and 

individuals in the financial market is a priority area of monitoring by the Bank of Russia. The 

central Bank named the main directions for the development of digitalization of the financial 

sector. Currently, there are six main, most promising areas of transition to digital technologies of 

economic systems in the world: biometric, large–scale computer technologies, cybersecurity 

technologies, artificial intelligence technologies, cloud technologies, mobile technologies 

(Grekov, 2020; Haider, 2018; Ivanova, 2020; Igaliyeva, 2020; Khalin, 2018; Karpenko, 2018; 

Karpenko, 2018; Kravchenko, 2016; Karpenko, 2018; Kravchenko, 2016; Kicha, 2021; Lewis, 

2015; Lauer, 2015; Manyika, 2016; Maisigova, 2021; Mandych, 2019). The daily functioning of 

the banking system is closely connected with the use of modern information technologies, which 

greatly contributes to the reliability and ease of operation of the electronic system. It is necessary 

to note the risks of cyber security – the emergence of new ways of stealing digital currencies, the 

increase in risks associated with offline payments. Cyber security is a set of strategic actions 

aimed at protecting against economic, technical or informational damage due to threats made with 

the help of software and hardware, as well as a result of daily work with information network 

technologies (Blazhevich, 2021; Chernyshova, 2021; Dzholdosheva, 2021; Grekov, 2020; Haider, 

2018; Ivanova, 2020; Igaliyeva, 2020; Khalin, 2018; Karpenko, 2018; Karpenko, 2018; 

Kravchenko, 2016; Karpenko, 2018). 
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