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CONSUMPTION TAXES ON DIGITAL PRODUCTS
IN THE EUROPEAN UNION

Nelson U. Alino, Quinnipiac University
Gary P. Schneider, Quinnipiac University

ABSTRACT

Consumption taxes, such as sales taxes and value-added taxes (VAT) can present
complex enforcement and collection issues when they are applied to international transactions.
The European Union (EU) is a particularly interesting environment in which to examine
consumption tax issues because each country has its own VAT rate and enforcement mechanism,
but the multilateral economic structure of the EU exposes companies selling across intra-EU
boundaries to extra-national regulations. This paper contrasts the EU position with that of U.S.
states on similar consumption taxes and examines a specific tax fairness issue that has arisen for
sellers of digital goods who have customers that are located in EU countries. The paper also
outlines three strategies for minimizing VAT.

INTRODUCTION

Any VAT is a consumption tax levied on goods and services as they are sold from one
stage of production into the subsequent one (Bagby and McCarty, 2002). To the purchaser, a
VAT is a tax on the price paid for the good or service. The seller pays VAT to the government
on the amount of the value the seller has added. The seller keeps the remaining amount of VAT
collected on the entire purchase price from the seller as an offset to the taxes it paid on the goods
and services acquired in the process of producing the product or providing the service (Tait,
1988). In 2002, the European Union (EU) issued its first directive requiring sellers to collect
VAT on digital goods (De Rato Y Figaredo, 2002). The original directive, which was set to
expire in 2008, has been extended (Meller, 2006) and is currently in force. This directive
attracted the attention of companies based outside of the EU that sell digital goods to consumers
located in one or more EU countries. Non-EU companies that sell into the EU must now register
with EU tax authorities and levy, collect and remit VAT if their sales include digital goods
delivered into the EU. This paper outlines the provisions of the EU directive, compares them to
current sales tax rules on interstate transactions within the United States, and examines the
implications for future laws relating to consumption taxes on cross-border commerce in digital
goods. The paper outlines three strategies that companies doing business in the EU can use to
minimize the VAT. The discussion in this paper has important implications for all companies
making online international sales, not just those companies who currently fall under the
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jurisdiction of this law, but also companies that might face similar rules enacted in the future by
other countries and by organized international markets.

CONSUMPTION TAX ENFORCEMENT ISSUES

The enforcement and collection of consumption taxes, such as the sales tax levied by
most U.S. states or the VATs levied by many other countries throughout the world, has always
been relatively straightforward. Because the taxes occur at the point of transaction, tracking the
occurrences of the economic events that trigger these taxes can be much easier than calculating
and collecting income-based taxes (Yang and Poon, 2002).

Consumption Taxes on Transborder Sales of Physical Goods

A taxable transaction that involves a physical good typically results in a clear and visible
event. Some form of product is moved from one location to another. In the case of services, an
observable activity occurs. International transactions involving physical goods have always been
particularly easy to track because the product being sold crosses an international border and most
international borders are controlled to some degree.

By monitoring cross-border movements of physical products, countries can enforce the
collection of duties and consumption taxes such as VATs. Services provided across borders can
also be tracked by monitoring international movements of people traveling with a stated intent of
conducting business. In most cases, a person or persons must travel across an international
border to perform the service.

Consumption Taxes on Transborder Sales of Digital Goods

A major change occurred when virtual marketplaces opened online, allowing firms and
individuals to place orders, confirm orders, and deliver digital goods and services without any
movement of a physical product or the performance of a service by human beings in person
(Schneider, 2010). The overall visibility of transborder transactions diminished significantly and
a lack of clarity regarding where income is earned, products are sold, or value is added became
prevalent (IBLS, 2007).

Existing laws and court decisions, which relied largely on the historical language of
physical commerce to determine jurisdiction, became unclear and difficult to interpret in the
online landscape (Jones and Basu, 2002). Laws and court decisions were highly complex, often
including conflicting holdings on multiple legal issues and fact elements. Various courts
interpreted facts quite differently in seemingly similar situations. These varying interpretations
have created high levels of uncertainty for companies selling goods online (McClure, 2002;
Schneider, 2010).
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Most consumption taxes were enacted many years ago, when it was reasonable to assume
that most transactions would involve a buyer and a seller in the same jurisdiction. As mail order,
telephone order, and more recently, online order businesses evolved, this assumption became
less and less likely to be true. The inability of one jurisdiction to enforce collection of
consumption taxes (at the point of sale) on items sold into its jurisdiction from outside its
jurisdiction was, in most cases, nonexistent (Bagby and McCarty, 2003). Difficulty with
enforcing collection at the purchaser’s side of the transaction was costing jurisdictions (both U.S.
states and other countries) large amounts of revenue (Bruce and Fox, 2001).

Consumption Taxes on Digital Goods in the United States

Earlier concerning online sales, there was a general consensus that imposing consumption
tax collections on the nascent entities engaging in such sales would tend to stifle the
development of online business activities (Barlas, 2003). Yet, in recent years, there has been a
growing sentiment that online businesses can stand on their own without additional government
subsidies in the form of non-enforcement of existing laws (Thibodeau, 2002; Wingfield, 2003).

Russell (2008) notes that the issue of nexus determination continues for interstate U.S.
transactions. Pickart and Pessefall (2008) outline recent developments in the distinction between
nontaxable services and taxable personal property in the enforcement of U.S. state sales taxes.
Although the nexus issue has not been resolved, a number of major retailers have announced that
they will begin to collect U.S. sales taxes voluntarily on sales made online, even when they are
not required to do so because they have a physical presence in the customer’s jurisdiction (Krebs
and Krim, 2003; Tax Notes Today, 2003).

In the United States, federal legislators have been reluctant to take action on creating a
national enforcement mechanism (McClure, 2002) and have instead encouraged the individual
states to join together in a confederation for the purpose of coordinating sales tax enforcement.
Many of the states have done so under the auspices of the National Governors Association as
part of its Streamlined Sales Tax Project (SSTP) (Streamlined Sales Tax Governing Board,
2005). This project provides a way for states to participate voluntarily in sales tax enforcement
and collection activities. One element of the SSTP that relates to enforcement is its sourcing rule,
which specifies that sales tax be collected at the destination or delivery point of the sale instead
of at the shipping point. By imposing sales tax where the purchaser takes possession of goods or
initially uses the service provided, the SSTP eliminates any incentive to establish businesses in
lower-sales-tax states (Wall and Koppel, 20006).

The combination of voluntary state enforcement cooperation and voluntary source
collection by large retailers might combine to solve a large part of the problem in the United
States. In other parts of the world, however, few initiatives have been undertaken by either
government or private enterprise to address the collection of consumption taxes on international
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transactions. One exception to this lack of action are the EU rules that have been imposed on
companies selling to EU-based purchasers.

EU VAT

The VAT is the most significant contributor to the public coffers in most EU countries. It
is a consumption tax that is levied at each stage of production on the value added by that stage of
production. Companies track and report the tax on domestic sales to their own national tax
authority. The tax varies considerably from country to country within the EU. Countries such as
Luxembourg (15%) and Madeira (12%) levy the lowest rates, while Denmark and Sweden levy
the highest rate (25%). There are exceptions to each country’s rates with specific reductions
authorized for particular economic reasons within each country (Ernst & Young, 2007).

In 2002, the European Union Council issued Directive 2002/38/EC (De Rato Y Figaredo,
2002) and accompanying Regulation 792/2002, amending existing EU law to add specific
provisions regarding the sale of broadcasting services and electronically supplied services
(Hamblen, 2003; Hwang & Klosek, 2003; Tedeschi, 2003). The effective date was July 1, 2003.

Under the law, companies that sell into EU countries must register with EU tax
authorities and levy, collect, and remit VAT on digital products. The legislation includes not
only digital products, but also “electronically supplied services,” which encompasses a wide
array of services, including the electronic supply of cultural, artistic, sporting, scientific, distance
education, entertainment and similar services (De Rato Y Figaredo, 2002).

Digital Goods and Services Defined

It is important to note that digital products as defined in the law include both digital
goods and digital services. Digital products specifically included under the rules are software,
software upgrades or updates, computer games, digital music files, rights to access information
databases, Internet access provision, Web site hosting, and both subscription and pay-per-
download audio and video entertainment services. The list of digital products included in the law
is expressly stated to be “illustrative,” so the intent of the law is to include virtually all manner of
goods and services that are delivered electronically. The only specific exclusion in the list is that
the use of electronic mail for communication will not, by itself, create the existence of a digital
product or service (De Rato Y Figaredo, 2002). The list is comprehensive and it is reasonable to
assume that it will be interpreted broadly in EU courts if challenged (Schneider, 2008).

Transborder Sales of Digital Products

The directive provides that sales of digital products by companies operating outside the
EU to users in the EU incur VAT. Under the rules, the location used to determine occurrence of
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sale will no longer be the jurisdiction in which the seller is established, but will instead be the
jurisdiction in which the buyer is located. In an interesting and asymmetric tack, however, the
rules provide that EU sellers are no longer required to levy VAT when selling digital products to
customers outside the EU.

Non-EU sellers must register with an EU country authority, but must pay the VAT rate of
the country into which the digital product is shipped (Zee, 2008). EU sellers pay the VAT rate in
effect in the country from which the digital products are shipped. Since most digital products and
all digital services can be provided from almost any physical location, the strategy opportunities
are obvious. These strategies are outlined in a later section of this paper.

Hwang and Klosek (2003) argue that these asymmetric changes in the application of
VAT to digital sales were motivated by strong EU desires to put EU and non-EU sellers on a
more equal footing when they compete with each other. They state that there is a long history of
concerns that EU enterprises have been at a disadvantage compared to non-EU businesses in the
markets for digital goods and services because the EU enterprises had to levy the VAT and their
non-EU competitors did not.

The intent of the rules is to prevent non-EU sellers from avoiding VAT liability on EU
sales while relieving EU sellers of the VAT burden on sales they make outside the EU.
Europeans in favor of the laws argue that these two changes could help EU suppliers of digital
products compete against foreign companies more effectively for EU and non-EU business.

Seller Registration Requirements

EU sellers must register with the tax authority in their home country. Since they will
remit VAT to their own tax authority, this allows them to create a fairly simple system for
tracking sales and calculating the tax. If an EU seller is already conducting any sales at all, the
company will have in place already a system adequate to track, report, and remit the VAT.

Non-EU sellers must register with an EU country tax authority. This authority can be in
any EU country, so non-EU sellers do have some choice in the matter. However, this apparent
help to non-EU sellers is nullified by provisions in the law that require non-EU sellers, no matter
where registered, to assess the VAT at the rate in effect in the destination country.

This de facto imposes a greater burden on non-EU companies because they must track,
report, and remit VATs computed using a variety of rates, one for each country into which they
ship. Unfortunately, the underlying legal concept of equal protection under the law is not as well
defined in the EU as it is in the United States. The law does provide for online registration by
non-EU companies, so at least the registration requirement itself is not particularly onerous.

A number of companies have boosted their investment in accounting systems designed to
handle the calculation and reporting tasks required by the rules, in some cases by more than a
million dollars (Hamblen, 2003). Companies such as Digital River, Taxware, and Vertex offer
software that can help companies manage their VAT compliance processes.
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STRATEGIES FOR MINIMIZING THE VAT

Non-EU companies that wish to sell digital products into the EU have three basic VAT
strategies under the rules. The first strategy requires that the company determine the customer’s
jurisdiction and calculate the VAT for that country. A second strategy requires that the company
create a physical operation in a EU country and charge all EU customers the tax associated with
that country. The third strategy involves ignoring the directive and violating the EU directive,
which is an illegal evasion of the tax.

Exploit the Customer’s Jurisdiction

The first strategy can become an administrative nightmare for companies that sell into
many different EU countries (Goth, 2007). Once the physical location of the customer is
determined, the company must then calculate the tax and remit it to the right authorities in the
right countries. Tedeschi (2003) reports that eBay is planning to follow this approach. With its
large number of transactions (eBay collects a fee from the seller each time an auction is
completed successfully), eBay will face a monumental record-keeping and disbursement task.

Create a Physical Operation in an EU Country with a Low VAT Rate

Following the second strategy allows companies to create branch operations in a country
with low VAT rates and pass along the savings in the form of reduced prices to their customers.
Both Amazon.com and Time Warner’s AOL International operation have set up operations in
Luxembourg, ostensibly to pursue this strategy (Tedeschi, 2003). It is notable that AOL
International has stated that it set up its Luxembourg operation to simplify its VAT reporting
requirements, not to avoid or reduce the amount of the tax (Hamblen, 2003).

Some firms have come under criticism for using this strategy. HMV, a company based in
the United Kingdom, located a subsidiary in Guernsey, an independent island in the British Isles,
for the express purpose of shipping CDs and DVDs from a warehouse at that location (Williams,
2007). Parliament held hearings at which Treasury officials testified that such practices were
expected to cost the United Kingdom an estimated £200 million per year in lost tax revenue
(Williams, 2007). Given the level of revenue losses, it is likely that many EU member countries

will attempt to change the directive; however, the process of legislating in the EU can be slow
and difficult.

VAT Evasion

Although this is certainly not a recommended strategy, one additional approach is a
possible choice of many smaller companies. That strategy is intentional non-compliance. Digital
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goods and services are very hard for tax authorities to track and the VAT is largely a self-
assessed tax. Most EU countries rely on voluntary compliance for their VAT collections.
Compliance levels are very high for larger companies; however, smaller companies have a much
lower rate of compliance in many EU countries (Milcheva, 2007).

The difficulty of tracking transactions and enforcing honest reporting may be the biggest
weakness in the taxing plan. Some smaller companies based in the United States have argued the
reporting and payment burden is overly punishing for them (Hamblen, 2003). This type of
sentiment can lead to avoidance behavior by smaller businesses, especially given the difficulty of
pursuing cases in extra-national jurisdictions (Liptak, 2003; Podlas, 2000).

Significant deterrents to evasion strategies can be found in the penalties, which vary by
country but can be hefty. In addition to back taxes, VAT collectors add interest, filing penalties,
and a fine that can exceed 100% of the amount due (Accountancy, 2009). A highly punitive
throwback and recapture rule adds fines based on the amount of tax the company would have
paid in the seven years preceding the new VAT’s effective date.

CONCLUSIONS

The timing of the enactment of these tax enforcement measures is open to suspicion.
Tedeschi (2003) reports survey results and other data from eMarketer (2003) that show that, at
the time the EU directive was enacted, the number of Internet users in the EU exceeded that of
the United States for the first time (221 million vs. 196 million). Schneider (2005) noted that the
timing of the enactment suggests that Europeans might be untowardly opportunistic in their
actions here. International companies based outside the EU do have two viable strategies for
dealing with the regulations, although neither is easy or simple. Smaller companies might decide
that non-compliance is a reasonable risk, although penalties can be substantial. Companies that
do comply with the rules could face costs that would easily exceed a million dollars for an
average size company to bring their digital sales operations into compliance with the law. The
rules are unfair by design. They discriminate against non-EU companies that want to do business
in the European market (Ivinson, 2007; Milchevia, 2007). One possibility that might arise in the
future is that countries outside the EU might consider retaliating with similarly punitive tax laws
or other regulations on sellers operating out of the EU.
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THE REGULATION OF GENETICALLY MODIFIED
FOODS: A CORPORATE ETHICAL AND SOCIAL
RESPONSIBILITY CHALLENGE

Anthony J. Daboub, The University of Texas at Brownsville
H. Martin Shane, The University of Texas at Brownsville
Dennis Ortiz, The University of Texas at Brownsville
T. Mark Blakemore, The University of Texas at Brownsville

ABSTRACT

This study reviews some of the major theories regarding the origin of government
regulation of business. It then applies these theories to a specific corporate case, the regulation
of genetically modified foods, in order to examine how social, political, economic, and business
forces combine to shape government and corporate behavior over time. This case illustrates the
influence exercised by business on government, the influence of the government on business, and
the influence of society, i.e., public opinion, on both. It also shows the effect that bad
management decisions can have on even the most effective use of corporate power.

INTRODUCTION

The study focuses on theories regarding the origin of government regulation of business,
including conservative, market failure, utilitarian, normative, and corporate power. These
theories are then applied to a specific corporate case, the regulation of genetically modified
foods, in order to understand how and why this regulation was created. The case supports the
contention that business organizations strongly influence the formulation of government
regulation of business. However, this case also demonstrates the role of public opinion as a
counterweight to business influence over government, when public opinion is focused.

Public opinion is a force that must be taken into consideration by management if an
industry is to be successful in the development of new products, especially controversial ones.
The issues are made complex because of the variety of interest groups, differing perceptions of
risk and reward, and conflicting views regarding the costs and benefits associated with
controversial products. Our experience with the evolution of regulation of genetically modified
foods has important implications for the development and marketing of new controversial
products.
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The paper consists of the following research areas: review of theories of regulations,
presentation of the relevant regulatory framework of genetically modified foods, conclusion, and
recommendations for future research.

THEORIES OF REGULATION

Among the social and legal issues in management, government regulation of business is
one of the most controversial. Enforcement of government regulations and compliance by
business involve huge costs. There are also questions as to whether regulatory policy is helpful
or harmful. In addition to these practical matters, regulation also raises ideological issues, e.g.,
free markets. Although the public believes in free markets, people also recognize that
imperfections of free markets can lead to non-Pareto optimal distributions of resources. The
issue then becomes whether the imperfection itself or the regulation designed to correct the
imperfection produces the worse result. However, not all disputes over regulation have to do
with the effectiveness and efficiency of regulation. Very often involved are different
conceptions of the public interest, or the conflicting interests of different groups in society. In
many instances, efficiency is consciously sacrificed for the attainment of social goals, such as
greater income equality.

There is a surprisingly wide range of explanations of government regulation. For
example, government regulation of business is seen by some as persecution of a powerless
business community that is incorrectly considered to be hostile to the public interest and is
blamed for numerous ills of society. Others, on the opposite side, see government regulation as
an effort by an all-powerful alliance of business and politicians to protect the interests of the
business community. According to this second perspective, powerful elite controls both
government and business, and regulation is enacted at the invitation of, and in the interest of, big
business (Kolko, 1967).

According to a third perspective, government regulation is designed to protect the
interests of consumers, without regard to the negative effect of such regulation on economic
well-being in general or to the well-being of a particular business. Thus, the question, “Why do
we regulate?” is answered differently by different groups, depending on their philosophical
position regarding the business system, consumers, the effectiveness of market forces, and the
effectiveness of government regulation. When we discuss government regulation of business,
we generally focus on the behavior of business organizations because we assume that regulation
is created to prevent business organizations from behaving in ways that are contrary to the public
interest. However, the effectiveness of government regulation depends on the actions of
government, as well as those of the business community. Therefore, questions about the
performance of government are as valid as questions about the performance of business. At the
heart of the matter is the question “Why do we regulate?” Several theories have been proposed
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to answer this question: conservative theory, theory of market failure, utilitarian theory,
normative theory, and theory of corporate power.

Conservative Theory

The conservative theory suggests that business in fact has little or no political power. Not
surprisingly, this theory is championed almost exclusively by business people and those
politicians who find themselves allied with a business group or industry. According to this
theory, other interest groups have crowded out the business community, leaving it a "whipping
boy” that is blamed for society’s dysfunctions. Opponents of this view suggest that business has
considerable and obvious influence over politicians. Private enterprise struggled in the former
Soviet Union and other Communist nations. However, the fall of Communism provided
business enterprises and free markets increasing legitimacy around the world. Nations compete
for investments by multinational corporations. Large contributions that businesses make to
politicians and very large concessions that government makes to business support a theory of
business might, not impotence (Rosen, 2001: 123-125). The business community in the United
States today enjoys considerable political power that is hard to square with conservative theory.
According to conservative theory, government regulation is enacted to control a misunderstood
and mistreated business community. This point of view does not receive support from the case
of genetically modified foods. It is totally inconsistent with the way Monsanto (a U.S.-based
multinational agricultural company) managed the development and marketing of genetically
modified food and the company’s relationship with the government.

Theory of Market Failure

The second theory, market failure, concludes that free markets do not produce
economically efficient or socially just solutions in all instances. This theory has a long history in
economic analysis. It concludes that, sometimes, the market fails to produce the required result,
in which case economic and social welfare can be improved through government intervention.
This theory recommends intervention in the market process in specific instances and for well-
defined purposes. It does not imply a rejection of the market system as the most efficient means
of allocating goods and services. It holds that if conditions for Pareto optimal distribution of
resources were always met, there would be little reason for government intervention.

The required conditions for Pareto optimality are very restrictive. Marginal rates of
substitution of all products must be equal to their marginal rates of transformation. (In other
words, exchange of all goods must occur where marginal costs equal demand under the
assumption of perfect information). The marginal rate of substitution goods must equal the
marginal rate of transformation of leisure into goods via working at a rate equal to the wage rate
(perfect competition in setting wage rates). The marginal rate of substitution of future for
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present consumption must equal the marginal rate of transformation of present into future goods
at a competitive market interest rate. In other words, perfect capital markets must provide for
efficient investment in capital assets (Musgrave & Musgrave, 1989: 444-445). When these
conditions are not met, properly designed regulatory policy may improve the outcome produced
in the market by removing or offsetting defects that prevent the market from achieving Pareto
optimal outcomes.

The theory of market failure was developed by a large number of economists, including
Pigou, (1920:129-130), Keynes (1936: 372), and Baumol (1977: 363-384). Sources of market
failure include (a) imperfect information, (b) market power, or (c) the presence of negative
externalities (the difference between production costs borne by the firm and total costs of
production incurred by both individuals and society). Lack of information or ignorance on the
part of the seller or buyer can result in misrepresentation and can negate the benefit of
competitive markets. One classic example is the sale of a car tire, where the quality and
performance characteristics of the tire are difficult for the buyer to confirm, but easier for the
seller to determine. For this reason, government regulation often requires disclosure to buyers of
information possessed by sellers. [There are federal labeling laws that apply to tires, 49 CFR
574.5, Tire identification requirements. In general, such regulations take many forms, including
rights of legal redress for failure to perform as promised. See e.g. Uniform Commercial Code
(“UCC”), adopted in one form or another by all states.]

Truth in lending and truth in advertising are examples of regulation that tries to address
the problem of imperfect information. Labeling and disclosure requirements are ways of dealing
with the problem. Rights of legal redress for goods that are not as advertised are provided by
both the Common Law and the Uniform Commercial Code, two extensive systems designed to
remove, or at least minimize, defects in the market. [See, e.g. U.C.C., at §§2-312 through 2-315
relating to warranties, §§2-601 through 2-616 relating to breach of contract, and §§2-701 through
2-725 relating to remedies for failure to perform as promised at cites. |

The second source of market failure is market power or monopoly. In the case of
monopoly, e.g., when a firm secures patent protection for its products, what is good for the firm
or business group is not necessarily good for society (Allen, 1959: 196-8). The conditions
required for Pareto optimal distribution of goods and services are not met when there is
oligopoly or monopoly power (Baumol, 1977: 375-78). Monopoly power is not necessarily bad.
Government grants of patents for such things as genetically engineered foods are, in fact, grants
of monopoly designed to give inventors the economic benefits derived from their patentable
creations. [Efforts to restrict monopoly power of patents have not been successful. See U.S. v.
General Electric Co., (1926) (confirming monopoly rights); and failure of attempts to reverse the
position, e.g. U.S. v. Line Material Co., (1948: 315); U.S. v. Huck Mfg. Co., (1965).]

Some economists have even argued that monopolies are engines for economic
development and growth (Schumpeter, 1962). However monopoly is often harmful. Therefore,
the determination of when monopoly will be permitted is itself a regulatory determination.
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People are essentially selfish and, if competitors collaborate, they often conspire against the
public good. As Adam Smith explained more than 200 years ago,

People of the same trade seldom meet together, even for merriment and diversion, but the
conversation ends in a conspiracy against the public, or in some contrivance to raise prices....
But though the law cannot hinder people in the same trade from sometimes assembling together,
it ought to do nothing to facilitate such assemblies, nor to render them necessary (Smith, 1937).

As indicated, patents are a regulatory grant of monopoly power. In contrast, regulation,
in the form of the anti-trust laws, responds to Smith’s concerns about collusion. The Sherman
Antitrust Act and the Clayton Act prohibit price-fixing, monopolizing, and other anti-
competitive behavior. Government regulation under the antitrust laws has addressed diverse
issues, such as price fixing by competing railroads and minimum-fee schedules of lawyers. [See
U.S. v. Trans-Missouri Freight Association, (1897) (prohibiting agreement on railroad rates);
Goldfarb v. Virginia State Bar Association, (1975), (prohibiting professionals to agree on
minimum prices or price scales).]

The third type of market failure results from externalities, i.e., when costs of production
become external to the company producing the good and therefore are not paid by the producer.
In effect, the company receives productive inputs without paying for them. The costs of the
inputs are imposed on other sectors of society or on society in general. For example, disposing
of waste into a river kills fish and reduces the value of the river for recreation and as a scenic
attraction. Environmental pollution from industrial smokestacks and from automobiles results in
costs imposed on others by polluters who avoid incurring those costs themselves. In each
instance, the polluter reaps the benefit of its business activity and society pays the bill for
cleaning up the pollution or living with it. These externalities can be internalized in various
ways through government regulation. We can modify property rights in some instances to
impose the costs directly on the party that benefits. For example, the government can impose
taxes on the polluting firm in order to increase the firm’s costs to the same level it would incur if
the costs were internal to the firm (Rosen, 2001: 80-99). There is an extensive literature on the
benefit and the harm to efficiency that result from various types of regulation. The debate
centers on whether regulation reduces harm from market defects or makes it worse. Not
surprisingly, there are substantial differences of opinion in the literature. For example, Cropper
and Oates (1992: 675-740) suggest market solutions have proved to be cheaper than regulatory
solutions to environmental problems. Viscusi (1995: 50-54), on the other hand, argues some
unregulated chemicals are more dangerous than those regulated.

Utilitarian Theory
According to utilitarian theory, regulations are a response to political demand. Voters’

desire legislation that protects their interests and rational politicians take political positions to
accommodate that demand. In this way, politicians attempt to take a position as close as possible
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to that of their constituents, as or at least closer than that of their political opponents. Regulation,
then, is a response to the voters’ pursuit of their own interests, as they perceive their interest.
However, those interests are often too diffused to have much effect on politicians. However,
when the interests are focused and represent views of large numbers of concerned voters, those
interests carry substantial weight.

Because regulation creates winners and losers, i.e., creates costs and benefits for various
constituents, there is a tension among interests of the public, the politicians, and the business
sector. Moreover, relative strengths of the business community, the voters, and the civil service
are constantly shifting from issue to issue and over time. When taking a position on a given
issue, politicians are concerned about relative sizes of different constituencies and their interests
in that issue. They want to please the dominant political constituency, in order to secure the
most money for their reelection campaigns and to secure sufficient votes to be reelected.

Politicians assisted by civil servants who often have a vested interest in extensive
regulation often emphasize a regulation's benefits rather than its costs (Nisganen, 1971).
Moreover, politicians prefer those regulations that offer diffused benefits, which can be pointed
out to many constituents, while concentrating costs on relatively few constituents. Examples of
this type of regulation are worker safety codes and consumer protection, which benefit large
numbers of people while focusing costs on firms and on individuals who are generally not aware
of the costs they are paying.

Utilitarian theory, at least in its simplest form, does not look at business as either
impotent or as all-powerful. Pluralist theory, which is consistent with the views of Madison,
suggests there is a struggle among interest groups, all competing to shape public policy and to
achieve power. This struggle creates "countervailing power" that prevents any group from
gaining full control. The relevant question becomes how much relative power different groups
possess. Business is one of a number of groups whose power is balanced or checked, to a greater
or lesser extent, by the power of others. Another factor limiting the political power of business is
the fact that the business community is split over many issues, and there is no monolithic
consensus among business firms. The pluralist perspective is popular among American
historians, sociologists, and political scientists.

According to utilitarian and pluralist thinking, government regulation is enacted to satisfy
public demand. Ultilitarian theory is subject to the criticism that it is really a form of normative
theory, in which the norm is the greatest good for the greatest number. It is also subject to the
criticism that it ignores the power of corporations and vested interests. Empirical evidence
suggests large corporations with focused interests are often able to persuade politicians to
implement the programs they want. In the case of genetically modified foods, Monsanto was
able to convince the government to implement a set of regulations favorable to the company’s
interest, and then to convince the same government to remove the regulations when a new
corporate administration preferred a regulation-free approach. To this extent, the case fails to
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support the utilitarian theory. On the other hand, the power of the public’s response to
Monsanto’s actions suggests that utilitarian theory is in fact relevant.

Normative Theory

The normative theory assumes that economically efficient outcomes are not always in the
public interest and therefore the government must regulate to assure the public interest, rather
than economic efficiency, is served. This theory is tied to concepts of rights, justice, and the
common good, dating back to Socrates and Plato. According to this perspective, it is the
government’s responsibility to define the public interest and to pursue it by regulating economic
activities. According to normative theory, regulation is enacted to do what is morally correct by
protecting rights, justice, and the common good.

In a democracy, preferences need not be economically efficient. A public policy to assist
the poor by providing subsidized food for them is economically inefficient. For example, it has
been found that food stamps are an economically inefficient means of helping the poor based on
differences between quantity of food purchased by persons with food stamps and quantity
purchased by persons who were given cash instead (Fraker, Martini, & Ohls, 1995: 633-649).
Nonetheless, a combination of the American public and agribusiness has long supported food
stamp programs and distributions of surplus food to the poor, rather than providing the poor with
money with which to purchase food or other items they consider necessary. Our long-standing
policies in favor of distributing food and against providing money to buy food or other goods
shows social policy may be based on values unrelated to economic efficiency or welfare
maximization. Society seems to have decided that giving food to the poor is desirable and giving
them money with which to buy what they would prefer is undesirable, even though giving money
instead of food clearly increases the welfare of recipients at no additional cost to those providing
the benefit.

Theory of Corporate Power

Economists, political scientists, and lawyers have developed the theory of corporate
power to explain how special interests can be so effective in securing legislation that favors their
particular economic and commercial interests. Although some confuse this theory with Marxist
theory, the differences are fundamental. Marxist theory predicts increased concentration and
centralization of capital, followed by forced cartelization and monopolization. The process ends
with the state as a virtual guarantor of monopoly profits and a fusion between the state and those
monopolies (Mandel, 1962: 485-517). See also Baran (1957: 44-134) and Baran & Sweezy
(1966). Collapse of the capitalist system follows.

The mainstream economic and political science analysis of business influence over
government does not presume collapse of the system. On the contrary, in this theory, an
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equilibrium outcome shifting wealth from the public and labor to business is a stable and
sustainable state. The theory is attributable to work dating back at least to Gabriel Kolko’s
(1967) Triumph of Conservatism. According to this theory, business is a "power elite,” to use a
term from John Stuart Mill, and is effective in shaping government policy. Corporate power
controls society and government through political contributions and support for politicians, in
exchange for politicians’ support for corporate interests. This process results in policies
favorable to businesses organizations that participate in the process.

The model has its weaknesses. First, business organizations sometimes have conflicting
interests, which prevent concerted effort to support a given issue. Second, if the public takes an
interest in an issue, politicians are not able to support interests of large donors who deliver few
votes. Government and government regulation can be used to further interests of the wealthy
only if those interests can be furthered without offending the majority of voters. However, the
iron triangle of civil servants, politicians, and interest groups are a major force in the formulation
of policy. The case of genetically modified foods demonstrates the power of business interests.
However, it also shows how that power, if not used effectively, can be completely undermined
by voter coalitions.

THE REGULATION OF GENETICALLY MODIFIED FOODS

Advances in plant biotechnology have produced a stunning array of hardy plants. In
some cases, plants have been genetically modified so they will grow in inhospitable climates and
produce crops that have attractive qualities (such as resistance to insects) or grow in greater
quantity. Genetically modified foods could improve the health and welfare of millions of
malnourished people. At the same time they provide billions of dollars in profits for
biotechnology firms. However, it is argued the technological and economic benefits may be
more than outweighed by the social costs, in the form of potential threats to the well-being of
mankind. There are legitimate concerns about dangers to those who consume genetically
modified foods. Such concerns were unleashed when genetically modified corn was found in
taco shells in the fall of 2000 (Raeburn, Forster, & Magnusson, 2000). The discovery resulted in
nationwide recalls of food products and embarrassment of the biotechnology industry and the
taco manufacturers.

There are also concerns about damage to the environment, for example the threat to
biodiversity. Critics of genetically modified foods also point to dangers of creating new
microbes or modified bacteria that could threaten human and animal forms of life. Problems that
have arisen in the development and sale of genetically modified food provide abundant insights
into how firms must manage public opinion when dealing with new technologies and products.
The role of firms in shaping government regulation and the interaction between public
perceptions and regulation both affect the success or failure of new products.
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There has been considerable turmoil regarding genetically modified foods. In the United
States, groups like the Friends of the Earth, the Sierra Club, and the Natural Resources Defense
Council have demanded the government keep genetically engineered foods off the market. A
lawsuit was filed against the U.S. Environmental Protection Agency by a coalition of
environmentalists and organic farmers, accusing the agency of disregarding the law and its own
regulations in its approval of farming genetically engineered crops (Singh, 2010: 9-10).
Although genetically modified ingredients can be found in many American foods, there is
considerable opposition to those foods. In Europe, there has been even greater opposition to
genetically modified foods (Levidow & Carr, 1997).

Europeans have protested against these foods and the European Union has refused to
import them. In spite of new European regulation on commercialization and labeling of
genetically modified foods, most recent surveys of public opinion reveal the concern of the
European public regarding agricultural biotechnology, (Ferretti & Lener, 20087). The responses
of the European public to an opinion survey reflect an intense opposition to genetically modified
foods. The following two responses serve as examples. “I strongly object to Europe’s standards
of health and environment being compromised for the sake of profits for multinationals who
have no regards for morality or justice” (Ferretti & Lener, 2008: 516). “The companies involved
have disregarded morality, human and environmental justice, scientific truth, environmental
issues, animal rights, health, cleanliness and purity of our food and water supplies. To me it is an
act against humanity that cannot be justified.” (Ferretti & Lener, 2008: 519).

The anxiety expressed by the European public regarding biotechnology is often shared by
European scientists. For example, according to Greek researchers, most studies indicate
genetically modified foods may cause some common toxic effects such as hematological,
biochemical, and immunological parameters, in addition to reproductive effects (Dona &
Arvanitoyannis, 2009). On March 13, 2003, Austria announced a draft law of Upper Austria
(Oberdsterreich) banning genetic engineering. (European Commission, 2003). The draft law
prohibited the cultivation of seeds and planting material composed of or containing genetically
modified organisms /d. at 36. However, in response, the European Food Safety Authority, on
July 4, 2003, issued its conclusion that the information provided by Austria did not contain any
new scientific evidence to justify banning of genetically modified organisms (Scientific Panel on
Genetically Modified Organisms, 2003). In spite of appeals from Austria, the European Court of
Justice ruled Austria’s plea was not well-founded and the appeal was dismissed Land
Oberdsterreich & Austria v Commission, (2005).

However, given the strong opposition to genetically altered crops, it is not surprising in
February 2009, the European Commission failed in its effort to force France and Greece to allow
the planting of Monsanto’s genetically modified corn (EU fails to overturn bans on Monsanto
GM corn, February 16, 2009). Concern regarding biotechnology extends to developing nations.
For example, in Kenya, consumers are worried about safety and risk issues resulting from use of
biotechnology and its products, such as effects of biotechnology on food biodiversity and the
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environment, and they lament the lack of biotechnology policy and failure to label biotechnology
products (Gathaara ef al., 2008).

A CORPORATE ETHICAL AND SOCIAL RESPONSIBILITY CHALLEGE:
THE MONSANTO COMPANY CASE

In view of the current controversy regarding biotechnology, the story of how government
regulation of genetically modified foods developed is an unexpected one. The U.S. regulatory
policy concerning genetically modified foods began to develop during the administration of
President Ronald Reagan. The policy of the Reagan administration had been to support
deregulation across many industries. However, in 1986, executives of the Monsanto Company
visited Vice President George Bush at the White House with an unusual request. Some major
agrochemical and biotechnology companies led by Monsanto wanted more restrictive regulation,
especially from the Environmental Protection Agency. They wanted the Federal government to
issue rules regarding genetically modified foods, even though there were no such products at the
time (Eichenwald, Kolata, & Petersen, 2001). They disputed the view of the international
scientific community that new biotechnology is only an extension of earlier techniques and poses
no danger, while offering substantial benefits. They argued, contrarly, genetically engineered
crops are fundamentally different and a reason for government concern and involvement (Miller,
1998). These executives made this unusual request for regulation because they felt the public
would be more likely to accept genetically modified foods as safe if they were produced and
marketed under government guidelines. A second motive may have been the desire to use
regulation as an entry barrier to keep competitors from entering the market (Miller, 1998).

Smaller firms, such as seed companies and biotech startups, would not be able to bear the
costs of the regulation. The administration complied, providing whatever regulation Monsanto
wanted. The Department of Agriculture, the Food and Drug Administration, and the
Environmental Protection Agency developed policies against garden plants and micro-organisms
created with gene-splicing techniques. As a result of these policies, many small businesses and
academic institutions were eliminated by the cost of regulation. However, when these
regulations proved to be inconvenient to Monsanto Company, the administration quickly rolled
back the regulation in favor of self-policing (Eichenwald, et al., 2001).

The Monsanto Company had also attempted to co-opt groups opposing genetically
engineered crops. Prior to 1990, Monsanto’s senior executives felt bioengineering of food would
meet tremendous opposition from environmentalist and consumer groups. As a precaution, the
company brought in representatives from these groups as “consultants” in the hope that
involvement in the process of developing these foods would give opponents a better
understanding of the technology and would mollify their opposition to it. However, in the early
1990s, new management of Monsanto decided scientific findings had disproved any reasonable
objections to bio-engineered foods. For this reason, they abandoned the strategy of gradually
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winning over opponents of the new technology. Under Robert Shapiro, who was named head of
the agricultural division in 1990, Monsanto abandoned its effort to nurture the support of
interested groups and the public, and opted instead to use its power in Washington to ram
through its policies (Eichenwald, et al., 2001).

Monsanto embarked on a policy of removing regulatory obstacles and pushing the
technology past its opponents. In the process, Monsanto lost support it had earned among groups
such as agricultural universities and farmers. In 1992, Vice President Dan Quayle announced
reforms that would “speed up and simplify” the process of bringing biotechnology food products
to market. The new policy seriously limited the regulatory authority of the FDA over these
foods. However, despite the assurances of Mr. Quayle, scientists at the FDA feared toxins might
be created when new genes are introduced into plants. Monsanto and administration officials
dismissed these worries as groundless, even though these were the problems Monsanto expected
in the 1980s. Under the policies of the administration, the FDA proposed testing only if
conducted by the companies themselves (Eichenwald, et al., 2001). The FDA also refused to
require labeling because labels might mislead consumers into thinking the food is not safe. The
policy against testing and labeling was all that was needed to invigorate opposition against
genetically modified foods (Miller, 1998).

The resulting torrent of opposition to genetically modified foods dealt a severe blow to
the biotechnology industry. Ironically, Monsanto and the industry have now shifted to a new
strategy resembling the original one, i.e., to revive consultation with outside groups. However,
damage to the biotech industry has already been done.

IMPACT OF THE MONSANTO COMPANY CASE

In this case, we have seen how political and economic forces combined to produce
governmental guidelines regarding genetically modified foods. The Monsanto case is fascinating
because government action, which proved to be so disastrous to Monsanto and to the
biotechnology industry, was dictated by the industry itself. The case raises questions about
performance both of business and of government, and gives support to the idea that business is a
major factor in the development of government regulation. It also shows how public opinion and
public interest groups can shape public policy. Public opinion is a force that must be shaped by
management if an industry is to be successful in development of new products, especially
controversial ones. These issues are made complex because of the variety of interest groups,
differing perceptions of risk and reward, and conflicting views regarding costs and benefits
associated with controversial products. Our experience with regulation of genetically modified
foods has important implications for development and marketing of new controversial products.

This major business case supports the counter-intuitive view that government regulation
of business has often been legislated at the request of corporations to be regulated. The case also
demonstrates the influence of government on business, e.g., the sway of the European Union on
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the biotechnology industry. Thirdly, the case reveals the influence of society, i.e., public opinion
on business and government, for example, the pressure exerted by public opinion from France
and Kenya on their biotechnology industry and on governments. Finally, the case illustrates
consequences bad management decisions can have on even the most effective use of corporate
power. Monsanto managed to dictate the regulatory policies of the U.S. Administration, only to
be bitten by the regulation that it sought.

In the developing field of biotechnology/bioengineering, social trust can assist in
promulgating regulations offering acceptable standards for exploring innovations in light of
uncertain scientific knowledge. It may be premature to accurately assess long-term risk when
immediate decisions are required to respond to perceived societal needs, as in the need for
increased food supply for a growing global population. If all stakeholders are not included in the
decision-making, distrust leading to polar arguments arises. By deliberately structuring a
regulatory decision process to engage all affected parties, or at least offer the opportunity for
engagement, trust in the process is built and thusly trust for the decision (Bratspies, 2009).
Monsanto, during its initial move seeking governmental regulation with invitations to
environmental and consumer groups to consult, was on a course of building social trust.
However, it later changed course to a unilateral approach for deregulation. Due to differing
views within the scientific community of the outcome of bioengineered food, Monsanto suffered
a setback in marketing its innovations.

In an article from The Economist (print edition, 2009), debate is still divided on “whether
Monsanto is a corporate sinner or saint” There are two sides to the debate, one that sees
Monsanto as “using science to create foods that threaten the health of both people and the planet,
and intellectual-property laws to squeeze every last penny out of the world’s poor.” Another
view considers Monsanto quite differently for its innovations in seeds pioneering as the “world’s
best hope of tackling a looming global food crisis.”

Monsanto’s genetically modified foods impacted significantly on Europe’s position
toward these products. As a result of Monsanto’s export of genetically modified soybeans mixed
with non-genetically modified soybeans in 1996 that received large media coverage, there was a
public outcry in Europe (Scholderer, 2005). This incident led to regulation by the EU. Another
international impact was felt in Mexico (2004). Monsanto and another company were given
planting permits to experiment with planting genetically modified corn. This situation has
created opposition from farm groups and environmentalists. Appeals were filed with the
International Human Rights Commission, said Pedro Torres, President of the Democratic Farm
Workers Front (Stevens, 2010). “We have had to take this to an international tribunal to
demonstrate the lack of action on the part of the Mexican government in the face of the illegal
introduction and planting of genetically modified corn,” (Stevens, 2010). The Monsanto case has
attracted wide spread attention and led to the passage of regulations on a global scale.

Many commentators, scientists, public awareness groups, consumer advocates,
environmental activists and both domestic and global government regulators suggest labeling is
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necessary to allay the public’s fear and ally the public’s support for bioengineered food.
Monsanto’s opposite position is evidenced by years of litigation to thwart any labeling on the
basis that bioengineered food is no different than conventionally produced food. Monsanto’s
litigious approach was countered by a public group coordinated by the Alliance for Bio-Integrity
supported by the International Center for Technology Assessment with legal demands of the
Food and Drug Administration for mandatory testing and labeling. While the FDA has no current
power to mandate labeling, protection of the public by assuring genetically engineered foods are
nutritionally equivalent to non-genetically engineered foods is its mission, and education of the
public in the sincerity of its dedication to that mission is a suggested resolution (Singh, 2010).

Monsanto’s entrance into the milk industry with its recombinant bovine growth hormone
to enhance dairy production was challenged by the Center for Food Safety and other consumer
groups (Stauber v. Shalala, 1995). With the support of the FDA, Monsanto remained a hormone
supplement provider to the milk production market without its customer dairies being required to
disclose use of the altered hormones in their labeling. Subsequent legal actions met with mixed
results for Monsanto to prevent organic dairy farmers from labeling their own products as free
from artificial growth hormones (Ben & Jerry’s Homemade, Inc. v. Lumpkin, 1996). More
recently the focus centers on a public relations campaign from the Center for Global Food Issues
to convince the public and grocers that “Milk is Milk” (Milk Is Milk Campaign Launches
Billboard Campaign in California, n.d.). Monsanto sold its interest in the dairy hormone
business to Eli Lily’s Elanco in 2008 for the unstated reason to concentrate on its biotech seed
markets (Monsanto News Release, 2008a).

Perhaps the most aggressive approach to fostering its interests in genetically engineered
crops is seen in Monsanto’s zealous protection of its intellectual property rights in its patented
biotechnologies. United States Supreme Court Justice Clarence Thomas (Monsanto News
Release, 2008b) wrote the majority opinion in J.EM. Ag Supply, Inc. v. Pioneer Hi-Bred
International, Inc. (2001) holding that utility patents are valid for newly developed plant breeds
created through genetic engineering. Monsanto currently holds over 5,000 patents (United States
Patent and Trademark Office Search, n.d.) and supports its research and development efforts at a
cost of over $2.7 Million per day (Monsanto Pipeline Technology Highlights, n.d.), an
investment no company can afford to lose by failing to protect against infringement violations.
Aoki (2009) concludes that

. .. As private companies move into the seed and agricultural sector, they avail
themselves of different types of intellectual-property protection to secure their
investment. ... The point is that the presence of intellectual-property protection
encourages certain types of activity and investments that, while not antagonistic to
biodiversity, may give rise to patterns that erode biodiversity.
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Monsanto’s aggressive and unyielding enforcement of its intellectual property rights is
fed by fragmented authority among the U.S, Department of Agriculture, the FDA and the
Environmental Protection Agency resulting in a problematic regulatory disparity (Aoki, 2009).
Hundreds of farmers across the United States and Canada have been forced to defend against law
suits brought by Monsanto and other biotech companies for patent infringement upon discovery
that their crops contain produce from unlicensed seeds, whether the infringement occurred by
using holdover seeds or from natural pollination by insect or wind (Beingessner, 2003). Mexican
farmers may be next (Stevens, 2010).

IMPLICATIONS FOR FUTURE RESEARCH

In this study, we reviewed some of the major theories regarding the origin of government
regulation of business, and we looked at a specific corporate case: the regulation of genetically
modified foods. As stated above, this preliminary study provides new insights into how
government regulation may be influenced by business, the impact of society on
government/business decision making, and the consequences of producing products of a
controversial nature. Also, this study raises many other research questions for scholars and
practitioners to address. Further research on the issues presented in the study would be useful in
exploring how government and business can cooperate in a way beneficial for business while
also safeguarding the interest of society.

The following recommendations for future research will advance knowledge on corporate
ethical practices in the biotechnical industry to ensure product safety, and improve the
management decision-making process and promote the interest of both business and society:

e  The relationship between government regulation of the biotechnical industry and corporate power.

e An investigation of the development of the government regulation process, including dates and content of
the laws related to regulation.

e An examination of the interaction of different actors, the reaction of the European Union countries, and the
debate at the World Trade Organization in relation to the biotechnology industry.

e Implications of the Monsanto case on current business and government practices in terms of biotechnology
products.

e An analysis of the theories of regulation and corporate power.

e The regulation of genetically modified foods and society’s concerns: in whose interest does government
regulate?

e A study of the biotechnology/bioengineering business practices and government regulation of genetically
modified foods.

e  Genetically modified organisms and the need for a coordinated global effort to study the long-term impact
on humans, animals, plants, and the environment.

e Corporate power and decision making in the biotechnology/bioengineering industry: a comparative study
of business practices in the U.S. and Europe.
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e Government regulation of biotechnology products: managerial decision-making and consequences for the
global society.
e Using enforcement of intellectual property rights as an anti-competition tool.
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ABSTRACT

The purpose of this research is to identify and integrate philosophies, theories and
frameworks to propose a more comprehensive model that directs research and global companies
toward ethically-enabling philosophies, perceptions, and practices across cultures. This study is
the second study in a series to develop a cross-cultural ethics macro model based on a 25-year
literature review by Strubler, Park, and Agarwal (2009). From the first study, we concluded that
cross-cultural ethics is a multivariable process. We proposed a systems model for the stages of
corporate ethical development. We now propose one new macro-model and further define and
integrate a previously created Global Ethics Acculturation model with the macro model.
Moreover, we propose research hypotheses for testing. These hypotheses establish a means to
provide a prescription for practitioners and corporations to manage cross-cultural ethical
dilemmas along with adding knowledge to the body of cross-cultural ethics literature. Plans for
future research to define, operationalize, and test elements of the macro and micro models are
proposed.

INTRODUCTION

Cross-border ethical dilemmas at all levels pose a significant challenge to those who
engage in global business. While law is a baseline for ethics (the lowest common denominator),
even legal requirements vary from country to country. This places global managers in the
difficult position of learning and complying with laws of all the countries involved in a business
transaction or operation, e.g., Toyota’s industry-shattering recall in the U.S.

However, above and beyond the law is an emerging field of cross-cultural ethics. For
example, at the organizational level, consider Nike’s self-correction to provide a safe
environment for its overseas-workers or Patagonia’s initiative to foster sustainability through
their global supply chain, absent of any legal requirements to do so. Nor are there legal
requirements for American medical teams in foreign countries to maintain safety standards for
patients. Nor is a sales manager’s decision to inform a construction contractor of a defect-rate
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for bolts used to build a bridge in a country where earthquake potential is high but where no
construction standards exist (Ferrell & Fraedrich, 1997). For this reason, Strubler et al (2009)
proposed a corporate ethical development model which assumes that organizations should
embrace the “law-above-the-law” with a commitment toward ethical practices that sustain
society, the organization, its suppliers and customer base for the long-term (see Appendix I,
Cross-Cultural Ethics Maturity Model).

As already observed, there are many philosophies, theories and micro models which have
been proposed, many of which are useful for testing hypotheses (Strubler et al, 2009). Out of
this literature review came twenty models ranging from the macro to micro level. Therefore, we
propose two interacting macro-models as a framework for cross-cultural ethics.

The first of the two models proposed in this research assumes that synergistic variables
from national/environmental, organizational and personal subsystems lead to a cumulative, if not
exponential, interaction effect producing (un)ethical decisions and associated behaviors in a
given cultural context (Owen, 1983; Brommer et al, 1987; Hunt & Vitell, 1986; Wines & Napier,
1992; Stajkovic & Luthans, 1997; Robertson & Fadill, 1999; McDevitt et al, 2007; Tsalikis,
2008; Svennson & Wood, 2008). However, as the literature and this macro model suggests,
ethical decision-making and behavior is complicated even within a single culture. Therefore, the
second model (based on Schramm’s 1999 model of shared experience) was introduced in the
Strubler et al (2009) study and is integrated here with the macro model as a means of explaining
and predicting ethical decision-making and behaviors across cultures.

So for the first macro model (see Figure 1, Appendix 1), we identified eight major
national/environmental factors from the literature which were shown to influence or interact with
ethical decision-making and outcome behaviors. These include geography (climate, topography,
population diversity and density and the availability of resources) (Lingenfelter, 1992), Social
institutions (media, family, religion, government, education) (Ferrell & Gresham, 1985; Wines &
Napier, 1992; Svennson &Wood, 2008), dominant cultural values (Hofstede, 1980; Vitell et al,
1993; Husted & Allen, 2008), economy and economic systems (Tsalikis, 2008), political and
legal systems (Owen, 1983; ), language (Alves et al, 2006; Connor, 2006; Zhang et al, 2007),
public opinion (Owen, 1983; Wines & Napier, 1992), and industry norms (McDevitt et al, 2007).
These factors were found to contribute directly or indirectly to ethical decisions and behaviors.
For example, Lingenfelter (1992) notes that native Pacific islanders form cultural values
(collectivism) based on the availability of food, land, and the eminent danger of storms. Cultures
may become collectivistic out of necessity, thus creating social obligations of sharing which, in
that context, are considered to be moral imperatives. In a similar way, resource rich geographies
such as the United States, interacting with religious and political values (Protestant work ethic
and independence) may favor individualism. Among the strongest values in the U.S. are
individual rights. In short, we argue that cultural norms such as collectivism or individualism are
influenced in part by environmental factors and, once established, become moral imperatives
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(Husted & Allen, 2008; Stajkovic & Luthans, 1985; Wines & Napier, 1992). These imperatives
strongly influence ethical decision making and behaviors within a cultural context.

Second, organizational factors were also identified from the literature, all of which create
a powerful context that influences ethical decisions and outcomes. These include the moral
development level of the company (Reidenbach & Robin, 1991; Rossouw & van Vuuren, 2003),
the demonstrated ethics and management styles of an organization’s leadership (Connor, 2006;
McDevitt et al, 2007), the culture, history and climate of the organization (Wines & Napier,
1992, McDevitt et al, 2007), the presence/absence, type, and enforcement of ethics codes (Owen,
1983; Stajkovic & Luthans, 1997; Connor, 2006; ), the influence of significant others (Ferrell &
Gresham, 1985; McDevitt et al, 2007), access to technology (Rittenberg et al, 2007), and
opportunity to act in (un)ethical ways (Zimbardo, 2006).

Third, beginning with Kohlberg’s (1976) and Gilligan & Attanucci (1995) models of
moral development, eight personal/individual factors were identified from the literature:
education, language, and religion (Ferrell & Gresham, 1985; Wines & Napier, 1992; McDevitt et
al, 2007), cross-cultural ethical/social intelligence (Elmer, 1986; Ascalon et al, 2008; Strubler et
al, 2009); personal experience and background (Ferrell & Gresham, 1985; Hunt & Vitell, 1986;
Brommer et al, 1987; Wines & Napier, 1992; McDevitt et al, 2007), interaction with significant
others (Sanchez et al, 2008), and field dependence, ego strength, and locus of control (Trevino,
1986; McDevitt, 2007).

The second model is based on Schramm’s (1999) shared experience framework and is
useful in explaining and predicting ethical decisions and behaviors as actors moving across
cultures (see Figure 2- Global Ethics Acculturation Model). “From a cross-cultural perspective,
individuals, groups, organizations, and even societies, develop a common field of experience as
they interact over time. This common field of experience increases each party’s abilities to more
accurately interpret messages from parties of other cultures, thereby increasing effectiveness in
responding to cross-cultural ethical dilemmas. As a foundation for an integrative and
prescriptive  model for cross-cultural ethics, we propose an early general theory of
communication to explain the interaction effect among individuals, groups, organizations, and
cultures. As mentioned earlier, most of the theories, frameworks and models failed to address
ethics across cultures. Schramm (1999) defined communication as 'the process of establishing a
commonness or oneness of thought between a sender and a receiver.” Central to this definition is
the idea that, for communication to occur, there must be a transfer of information from one party
- the sender - which is received and understood by the other party - the receiver. To achieve this,
information must be encoded and decoded and both sender and receiver must be linked by a
channel of communication. Schramm then introduced the concept of “field of experience” which
he theorized would determine whether a message was correctly interpreted. Without common
fields of experience including common language, common backgrounds, or common culture,
there is little opportunity to correctly interpret a message. This theory is consistent with, and
even parallels, social learning theory (Bandura, 1986). As individuals, groups, organizations, or

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 28

societies increase their field of experience with one another, social ethics learning also increases
(Strubler et al, 2009, p. 6-7).

Strubler et al (2009) “propose a modification of this theory by first asserting the
following: to the extent that communicators share a common field of experience, they can
correctly interpret the meaning and intentions of one another’s messages. Second, as
communicators interact to a greater extent, both in intensity and over a longer period of time, so
is there an increase in their ability to correctly interpret each others’ messages. Third, as
communicators share more common experiences, they more accurately interpret ethical
dilemmas, allowing each to acculturate, act effectively, and make ethical decisions. At this
stage, the communicating parties do not necessarily agree with or accept as good and true, the
other party’s interpretation of the ethical dilemma. Rather, they correctly interpret and adapt
their behavior, thus either withdrawing from the relationship on ethical grounds or creatively
resolving the dilemma and continuing the relationship. Creative resolution is a win-win
approach, i.e., hopefully parties collaborate to find a mutually acceptable resolution to the ethical
dilemma without compromising either party’s ethical convictions. As mentioned earlier, we
propose that acculturation (rather than assimilation) will be the norm for most individuals who
choose or are required to interact with other cultures for business purposes. Most individuals
will not surrender their ethical values and beliefs to the point of assimilating, i.e., completely
accepting another culture and its values as their own. However, with an increase in the field of
experience between parties, mutually satisfying and ethically sound solutions are likely to be
produced. It should be noted, that in many cases, miscommunication between cross-cultural
parties may be a major source of cross-cultural ethical conflict (Strubler et al, 2009, p. 7-8).

RESULTS

Cross cultural ethics is a highly complex phenomenon involving a large number of
synergistic variables. Therefore, efforts need to be made to reduce the complexity with macro
models such that research hypotheses can be posed and tested. Then, the interaction effect of the
variables needs to be measured so that the models can predict, explain, and even prescribe
solutions to cross-cultural ethical dilemmas for organizations. By integrating the two macro
models, we propose that over time and through shared experience, organizational actors from
different cultures can increase awareness and understanding of cultural and ethical similarities
and differences and establish new organizing rules for resolving ethical dilemmas. They need
also to have the ability to sort out and decide whether an ethical dilemma involves “absolute”
values which cannot be compromised or whether there is a win-win solution in which both
cultures’ values can be respected and maintained.
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Figure 2 — Global Ethics Acculturation Model
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At the individual and organizational level, we argue that such an effort will require
intercultural competency, time and patience, the reduction of ethnocentrism and prejudice,
empathy for the other culture, consistent goodwill to establish trust over time, and the courage
and wisdom to sort out reasonable from unreasonable risk-taking in cross-cultural ventures
(Elmer, 1986; Ascalon et al, 2008). It also means that organizations must assess their own
ethical and technical/managerial competence for engaging in international ventures. The
following framework is an attempt to integrate the models in a four step process. Phase |
(Initiation) involves actors initiating and enacting a new cultural environment, establishing
contact and purpose, and setting new ground rules, e.g., problem solving methods that provide
direction and build understanding, trust, and respect (Weick, 1979). Phase II involves continued
culture learning, the identification of major conflicts, and employing Phase I ground rules to
resolve conflict. Phase Three is the establishment of collective norms and goals. Phase IV is the
establishment of a common identity and implementation of the venture or task. The four step
cycle repeats itself. With each new and successful experience, group understanding and
collective norms result in a greater overlap and there is an increased ability to communicate and
effectively resolve ethical dilemmas (Kreitner & Kinicki, 2010; Schein, 1980). Note Castro’s
(1986) description of this process.

“After a month of training in Mazda’s factory methods, whipping their new Japanese
buddies at softball and sampling local watering holes, the Americans were fired up... [A
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maintenance manager| even faintly praised the Japanese practice of holding group calisthenics at
the start of each working day (in Kreitner & Kinicki, 2010).

Assuming that Stajkovic and Luthans (1997) are correct in their assumption that ethical
values are largely culturally-based, time and shared experience can improve understanding,
communication, and appreciation of another culture’s ethics and, we argue, will serve to either
reduce conflict or create a pathway for ethics-related conflict resolution. Even when culturally-
bound ethics are violated by another cultural party, depending on the severity of the breach,
interculturally-competent individuals or groups can generally work to creatively resolve an
ethical dilemma without dissolving the relationship or compromising one’s own ethical values.
Therefore, combining the concepts of intercultural competency, cross-cultural social intelligence
and the Cross-Cultural Ethics Maturity Model (see Appendix 1) for organizations, we propose
the idea of cross-cultural ethical intelligence (Elmer, 1986; Ascalon et al, 2008; Strubler et al,
2008). By understanding and taking into account culturally-specific factors as well as utilizing
cross-culture general knowledge and skills, organizations and their actors can successfully
establish organizing rules with organizations from other cultures and normally resolve ethical
dilemmas without compromising their own values. Ethically intelligent individuals and
organizations are grounded in their own ethical values, are respectful, mature, and continual
learners of other cultures and their values, are empathic, avoid ethnocentrism, and effectively
“read between the lines” when they encounter ethical dilemmas.

HYPOTHESES

HI  National/environmental factors interact with one another to influence
ethical decision making within and across cultures

H?2 Organizational factors interact with one another to influence ethical
decision making within and across cultures

H3  Individual/personal factors interact with one another to influence ethical
decision making within and across cultures

H4  National/environmental and organizational factors interact with one
another within and across cultures

H5 Organizational and individual/personal factors interact with one another
within and across cultures

H6  National/environmental and individual/personal factors interact with one
another within and across cultures
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H7:  Individual actors and groups (e.g., Chinese negotiating teams) embedded
in a national environment and organizational setting and who have unique
personal backgrounds will effectively resolve ethical dilemmas involving
actors from other cultures to the extent that they share common
experience over time with those actors.

DISCUSSION AND CONCLUSION

In this second study of a series to develop a prescriptive macro cross cultural ethics
model, we propose a macro model which includes national environmental, organizational and
individual/personal factors as interactive influences on cross cultural ethical decisions. We
propose six hypotheses to test the model to determine the extent to which various interact and
influence one another. In our first study, we proposed a Global Ethics Acculturation Model
which we now integrate with the macro model along with one major hypothesis to test the
relationship between the three major groups of macro factors and the influence of shared
experience over time as a means to prevent, resolve or respectfully disengage interactions with
organizations and their actors where ethical decision making and behaviors are involved across
cultures. We also acknowledge the significance of organizational ethics development in
reference to a previously introduced Cross Cultural Ethics Maturity Model.

FUTURE RESEARCH

A field study is currently underway, involving working professionals affiliated with a
mid-western corporate university. “A survey method is utilized to measure research variables.
A series of Web-based surveys are administrated via the Internet due to the better accessibility
for the subjects. Some organizational and country level variables will be measured by contacting
key informants (i.e., managers of organization and researchers). The research models and
hypotheses derived from the integrative framework will be tested using various research
techniques including a structure equation modeling (SEM) and a hierarchical linear modeling
(HLM; a specific type of Random Coefficient Model) approach, which is specifically designed to
examine multilevel data structures. Based on the findings from the field study, the subsequent
studies will be modified and conducted at international organizational settings involving cross-
cultural situations. The findings from the planned studies are expected to provide important
insights into the dynamic interplay among the research variables in cross-cultural ethics”
(Strubler et al, 2009).
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APPENDIX 1: Cross-Cultural Ethics Maturity Model

Level 5: CCE Imbedded Organizationa Cultural

= CCE exists within organizational culture (not separated)
* Practices and DM outcomes are well leaded by CCE = CCE Predictive
Enterprise across borders

Level 4: CCE Systems Orniented

= The organization acts proactively in terms of CCE (promote CSR)

= The organization continuously improve CCE systems < Program is measured and
—— controlled; assessment Metrics defined

= Optimize organizational processes with CCE DM Process

Level 3: Decision Making Process Oriented
» Several CCE decision making process are defined
* Relationship between CCE and business practices is well defined

= Recognize CCE systems (guidelines, measurement, etc) and noblesse oblige
= CCE capabilities are well maintained

Level 2: Capabilities Oriented

= One or more functional teams are defined with CCE concepts
= Silo approach for CCE issues / not integrated

» CCE systems are not understood across functional groups
= Lack of top management supports for CCE systems

Level 1: Passive Stage
= The organization has little, or no, CCE awareness
* CCE issues are not considered in decision making processes

* The organization reacts only when CCE issues hecome legal issues

= Ethnocentric Orientation
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CORPORATE SOCIAL RESPONSIBILITY (CSR)
REPORTING BY BP:
REVEALING OR OBSCURING RISKS?

Janet Luft Mobus, Pacific Lutheran University
ABSTRACT

This paper explores the links between Corporate Social Responsibility (CSR) reporting
and actual performance by a multinational corporation engaged in energy exploration and
development at a time of crisis. CSR reporting relies on careful contextualization and definition
in this industry because of 1) the ecologically unsustainable nature of its base in non-renewable
natural resource extraction, and 2) the negative impact on climate change resulting from the
production and final use of its end products.

Prior research suggests, generally, that CSR reporting benefits organizations in a
number of ways including garnering social legitimacy, influencing the broad environmental
agenda, and showing that voluntary means of reporting provide sufficient transparency to
obviate any need for mandatory reporting regimes (see, for example: Gray, et al, 1995, Deegan
et al, 2002; and Brown and Fraser,20006).

The success of garnering legitimacy from an activity like CSR reporting depends
importantly on a loose coupling between what is represented publicly and what actually
transpires behaviorally (Suchman,1995). The currently voluntary nature of CSR reporting leads
to opportunities of 'green wash' as organizations are able to, for example, present their best CSR
profiles while withholding less favorable performances. In an effort to add a degree of
credibility, and thus enhance the legitimacy, of the reporting independent third parties assurance
provisions (often by large auditing firms) are becoming a common feature of CSR reports. In all
cases, however, events of a public nature, like an environmental crisis, dissolve the desired loose
coupling between public face and private behavior, and invite close scrutiny of actual
performance against CSR reporting representations.

The purpose of this study is to make such a scrutiny of the CSR report published by BP
plc on April 15, 2010, just five days before the Macondo well blowout crisis resulting in leaking
an estimated 4.9 million barrels of crude oil into the Gulf of Mexico. This CSR report includes
an attestation statement by Ernest & Young LLP, one of the Big Four audit firms, and this
assurance statement is also examined. In addition to examining the CSR report and its
attestation statement, broad news media coverage during the first ten days of the crisis are
examined. This examination intends to evaluate whether the themes of economic, environmental
and social performance, themes around which CSR reports are organized, appear relevant to the
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general social discourse that media reporting represents. Lastly, the final report of the National
Commission on the BP Deepwater Horizon Oil Spill and Offshore Drilling (Commission Report,
or CR), formed by Presidential Executive Order in May 2010 to investigate root causes of the
disaster, is also examined . Collectively these documents provide a view of a) disclosures made
by BP about its environmental and safety performance, goals, and achievements just prior to the
crisis, b) major themes of concern raised in the public discourse contemporaneously with the
crisis via news reports across a spectrum of newspaper outlets, and c) after-the-fact findings of
conditions contributing to the crisis.

The study provides several insights into the value and relevance of CSR reporting. In
particular, issues raised in the public media forum demonstrate that the focal points of triple-
bottom-line reporting are responsive to societal concerns surrounding impacts of corporate
activity, particularly during crisis events, suggesting that these reports address relevant issues.
This finding supports continued CSR reporting and development efforts. Further, third party
assurance of CSR reports offer tantalizing hints of areas of increased risk when read after a
crisis event, signifying that the desired transparency of CSR reports are potentially enhanced by
more robust independent evaluation than currently found. Finally, the study shows that CSR
reports find their way into the hands of important constituents like Presidential Commissions,
thereby illustrating an attentive audience for them.

INTRODUCTION AND LITERATURE REVIEW

CSR reports are assumed to serve the information needs and desires of a broad array of
stakeholder audiences including governments, community members, investors, employees,
suppliers and customers. Investors are an assumed target audience for CSR reporting and
sending signals indicating risk management strategies, goals, and actions are considered a
positive motivation for firms to engage in this voluntary reporting activity (Spence and Gray,
2007; Bebbington et al, 2005; Miles et al, 2002; Neu et al, 1998). While investors are an
important target audience for CSR, appeals to them via this venue must be indirect due to
Securities laws prescribing strict information disclosure requirements for firms soliciting
investment funds. Indeed, each major section of BP’s CSR report includes the following
disclaimer: “No part of the ... Sustainability Reporting 2009 constitutes, or shall be taken to
constitute, an invitation or inducement to invest in BP p.l.c. or any other entity and must not be
relied upon in any way in connection with any investment decisions”.

Employees represent another target audience as firms strive to disseminate messages
about who they want to be throughout their employee ranks via CSR reporting (Spence, 2009).
This research shows that CSR reports highlighting achievements, cultivating positive values, and
articulating aspirational goals contribute to cultivating employee pride in the organization.

While there are clear advantages for corporations to produce CSR reports, there are also
concerns about the credibility of these reports as something other than public relations and image
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management tools. Greenwashing, or “disinformation disseminated by an organization so as to
present an environmentally responsible public image” is understood as deception by means of
positive emphases in reporting corporate social responsibility (Vos 2009, 674). In the absence of
verifiable measures of actual performance these reports are intended to, and actually do, improve
positive public perceptions about a corporation. While falling short of fraud, greenwashing is the
result of an effort to mislead. Using BP as an example, Vos recounts that the firm was actively
lobbying Congress to authorize drilling in the Arctic National Wildlife Refuge it simultaneously
worked with the National Wildlife Federation to arrange selling stuffed animals of endangered
species through its retail gas stations (ibid., 677).

Others are concerned that in the absence of meaningful regulation CSR reporting will
become nothing more than “puffery”. Puffery is a legal defense that can be used against charges
of false advertising or charges of investment fraud. Because speech that misleads consumers or
investors is illegal, firms must be careful of the public representations they make. But puffery is
a protection against such charges if the firm can convince a court that the statements were
nothing more than “vague statements of corporate optimism” that a reasonable consumer or
investor could not take literally (Hoffman 2006, 1406).

It is widely acknowledged that there are firms undertaking credible CSR reporting. But
these important efforts at increasing corporate transparency may be undermined by substantial
greenwashing. “Without some form of verification, the “free riders” who take advantage of CSR
will result in a public weary of hearing about CSR and skeptical of or even cynical about its
benefits” (Cherry and Sneirson 2011, 1037).

U.S. capital markets have long been recognized for the financial transparency that
underlies and supports their functioning. The Securities and Exchange Commission, in the first
instance of specifying regulations requiring this transparency, was concerned not only with
providing investors with information on which to base their investment decisions, but was also
concerned with providing the public (“social investors”) with information on which to judge the
public responsibility of corporate managers (Williams 1999, 1199). Using disclosure regulations
as a primary means of controlling corporate behavior in the public interest is fundamental to our
financial disclosure requirements. This study is concerned with examining whether the
voluntary nature of CSR is sufficient to deliver on the promise of greater corporate transparency.

FINDINGS
The Commission Report (CR)

The Commission Report on the root causes of the Macondo well blowout benefited from
extensive interviews and discussions with a broad spectrum of management and operating
personnel in the organizations involved in the Macondo well, as well as experts from the industry
and relevant regulatory agencies. As such, it provides information on actual operating
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conditions, procedures and decision-making context unavailable in the CSR report. This kind of
detailed view of actual operating performance eliminates the loose coupling between public
representations of operations and actual operating methods, and provides an opportunity for
reflection on the goodness of fit between the two views. Following is a description of some
specific instances the CR found of poor decision making, failed communication, and failure to
recognize, and respond to, indications of significantly increased risks of losing control of the
well. The discussion is a very brief overview of an exceedingly complex process and is taken
from the CR.

The well blowout was neither inevitable nor a fluke that cannot happen again. Rather,
the blowout was due to “underlying failures of management and communication” (CR 2011,
122). These failures occurred subsequent to engineering and regulatory approval of the initial
well design. Subsequent decisions that changed parts of the drilling design, and execution of
final drilling and ‘temporary abandonment’ processes revealed operational expediencies that ran
contrary to BP guidelines and/or known industry best practice. Further, communications
between BP and contractors undertaking critical parts of the drilling operation (i.e., Transocean
and Halliburton) left fatal gaps in information flows that significantly increased the likelihood of
a blowout.

The Deepwater Horizon rig was drilling an exploration well — designed to locate, and
connect to, oil reservoirs but not extract the crude oil from them. Upon completion of the
exploration phase, a well is closed and temporarily abandoned (‘temporary abandonment’) until
a production rig arrives, reconnects to the wellhead (on the sea floor), and begins extracting the
crude oil for actual production. At the time of the blowout the project was six weeks behind
schedule and $58 million over budget (CR 2011, 2).

Maintaining control of the well during drilling requires balancing the substantial upward
pressure exerted by the oil with equal downward pressure created by filling the drill pipe with
drilling ‘mud’. The drill pipe sits inside of the well borehole, and is separated from the sides of
the well by space (annular space, or the annulus). The mud that is pumped down the drill pipe
during active drilling is pushed into the annulus through holes in the drill bit, and circulates back
up the well sides to the rig. The mud travels in this closed loop, and one of the many measures
of what is actively happening inside the well is monitoring the pressure necessary to push the
mud down the drill pipe and comparing that to the pressure that the mud exerts as it returns up
the annulus to the rig.

The well walls are reinforced with casing lining — tubes of steel lowered in and attached
to the well walls. The casings reinforce the well walls as drilling gets deeper, and the casings
lowered into the lower reaches of the well slide into, and are attached to, the casings in the upper
reaches of the well. A well hole that begins as three feet in diameter at the well head can
eventually narrow to ten inches as successive strings of casing shore up the well walls. Casing
strings are ultimately cemented into place to bond them to the well walls, and centralizing
‘screws’ have to be set around the casings prior to cementing in order to maintain uniform
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distances between the well walls and successive strings of casing. This uniformity helps assure
an even distribution of cement, resulting in the strongest bond between casing strings. An
uneven distribution of cement can leave channels of weak or missing cement in the annulus
through which uncontrolled pressurized hydrocarbons can flow up the well — a blowout.

By April 14, 2010 the Macondo well was being prepared to lower the final casing and
cement it in place. Once that stage was complete the well would be prepared for temporary
abandonment, the Deepwater Horizon rig would depart and the well would await the arrival of a
production rig. The well had reached a depth of more than 18.000 feet below sea level, and more
than 13,000 feet below the wellhead on the sea floor. The original well design plan called for 16
centralizing screws to be placed on this final casing string, however, only six were available
from BP’s supplier at the point that the crew was scheduled to install it. Halliburton engineers
(contracted to do the cementing work on the well) ran simulations of the cementing job and the
results indicated that more than six centralizing screws would be needed. BP engineers
considered using a different design of screw that was available in sufficient quantity, but noted
that the design of these alternate screws would further complicate an already complex casing
cement job and would require an additional 10 hours to install. In the end, BP installed only the
six centralizing screws on the final casing string.

By the afternoon of April 19, 2010 the final casing had been seated in its position at the
bottom of the well. The final cementing operation would pump cement down the casing, out the
bottom of the casing, and onto the rock formation into which the well had been drilled. This
cementing attaches the borehole to the geological structure and also seals any open spaces
through which hydrocarbons could escape. A preliminary step to pumping cement down the
well casings is to pump drilling mud down to insure there is a clear path (free of any debris from
casing installments and drilling) and to set a series of valves that will shut off the two-way flow
path (so that mud, and later cement, can no longer circulate back up to the rig), thereby
establishing a one-way, downward flow path for the cement. The design specifications for
converting the valves from two-way flow to one-way flow called for a flow rate of six barrels of
mud per minute and a pressure of 600 pounds per square inch (psi). The crew on the rig began
pumping mud into the well but could not get the mud to flow. They continued increasing
pressure to 1,800 psi without getting a flow of mud. Engineering and management personnel
conferred and decided to continue to increase the pressure on the fluid in small increments.
After the ninth step in this incremental process, the pressure reached 3,142 psi and suddenly mud
flow was established. However, the rate of the flow never exceed four barrels per minute — less
than the design specifications indicated for converting two-way flow valves to one-way flow
valves. In addition, engineering estimates had predicted that 570 psi would be required to move
the mud once the valves had converted, but the pressure on the mud after flow was established
never exceeded 340 psi. BP and Transocean personnel switched equipment, using different
circulation pumps, and finally concluded that the pressure gauge they had used was faulty. They
noted the anomaly, and concluded that the path down the casing for pumping cement was clear.
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The final cementing job on a well serves two purposes. Like prior cementing operations
this process bonds the bottom casing string to the well wall and creates a strong barrier against
hydrocarbons entering the annular space. In addition, this final cementing operation creates an
isolation barricade at the bottom of the well between the hydrocarbon reservoir and the well
itself, sealing the well until production begins at a later time. Final cementing comes with
additional technical complexities and risks, and a 2007 study by a U.S. regulatory agency found
cementing to be one of the “most significant factors” causing well blowouts during the 1992 —
2006 study period (CR 2011, 99). Because of the depths at which the actual cementing operation
takes places, rig crews are not directly observing the job. Rather, a number of process
measurements serve to execute and evaluate the process. Among these are “full returns”
measures (i.e., the volume of cement going down the well should equal the amount of mud being
displaced and coming out of the well), both positive and negative pressure tests, and cement
evaluation log tests.

The Macondo well had been stopped at 18,000 feet depth because of evidence that the
geological rock formation into which the well drilled might be beginning to fracture. Drilling to
greater depths, thereby increasing even more the pressure on the rock formations, would risk
rupturing the formation with accompanying free flow of hydrocarbons. Fragility of the geology
was, therefore, a clear concern going into the final cementing operation, and it led to several
modifications to Halliburton’s initial cementing plan that were intended to protect the rock
formation from excessive pressure. One of these modifications was to reduce the overall volume
of cement pumped into the well, because greater volumes of cement exert greater pressure.
More cement is standard industry practice because it reduces the risk that the cement will be
contaminated by remaining drilling mud (which had been pumped down the well to clear the
path for the cement), and contaminated cement increases the risk of weak cement or empty
channels in the annular space. Regulatory requirements specify that the column of cement in the
annular space must extend at least 500 feet above the uppermost hydrocarbon zone tapped by the
well. BP’s internal guidelines specify that the annular cement column in a deepwater well
should extend 1,000 feet above the uppermost hydrocarbon zone. BP personnel modified
Halliburton’s design for the Macondo well, in light of evidence of fragility of the geology, to
meet the regulatory requirement of 500 feet of cement, even while recognizing that this modified
design left little margin for error in the integrity of the cementing job.

BP and Halliburton collaborated on the type of cement mixture to use in the well,
choosing‘nitrogen foam cement’. Infusing the mixture with nitrogen lightens the cement,
thereby reducing the pressure exerted. Laboratory tests of specific cement mixtures done just
prior to the cementing process are standard operating procedure, and they evaluate the likely
performance of the cement under the conditions existing in the well at the time of the pour. On
February 10, 2010 BP personnel asked Halliburton labs to run ‘pilot tests’ on the mixture
expected to be used, and currently stored on the Deepwater Horizon rig. The lab tests were
attached to a March 8, 2010 email, in which the cementing plans were discussed, sent by BP
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personnel on the rig to BP onshore administration. The tests showed that the foam slurry was
unstable, but there is no evidence that anyone from BP (including the personnel sending the test
results) examined this data. Halliburton personnel had also conducted another foam stability test
in early February, and this test showed even greater instability. There is no evidence that
Halliburton reported these test results to BP. Another round of tests on the intended mixture
started in mid-April, by Halliburton, just prior to the cementing job. The first test showed again
that the cement would be unstable under the conditions specified. A second test was started on
April 18 after adjusting some of the test parameters. The tests themselves require 48 hours to
complete, but at the point that 48 hours from beginning this second test had elapsed the cement
job on the well had been completed. The second test results “arguably” suggested the cement
mixture would be stable, but no evidence exists that the test results were in hand before actually
doing the cementing; and these last test results were not sent to BP until Aril 26, 2010 — six days
after the blowout — long after the results could have influenced the actual cementing job plan.
Furthermore, there is no evidence that Halliburton adjusted the parameters of this last test based
on rigorous technical analysis of the conditions present at the Macondo well. The evidence
available during Commission hearings indicate that the only test results in hand prior to
beginning the cementing operation pointed to an unstable cement mixture.

Pumping cement into the well finished by 12:40 am on April 20, 2010; at 5:45 am, after
tests concluded that the cement was holding, Halliburton personnel on the rig informed BP
administrators on shore that the cement job had been successfully completed. Once a cement job
is completed, additional tests may be undertaken to test the integrity of the cement at the annular
space around a casing. Personnel from another contractor — Schlumberger — were on the rig on
the morning of April 20, 2010 to undertake these tests. However, having decided the cement
pour was successful, BP decided to send these people home without conducting the tests — tests
which would cost $128,000. It isn’t clear that anyone on the rig or in the onshore administration
was cognizant, on the morning of April 20, of the cumulative potential for significantly increased
risk of losing control of the well presented by the design changes, anomalous operational events,
and cautionary test results experienced thus far.

The next, and final phase, of Deepwater Horizon’s work on the Macondo well was
undertaking the temporary abandonment of the well. Some of the steps in this process are
described as they reveal the signals of possible loss of control of the well that were missed, or
dismissed, during this final phase.

At the wellhead, 5,000 feet below sea level on the sea floor, sat a blowout preventer valve
system. Below this system lies the well itself, including the series of casing strings; and above
this system was a riser pipe connecting the drilling rig to the well. As described earlier, during
drilling the riser and well contain heavy drilling mud — one of the purposes of which is to counter
weight with downward pressure the substantial upward pressure of the hydrocarbons at the
bottom of the well. During the temporary abandonment period the riser will be removed as the
rig itself leaves and the well will be ‘unbalanced’ — there will be no counter weight pressure from
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above on the hydrocarbon reservoir. Also running from the rig to the blowout preventer system
are three additional pipes — ‘kill’ pipes — that allow fluids to be circulated from the rig to the well
without going down the main drill pipe. During the period of temporary abandonment there will
be three barriers between the hydrocarbon reservoir and the open sea: the primary cement seal at
the bottom of the well the one that had presumably already been placed successfully; a second
300-foot long cement plug located in the well itself — a ‘surface cement plug’ - which is placed
as part of the temporary abandonment preparations; and a lockdown sleeve that sits at the
wellhead under the blowout preventer system (which will be removed) also placed as part of the
temporary abandonment preparations. The plan for getting the well to this final state involved,
among other things, removing drilling mud below the surface cement plug and replacing it with
lighter seawater, placing the surface cement plug, testing the well integrity in an unbalanced state
by means of a ‘negative pressure test’, and removing drilling mud from the riser and replacing it
with seawater.

BP’s final plan for temporary abandonment preparations underwent a number of design
changes in the two weeks prior to implementation, and the rig crew obtained the final plan only
on the morning of April 20. Firstly, the depth in the well at which the surface cement plug was
to be placed was unusually deep at 3,300 feet into the well (8,300 feet below sea level).
Regulations of deepwater drilling specify placing a plug this deep requires special approval, and
BP engineering personnel had originally recommended placing the plug 1,300 feet into the well
to provide a greater margin of safety for the well. Secondly, replacing the drilling mud below
the surface cement plug with lighter seawater would put more strain on the primary cement job at
the bottom of the well, as the primary cement job would not have the additional weight of 3,300
feet of heavier mud to help counterweight the pressurized hydrocarbons. Given the decision to
forgo tests of the primary cement job, it would have been prudent to evaluate the added strain on
this barrier of substituting seawater for drilling mud. There is no evidence that BP formally
undertook any such analysis, but instead proceeded with the substitution because setting the
surface cement plug in water is easier than setting it in mud. Finally, the plan called for
displacing the drilling mud in the riser pipe and replacing it with seawater before setting the
surface cement plug. Because the blowout preventer valve system was open during the time the
mud was being pumped out of the riser the only barrier to the hydrocarbon reservoir during this
process was the primary cement job — which had not been tested for integrity. Between the
separate steps of replacing the mud in the well with seawater and replacing the mud in the riser
with seawater, a negative pressure test was undertaken to test the integrity of the unbalanced
well. Unfortunately, the test appears not to have been understood or properly interpreted while
being undertaken.

The negative pressure test involves removing pressure from inside the well to see if fluids
leak into the well - by going past or through the primary cement job at the bottom of the well
and/or by seeping into the casings. If the casings and primary cement plug are strong they will
prevent the intrusion of the pressurized hydrocarbons from below, even though there is no
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counterweight pressure from drilling mud in the well. The rig crew first simulates, within the
well, the amount of pressure that will be exerted by the hydrocarbon reservoir when the well is
abandoned. This pressure is then bled off until pressure inside the well reaches 0 psi. The
negative pressure test is successful if: 1) no fluids leak into the well ‘for a substantial period of
time’ while in the zero pressure state, and 2) if there is no pressure buildup inside the well when
it is closed off as part of the test. Observing both of these conditions infers that the casing and
bottom cement plug have sealed off the well from leaks and from fluid flows. The rig crew
began the negative pressure test at 5:00 pm on April 20. They isolated the drill pipe from the
pressure of the mud in the riser, opened the top of the drill pipe on the rig and began to bleed off
the pressure in the drill pipe. Although the test calls for bleeding the pressure down to zero psi,
they could not get it below 266 psi. When the drill pipe was closed the pressure jumped back up
to 1,262 psi. At about 6:00 pm a second test was done. This time they were able to bleed the
drill pipe pressure down to zero, but when it was closed the pressure jumped back to 773 psi. A
third test was done, successfully bleeding down to zero psi but pressure building up to 1,400 psi
when the drill pipe was closed. BP supervisory personnel called for a second negative pressure
test to be done on the kill line — one of the pipes that run from the rig to the blowout preventer
valve system. The pressure on this line should be exactly the same as that on the drill pipe,
which also runs to the blowout preventer system. Pressure was successfully bled from the kill
line down to zero psi, there was no buildup of pressure when it was closed off, and no flow of
fluids was observed for a 30-minute period. It appears that the test was repeated on the kill line
because BP had specified that the test would be run on the kill line in its drilling permit
application. The crew concluded that the negative pressure test on the drill pipe was successful
even though pressure on the drill pipe remained at 1,400 psi during the entire test of the kill line.
There is no evidence of any attempt to reconcile the discrepancy between the states of the two
pipes. Contrariwise, the only explanation for the high pressure in the drill pipe is a leak of fluids
into the well. At 8:00 pm on April 20, BP site supervisors concluded that the negative pressure
test had confirmed the integrity of the well.

Replacing mud in the riser with seawater was the next step, and this began at 8:02 pm by
pumping seawater into the drill pipe, thereby evacuating the mud to the rig ‘mud pits’ system.
Rig personnel are assigned to watch for ‘kicks’ — gas escaping into the well and rising, with
increasing speed, and pushing mud upward. As the gas rises it expands, moving the drilling mud
up at a faster rate — which, in turn, reduces the impeding pressure on the gas and increases the
speed of the kick. A barrel of gas rising from the wellhead of the Macondo well could expand
over one hundred fold in the 5,000 feet it would travel to reach the rig platform located at sea
level. Monitoring rates and volumes of flows are primary means of detecting kicks. In the
absence of a kick the amount and rate of flow of fluids being pumped into the well should equal
that of fluids coming out of the well. A faster rate or greater volume of fluids coming out than
that of fluids going in signals high likelihood of a kick. Another kick indicator is drill pipe
pressure, although kicks are not as unambiguously indicated by changes in drill pipe pressure.
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When pumping rates are constant, a decrease in drill pipe pressure could indicate that
hydrocarbons have entered the well and are moving upward in the annular space outside of the
drill pipe. Because hydrocarbons are lighter than mud, they will exert less downward pressure
and the rig pumps will not have to work as hard to pump fluids into the well. When pumping
rates are constant, an increase in drill pipe pressure could indicate that the heavier mud is being
pushed upward by rising hydrocarbons that have entered the drill pipe itself, requiring the pumps
to work harder to fluids into the well against this upward movement.

Until 9:00 pm, events proceeded as expected. Drill pipe pressure was decreasing slowly
as lighter seawater replaced heavier mud in the riser. At approximately 9:01 pm, drill pipe
pressure began slowly increasing from 1,250 psi to 1,500 psi over seven minutes. This should
have been a puzzle with constant pumping rates, but there is no evidence that anyone noticed the
change in the direction of the pressure. At 9:08 pm the crew shut down the pumps to perform
tests on the fluids returning from the well to determine whether they could be safely disposed of
by overboard dumping. If they were contaminated this disposal option would not be allowed.
From 9:08 to 9:14 the pumps were off, yet drill pipe pressure increased by 250 psi. It isn’t clear
that anyone noticed this increase in pressure, and at 9:14 the pumps were turned back on.
Pressure increased, but so did pumping rates so the increase in pressure after turning pumps on
again would be expected. At 9:18 a pressure relief valve on one of the pumps blew and a group
of crewmembers were sent to the pump room to fix it. Shortly before 9:30 one of the crew
noticed an unexpected pressure difference between the kill line and the drill pipe, and the pumps
were shut off as a result. Initially the drill pipe pressure decreased when pumping stopped, but
over the next five and a half minutes it increased by over 555 psi. At 9:36 the crew bled off the
drill pipe pressure; it initially dropped but then began climbing. At 9:39 drill pipe pressure
began decreasing — a fairly clear sign that a kick was underway. Between 9:40 pm and 9:43 pm
drilling mud began spewing onto the rig floor; at 9:45 pm the crew recognized the well was
blowing and undertook to shut the blowout preventer valves. However, the hydrocarbons were
already past that point, well into the riser pipe, rising and expanding very fast. At 9:49 pm, April
20, 2010, the first explosion rocked the Deepwater Horizon. After the explosion the crew tried
to activate the rig’s ‘emergency disconnect system’ which should have sealed the well and
separated the rig from the blowout preventer system. The disconnect system did not activate, nor
did the blowout preventer’s automatic ‘deadman’ system respond. While conclusive evidence
was not available when the CR was published, it was revealed that post-incident tests of controls
of the ‘deadman’ systems showed low battery charges and defective solenoid valves.

Recounting events leading up to the blowout serves to reveal the actual operating climate
and procedures in place at the site of this tragic crisis. Comparing public representations made in
CSR reports about operating safety should facilitate evaluating these reports as tools of increased
transparency. However, before examining BP’s CSR report representations, news media reports
show the topics and themes of primary concern to the national and regional publics as they
initially learned of the blowout incident.

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 45

News Media Coverage

Seven newspapers were searched for coverage of the rig disaster, including two
international outlets based in England, three national outlets, and two outlets with other
perspectives. The international outlets include The Times of London and The Guardian; national
outlets include New York Times, Wall St. Journal, and Washington Post; and other perspectives
come from Christian Science Monitor and Houston Chronicle. BP is headquartered in the U.K.
giving the Times of London and The Guardian unique interest in the incident. The three U.S.
national outlets provide coverage from a general slant (New York Times), a financial slant (Wall
St. Journal), and a political slant (Washington Post). The Christian Science Monitor is noted for
objective and informative coverage, while the Houston Chronicle is the largest regional
newspaper in the area in which the incident occurred. Taken together, these outlets should report
public concerns with the incident from a broad set of perspectives.

The search for media coverage of the blowout included the days April 21, 2010 through
April 28, 2010 — the first eight days following the blowout. Media coverage during this period
contains primary responses to the incident, whereas by April 29 coverage was shifting to the
response activities of various organizations and agencies. Also, at this later time the scope of the
incident began expanding as the amount of oil flowing unchecked into the Gulf of Mexico was
revised upward fivefold from original reports and this began an additional trajectory of media
coverage. Therefore, many themes beyond primary reactions to the incident became part of
media coverage from here on. Examining whether the major themes motivating CSR reporting
are relevant to public concerns about greater transparency from business activity is the aim of the
media examination for this study, and so only these first eight days media coverage are included.

Forty five articles were published during the first eight days following the well blowout.
Each of these articles was coded to indicate which, if any, of the focal themes of CSR reporting
represented a significant theme in the article. The focal points of CSR reporting are
environmental impacts, social impacts (including safety of employees and communities), and
economic impacts. The first article appeared on April 21 in the Christian Science Monitor, and
this is the only article appearing that day. The article was 664 words long and included
significant focus on safety issues surrounding the BP incident. Seven articles appeared on April
22, with coverage from all outlets except The Guardian and Washington Post. Both the Wall St.
Journal and Times of London carried two articles each. The average length of articles on this
date was 740 words; 43% had significant focus on environmental issues, 100% had significant
focus on safety issues, and 43% has significant coverage on economic issues relating to the
incident.

Table 1 below provides a descriptive overview of news coverage during the first eight
days of the crisis, by outlet. Figure 1 below shows the percentage of articles from each outlet
including significant coverage of each CSR theme during the first eight days of the crisis.
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Table 1: Volume of Coverage, by Outlet
Outlet # of articles — | Average length of article | Low-Hi range of article
first 8 days - # of words word count

Christian Science Monitor 7 717 645-829
Houston Chronicle 5 917 593-1272
New York Times 9 803 402-1206
Guardian 3 591 110-869
Times of London 8 251 47-734

Wall St. Journal 11 869 606-1291
Washington Post 2 763 747-778

The disaster captured considerably more coverage in the U.S. than in the U.K. The
Times of London devoted a higher number of articles, but much lower coverage as measured by
length of the articles. While the Guardian published just three articles on the incident, their
coverage was reasonably in depth. Each of the U.S. papers provided nearly daily coverage of the
spill, save the Washington Post which published two articles during the first eight days.
Nevertheless, all U.S. outlets devoted significant space to the incident in the articles they
published.

Figure 1
Significant Content Coverage of
Themes, by Outlet
100%
80%
60%
1822 mEnviro
0% m Safety
P & & &%Q L& S Economic
& & & T
L

Environmental issues and safety issues dominated initial responses during the first eight
days of the crisis in all news outlets both domestically and internationally. Economic issues
related to the disaster were considerably less important as focal points during these early days,
save for the Wall St. Journal which had relatively robust coverage of this theme.
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Examining coverage over time is another way of evaluating this data. Table 2 below
gives a descriptive overview of the news coverage by date. Figure 2 below presents the
percentage of articles published each day that included significant coverage of CSR themes.

Table 2: Volume of Coverage, by Date
Date 4 of articles Average length of article - # | Low-Hi range of article word

of words count
Wednesday, April 21 1 664 664
Thursday, April 22 7 740 305-1272
Friday, April 23 7 603 47-1120
Saturday, April 24 4 700 407-845
Sunday, April 25 2 660 498-822
Monday, April 26 6 581 55-929
Tuesday, April 27 7 834 593-1206
Wednesday, April 28 11 744 179-1291

There was relatively significant coverage of the incident every day, with weekend days
considerably lighter in number of articles published. However, including even weekend days the
depth of coverage was substantial on all days as measured by average length of the articles. This
data suggests that the incident was a major event in our broad public discourse.

Safety issues dominated coverage of the incident during the first two days and remained
an important focus of discussion during the first eight days, while early coverage of
environmental impacts was relatively sanguine. Examples of early environmental reports
include: “As the intense fire burned the spewing oil off on Wednesday [April 21], early
indications were that the rig fire didn’t present significant danger to the coastal ecosystem”
(Jonsson 2010); and “Remote-controlled underwater surveillance units indicated that there was
no crude pouring out of the well beneath the ocean’s surface. The possibility of such leaks and
their potentially devastating impact on local fisheries had been a major concern since the first
explosion [April 20 on the Deepwater Horizon oil rig], only 50 miles from the Louisiana coast”
(Kaufman 2010).

As the drama unfolded and it became evident that oil was still leaking from the well the
potential environmental impacts became an additional significant focus. Examples of reports
reflecting this increasing concern include: “A slow-motion environmental disaster may be in the
making with the discovery Saturday [April 24] that 42,000 gallons a day of crude oil is spewing
from a well on the bottom of the Gulf of Mexico” (Clanton 2010); and “University of California
Santa Barbara Prof. Keith Clarke, who studied a 1969 oil spill off the Southern California coast,
said ‘“Worst-case scenario would be loss of sea life, especially sea birds and marine mammals.
Fishing could be significantly impacted. A great deal depends on how long the site leaks” (Gold
et al. 2010a).
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Figure 2
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of Themes, by Date
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On April 22 both the Wall St. Journal and Times of London published articles which
included a focus on the economic impacts to BP of the rig disaster. Save for these articles,
economic issues were not important aspects in the earliest coverage of the disaster. Only during
the latter part of this period of time, as the oil slick approached the Gulf shores, did economic
issues become important. While this later coverage included the economic consequences to BP,
coverage also included the economic impact on the communities affected.

Beyond the aforementioned themes of triple-bottom line reporting, early reports on the
crisis covered additional issues and topics. Some of these other significant threads included
debate on mandatory versus voluntary approaches to industry regulation; the technological
complexities of deepwater drilling, and remedies involved in attempts to close the leak;
implications for, and commentary on, energy/oil exploration, energy independence, and energy
policy; and the regulatory integrity of the Mineral Management Service (MMS) agency
responsible for regulating deepwater drilling activities.

Of interest to this study are reports coming out in the latter part of the media coverage
revealing 1) industry claims that voluntary safety protocols were up-to-date, functioning well,
and showed no need for additional regulatory standards and/or oversight; and 2) the possibility of
undue industry influence on the federal agency charged with its regulation. Examples of these
reports include: “The explosion, ensuing fire, and continuing spill raise serious concerns about
the industry’s claims that their operations and technology are safe enough to put in areas that are
environmentally sensitive or are critical to tourism or fishing industries” (Jonson 2010b).

Coverage also reported that in June, 2009 the Minerals Management Service (MMS), the
agency responsible for regulating offshore drilling, had proposed mandatory safety rules to
replace the voluntary system in place. The proposed rules were based on guidelines developed
by the American Petroleum Institute (an industry trade group), and were prompted by MMS
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review of over 1,400 offshore incidents which had collectively killed 41 people, and found that
most incidents were due to human error or faulty safety procedures. “According to the MMS, all
of the biggest oil companies, including BP, have already adopted the API’s guidelines. But
many of them, including BP, ExxonMobil Corp. and Royal Dutch Shell, objected to an MMS
proposal that companies’ safety programs be audited every three years, at the companies’ cost.
In a letter published in September on the federal government web site regulations.gov, Richard
Morrison, BP’s vice president for Gulf of Mexico production, wrote that while the company ‘is
supportive of companies having a system in place to reduce risk, accidents, injuries and spills,
we are not supportive of the extensive, prescriptive regulations as proposed in this rule. We
believe the industry’s current safety and environmental statistics demonstrate that the voluntary
programs have been and continue to be very successful” (Casselman et al, 2010). Regulatory
requirements for safety program audits were not implemented.

From the review of media coverage during the eight days immediately following the well
blowout it appears clear that triple-bottom line themes of environmental impacts, social impacts,
and economic impacts of corporate actions reflect major themes in the early public responses to
the unfolding disaster. The intense focus on these focal points demonstrate the relevance of CSR
reporting in providing a degree of transparency and a forum for engagement between corporate
operations and the broader social setting in which these organizations operate. ~ CSR reporting
has the potential to provide sought-after transparency, and it is worthwhile to examine the
content and tone of BP’s CSR report in comparison to the actual behaviors leading up to the
blowout of the Macondo well from this perspective. CSR reporting is currently a voluntary
process, and in light of industry insistence that increased regulation of safety procedures was
unnecessary because voluntary procedures were adequate it is worth noting parallel insistence
that CSR reporting remain voluntary and free from regulatory oversight.

BP’s 2009 Sustainability Report (CSR Report)

BP published its 2009 Sustainability report on April 15, 2010 — just five days before the
Macondo well blowout. The online report consists of a 40-page report providing an overview of
sustainability and references a set of additional online reports: “Our website, www.bp.com/
sustainability, is an integral part of our group sustainability reporting, covering a wide set of
issues and reporting on them in more depth.” (BP 2010a, 36) Of interest in this study are the
additional reports on safety (BP 2010c), environmental impacts (BP 2010b), and operations (BP
2010d) that report more depth on these areas of concern. Collectively these reports are referred to
as BP’s CSR report.

Sustainability is carefully construed throughout BP’s CSR report in terms of continuous
process improvement, making little connection to issues of environmental or ecological
sustainability. Terms used to describe BP’s operating management system (OMS) exemplify
this careful contextualization of ‘sustainability’ as follows: “The (OMS) system elements ...
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create a platform for sustainable improvement, allowing BP to capture additional value through
efficiency. Ultimately, this delivers sustainable excellence in operating” (BP 2010c). And,
‘[o]ur performance improvement cycle is at the heart of OMS, driving and sustaining change and
improvement in local business processes (ibid)”. What is sustainable is ‘change and
improvement’ of business operations.

Continuous improvement was also the centerpiece of BP’s approach to safety: “the
group chief executive [Tony Hayward] and his executive team were instrumental in establishing
the concept of continuous improvement to help drive systematic safety and reliability in our
operations. Continuous improvement is a means of empowering our operations managers and
supervisors, who are closest to our operational problems, to develop the necessary solutions” (BP
2010c, 3).

In environmental disclosures the continuous improvement approach places an emphasis
on compliance with regulatory frameworks. For example, “[a] number of our businesses have
used an ecosystems service approach to help assess potential impacts from projects and
operations, typically as a regulatory requirement” (BP 2010b). What the CSR report does not
reveal is the lobbying efforts by BP to constrain regulatory developments.

Safety disclosures highlight BP’s progress toward increasing safety of refinery operations
after a 2005 fire at their Texas City refinery killed 15 workers and injured 170 more. One of the
results of that accident was establishment of an Independent Safety Review Panel (the Panel) and
appointment of an Independent Expert to monitor progress in implementing recommendations of
the Panel in improving process safety at BP’s refineries. One of the reported findings of the
Independent Expert was that “there is an opportunity to encourage a more proactive and self-
critical approach towards identifying and addressing process safety issues and risks” (BP 2010c).
While focused primarily on refinery operations, this finding foreshadows comments that would
equally apply to exploration operations in the Gulf of Mexico.

Taken as a whole BP’s CSR report addresses important issues — recognizing its own
troubled safety record and its participation in activities with actual and potential material
ecological impacts. The current voluntary nature of CSR reporting, however, allows this
important reporting too much leeway for self-promotion rather than self-reflection.

The Commission Report references BP’s CSR report commitment to continuous
improvement in safe operations, but concludes that the approach toward safety has been on
individual worker safety and not on safety of processes. The report chronicles the refinery and
exploration accidents that have plagued BP for a decade, and concludes “[t]hese incidents and
subsequent analyses indicate that the company does not have consistent and reliable risk-
management processes — and thus has been unable to meet its professed [CSR report]
commitment to safety. BP’s safety lapses have been chronic” (CR 2011, 218).
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CONCLUSIONS AND IMPLICATIONS

Voluntary CSR reporting allows natural resource dependent industries to use language of
'continuous improvement' as an environmentally and socially responsible operating approach
(Ihlen, 2009), while bypassing addressing any real reforms or transformations that look beyond
the current business model. Importantly, this business model in the U.S. includes using strong
industry trade/advocacy organizations that play a dominant role in developing safety standards
that are adopted as formal regulatory standards.

CSR reports utilizing a triple-bottom-line framework do address issues and concerns that
society harbors with respect to corporate behavior and impact, as repeatedly reflected in media
coverage of this catastrophic environmental event. CSR reporting, with its goal of greater
transparency to organizational behaviors, is relevant to a very broad social audience.

Finally, crisis events are regrettable instances wherein the legitimacy of an organization
is challenged and/or damaged as the loose coupling between ‘what you say and what you do’ is
eliminated. In this crisis event, small seeds of safety concerns were evident in the CSR report in
the form of Independent Expert judgments and assurance provider comments for improvements.
Regrettably, these small seeds were sewn among voluminous ‘sustainable continuous
improvement’ language that did little to increase transparency and allow anticipation or
understanding of the significant operating risks actually in place in BP’s exploration activity at
the Macondo well.

Is the Macondo well disaster an isolated case that should not be overemphasized? On the
contrary, it provides a bright example of the risks involved in relying on information voluntarily
provided by interests with powerful incentives to exaggerate positive performance and
understate, or exclude, unflattering information. It provides a dramatic example of how biased,
even unintentionally, self-perceptions can be, and why independent verification of material
representations are so valuable. It provides a cogent example of how industry can capture
regulatory agencies, and highlights the importance of strong, independent regulatory standards
and enforcement. It provides a lucid case in point for developing regulated standards of CSR
reporting and related standards for attestation on such reports.
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ABSTRACT

When a Civil Investigation Division agent knocks on your door, engage counsel right
away — there are severe criminal penalties for tax crimes. This article discusses how criminal
tax investigations are triggered, the criminal statutes employed by the IRS, and the associated
penalties for these tax crimes. It then demonstrates how the IRS proves its cases, taxpayers’
rights and defenses, and management accountants’ responsibilities with respect to federal tax
crimes. Relevant court rulings provide examples of the IRS’ effectiveness in prosecuting
offenders.

INTRODUCTION

When a Civil Investigation Division agent knocks on your door, engage counsel
right away — there are severe criminal penalties for tax crimes.

Two of President Obama’s high-profile nominees were inclined to pull out of the running
for office in 2008 due to tax evasion (Rampell, 2009). If Obama’s picks are troubled with
evading taxes, what is there to say about management accountants, and the normal individual?
The Sarbanes Oxley legislation passed in 2002 aims to improve the integrity of financial
reporting and enhance disclosures. Yet, in a study done in 2005 the impact of Sarbanes Oxley
was much less significant for smaller financial service firms with less separation of duties
(Akhigbe, 2005). Management accountants who are faced with pressure to manipulate financial
records have the AICPA’s Code of Conduct to turn to for support. There is an even stronger
deterrent—under new penalties for federal tax crimes judges can assess up to five years in prison
and fines of $500,000 for corporations and employees who assist in a tax crime. The IRS has an
extremely high sentencing rate in the cases it chooses to bring to court (Enforcement, 2008).

Despite these stringent penalties, tax evasion is a massive problem. For example, the
Internal Revenue Service estimated that in 2007 it lost $345 billion in revenues alone from
noncompliance, and $222 million in corporate fraud penalties, a sum that would substantially
decrease the budget deficit (Kaufman, 2009 & Hibschweiler, 2009). These lost revenues result

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 54

from efforts on behalf of taxpayers to evade the payment of taxes on income from both legal and
illegal sources.

The IRS is increasing its authority, with Obama hiring 800 new agents in 2008 to help
detect and pursue offenders (Obama, 2009). Random tax audits are being conducted by the IRS
to learn how to collect the lost revenues. 13,000 out of the approximated 160 million taxpayers
will be chosen for the thorough audit (Kaufman, 2009). The government is stepping up its
efforts to identify tax evaders. For example, the IRS has access to information on Treasury bill
interest, broker transactions, barter exchanges, and IRAs to match against tax returns.
Additionally the agency has initiated a special project to zero in on the more common areas of
tax abuse, such as tax shelters. Table 1 below presents the breakout of IRS audit statistics (How,
1997).

Table 1: IRS Audit Statistics

Income for Tax Returns Tax Returns Filed Tax Returns Examined Percent Examined
Less Than $25,000 59,211,700 1,076,945 .81%
$25,000 to $50,000 27,263,000 259,794 .58%
$50,000 to $100,000 17,019,200 196,582 .62%
Greater Than 100,000 4,540,800 129,320 1.66%

Once the tax evader is identified, the Code provisions, containing civil and criminal
penalties, constitute the government’s principal means of punishing the offender. The
government occasionally will choose to prosecute potential violators under the general criminal
statutes to obtain stiffer sentences. In 1997, the IRS made an example of Peter Hendrickson, the
author of the popular book Cracking the Code, when he bragged about the refunds his followers
had received on his website. Hendrickson pled guilty to one willful act of failure to file a tax
return and received 21 months in prison '. Below are the origins of criminal tax cases, the use of
general criminal statutes, the major criminal tax statutes, the methods of proof, and rights and
defenses of taxpayers in order to make management accountants aware of potential problems.

DETECTING TAX CRIMES

A criminal tax investigation is usually triggered when the taxpayer’s activities violate
some statutory law or procedure established within the Internal Revenue Service. Activities that
might provoke suspicion include:

e Informants’ tips coming from parties such as a rejected suitor, and angry ex-spouse, or a
terminated or disgruntled employee;

¢ Discrepancies noticed upon audit by a revenue agent;
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e Criminal activity coming to the Service’s attention;
e Information filed with the IRS of a suspicious nature; and
e Deductions taken by another taxpayer involving the taxpayer in question.

An investigation by the Criminal Investigation Division (CID) is much more serious than a
review by a revenue agent—it should not be taken lightly by a taxpayer. While a taxpayer or an
accountant not familiar with IRS procedures may not realize the difference, the potential damage
to the taxpayer is much greater, especially because their expertise includes money laundering and
Bank Secrecy Act laws (Criminal, 2008). Therefore, the client should seriously consider
engaging experienced counsel as soon as possible—preferably immediately after the CID agent
shows his identification.

An investigation by a revenue agent, whose primary responsibility is to uncover civil
violations, also can lead to a criminal tax case. While revenue agents are supposed to turn cases
over to the CID when they suspect criminal fraud, the agents are given considerable leeway to
determine whether the facts will subsequently develop into either a civil or criminal tax
violation. If the client feels there is a possibility of the case developing into a criminal violation,
he also should engage tax counsel.

CATCHING CRIMINALS WITH GENERAL STATUTES

The government has an arsenal of general criminal statutes, which it sometimes uses to
prosecute violators of the federal tax laws. The major general statutes used include:

1. 18 USC 2. Under this statute, the government can prosecute either the principal who
commits a tax fraud or those who provide assistance or counsel; in other words, the latter
parties also could be treated as principals. Most of the convictions under this provision
have been under the jurisdiction of the SEC. Accountants should be aware of potential
criminal violations involving advice on tax matters.

2. 18 USC 371. In the crime of conspiracy, the government needs to find an agreement
which is followed up with an overt act to implement the conspiracy. The crime usually
takes the form of supplying false statements, either written or orally. A conviction under
this provision was obtained in the 11™ Circuit in 2005 when the IRS found a conspiracy
committed by Greater Ministries International Church (GMIC). In Whitfeildz the
Supreme Court found the defendant and others operated a “gifting” program that took in
$400 million between 1996 and 1999. The purpose of this too-clever sham was to
generate revenues with the investors’ money through overseas investments such as gold,
diamond mining and other commodities. GMIC promised to give the investors double
their investment in a year and a half. These claims proved to be false. GMIC kept no
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promises, had zero assets and kept $1.2 million for themselves. The sham not only
failed, but resulted in severe criminal convictions of over ten years in prison for all five
defendants involved.

3. 18 USC 1001. Convictions under this statute provide penalties for making oral or written
false statements. This statute is so broad that prosecutions brought under this provision
must be approved by high officials in the Justice Department. In fact, the government has
lost most of the prosecutions brought under 1001 for one reason or another. However, in
Stewart’, the celebrity style setter, Martha Stewart, was convicted of lying to a
government official about a stock sale. The 2™ Circuit Court of Appeals ruled that 1001
would still be applied and her five month sentence withstands. "The experience of the
last five months ... has been life altering and life affirming," said Stewart upon her release
in March of 2005 (Hancock, 2005).

The crimes discussed above are felonies, all of which can carry prison sentences of up to
five years and/or fines of up to $250,000 per individual and $500,000 for corporations (Related,
2008). There are not too many convictions under these provisions, because the government
usually chooses to proceed under the more specific Internal Revenue Code provisions.
Taxpayers and advisors should, however, take notice of the stiff prison sentences. In appropriate
cases, the IRS has chosen to proceed under these provisions.

THE MAJOR CRIMINAL TAX STATUTES

The most utilized Internal Revenue Code sections in order of importance to the
government in prosecuting tax crimes are sections 7201, 7203, and 7206(1). The penalties and
major elements of these crimes are summarized in Table 2.

As a deterrent to these tax crimes, the Tax Equity and Fiscal Responsibility Act of 1982
(TEFRA) significantly increased the maximum potential fines, and these were further enhanced
by the Sarbanes Oxley Act in 2002. Before TEFRA, a separate fine for corporations did not
exist. Before Sarbanes Oxley, the maximum fines were $100,000 under 7201 and 7206(1); and
only $25,000 under 7203). As noted in Table 2, fines now can run as high as $500,000 for
corporate violations (Related, 2008).

Willfulness is considered the most important element in any of the major tax crimes; it is
also common to all of these crimes. Willfulness is the element which distinguishes criminal from
civil tax crimes. Willfulness is often proven circumstantially through such omissions as a pattern
of not filing or understating income. The commission of tax crimes includes such activities as
keeping a double set of books, preparing false entries or invoices, giving false explanations
during audit, using fictitious nominees in bank accounts or the destructions of books and records.
Statute 7206(2) deals with aiding and assisting other taxpayers; while this section is not often
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used, management accountants should be aware of its existence. It carries the same penalties as
Statutes 7206(1). Activities such as covering up for employers by backdating records or altering
documents should be avoided at all costs.

Table 2: Summary of Major Tax Crimes

7201 7203 7206
Type of Crime Felony Misdemeanor Felony
Proscribed activity Tax Evasion Failure to File False Statements
Maximum Penalties
Prison Term 5 years 1 year 3 years
Fines
Individuals $250,000 $100,000 $250,000
Corporations $500,000 $100,000 $500,000
Tax deficiency Deficiency not an element Deﬁcwncy not an eilerpent
. . Perjured and material item
Elements of the Crime Attempt to evade Need gross income .
. . with knowledge
Willful Willful .
Willful

In the early development of the criminal tax laws the Supreme Court indicated that one
had to have “a motive” to run afoul of the willfulness element. However, the current standard
does not require proof of “motive.” A willful act is done “voluntarily and intentionally and with
the specific intent to do something which the law forbids.” * All that is needed is an intentional
violation, done voluntarily, of a known legal duty.

Proving the Case

The courts accept various methods in establishing the underpayment of a tax. The burden
of proof is on the government with all these methods; this proof must be beyond reasonable
doubt. The most often used methods are:

I. Specific Item. If the government can establish that specific items have been left off the
return, it has a relatively easy case to present to the jury. This evidence must therefore be
direct, and not be based on inferences. The government usually establishes this proof
through the taxpayer’s own records or through third party records and/or testimony.

2. Net Worth. The courts have defined net worth as the excess of the actual cost of the
acquisition of a taxpayer’s assets over liabilities on any given date. If the increases in net
worth are not due to loans, inheritances, or other nontax items, the court will infer that the
increase came from omitted income. The biggest problem the government has in proving
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increase in net worth is determining the amount of the beginning cash on hand—often
referred to as the cash hoard. This method, along with the remainder of the methods
discussed in this section, is based on circumstantial evidence, and is therefore more
difficult to prove than the specific item approach.

3. Bank Deposits. In this method the government examines bank deposits and cancelled
checks. The taxpayer’s deposits, which are reasonably determined to be included in
income, must exceed expenses; then the remainder is assumed to be the taxpayer’s
income. The government needs to show there is the appearance of business activity with
regular and periodic deposits. The IRS must also analyze deposits in order to eliminate
loans, redeposit, transfers, and other non-income items. Once the government has
established a lucrative activity, the assumption is that there is income with the burden
shifting to the taxpayer to explain any differences.

4. Expenditures. This variation of the net worth method often occurs when expenditures
exceed reported income. The taxpayer usually lives lavishly with large amounts spent on
such items as travel, clothes, and entertainment.

TAXPAYER RIGHTS AND DEFENSES

While the government should be given the proper tools to enforce the tax collection
process, taxpayers’ rights also should be respected. One of the big concerns is whether the
accused’s constitutional rights were violated, especially his Fifth Amendment rights dealing with
self-incrimination.

The Supreme Court in Bellis® indicated that the records of a collective entity, such as a
corporation, must be produced, even though their contents might be incriminating. However, the
court indicated the Fifth Amendment rights would protect purely personal papers of taxpayers
and the records of their sole proprietorships. This latter protection seems to be eroding in some
circuits in view of some of the recent lower court decisions. For example, in Fox®, Dr. Fox, a
New York physician, was required to produce the records of his proprietorship because these
documents were required to be maintained by law. It is not known why the lawyers did not
argue the notions enunciated in Bellis. The 2™ Circuit Court of Appeals concurred with the
original ruling in Fox, stating that they saw no need to consider the matter further.

In O Henry’s® the government recognized the fact that even in a routine investigation an
IRS agent might incriminate the taxpayer and therefore have violated their fifth amendment
right. Therefore, the taxpayer should be weary of answering questions by government officials
and giving up documents flippantly. Taxpayers also have to be careful about procedures in
responding to an IRS summons. In Rylander’, a corporate president failed to appear at the initial
summons hearing to assert his Fifth Amendment self-incrimination rights and his inability to
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produce the corporate records. The Supreme Court indicated it was too late to complain about
such matters at the contempt hearing.

The taxpayer also may be able to establish a strong defense in a particular case. Probably
one of the main defenses would be the failure of the government to establish a strong case on
willfulness. If the taxpayer can show his actions were based upon a reasonable construction of
the law, that would go a long way to establishing a lack of willfulness.

MANAGEMENTS ACCOUNTANTS’ RESPONSIBILITIES

Internal accountants need to be mindful of the tax crimes discussed here primarily
because of implications for their employers. Management accountants, however, should make
sure they do not intentionally or willfully involve themselves in criminal activities.

Management accountants should not only discourage their employers from illegal acts,
but also should avoid criminal violations themselves. Covering for employers by backdating
records or altering documents, among other dubious acts, should be avoided at all costs.
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HOW “CYBERSAFE” ARE THE BRICS?
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ABSTRACT

In 2001 a chief economist at Goldman Sachs, Jim O'Neill, theorized that by 2035, the
combined GDP of the BRIC economies, Brazil, Russia, India and China, would exceed the
combined GDP of the G7 countries (Canada, France, Germany, lItaly, Japan, UK., and the
U.S.). It was further predicted that by at least 2050, the BRIC bloc of emerging markets will
dominate the global economy. Accepting the validity of these economic predictions, this article
considers the implications of BRIC market dominance for the global private business sector in
the field of cybersecurity. Specifically, based upon a demonstrable lag in the development of the
respective BRIC domestic legal infrastructures in the fields of cybersecurity and the protection of
intellectual property, how should business assess the degree of asset risk exposure attendant to a
market entry strategy aimed at increased BRIC penetration? Simply put, how cybersafe are the
BRIC:s for global business?

KEY WORDS: BRIC economies, cybercrime, intellectual property, Convention Against
Cybercrime, asset risk assessment, asset risk management

INTRODUCTION

In 2001 a chief economist at Goldman Sachs, Jim O’Neill, theorized that by 2035, the
combined GDP of the BRIC economies, Brazil, Russia, India and China, would exceed the
combined GDP of the G7 countries (Canada, France, Germany, Italy, Japan, U.K., and the U.S.)
(O’Neill, 2001). It was further predicted that by at least 2050, the BRIC bloc of emerging
markets will dominate the global economy (Wilson and Purushothaman, 2003). Accepting the
validity of these economic predictions, this article considers the implications of BRIC market
dominance for the global private business sector in the field of cybersecurity. Specifically, based
upon a demonstrable lag in the development of the respective BRIC domestic legal
infrastructures in the fields of cybersecurity and the protection of intellectual property, how
should business assess the degree of asset risk exposure attendant to a market entry strategy
aimed at increased BRIC penetration? Simply put, how cybersafe are the BRICs for global
business?

In order to gauge asset risk exposure due to unauthorized cyber-penetration of intellectual
property, a species of global theft, the article examines the magnitude of the global economic
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threat posed by cybercrime and the existing international and domestic legal intellectual property
(IP) protections afforded foreign private sector companies doing business in each respective
BRIC country. The article concludes that intellectual property is not cybersecure because BRIC
countries do not offer concise and meaningful legal protections in the form of enforceable legal
rights nor do these countries demonstrate a present or future commitment to multilateral treaty
initiatives aimed at minimizing economic risk. Thus, any business contemplating increased
market penetration into the BRIC bloc should factor in both the risk to its internal systems
security and/or the possibility of conversion of its trade secret and copyright assets through
unauthorized cyber-penetration. The weight to be accorded to this cybersecurity risk assessment
factor will depend upon several variables, including but not limited to: the type of intellectual
property, the measures required to adequately protect the interest given the choice of market
entry strategy, and the asset value of the interest to the company.

Generally, risk assessment is undertaken to achieve efficient risk management. Indeed,
the management of international business is frequently characterized as the management of risk
(Schaffer, Earle and Agusti, 2008). This article contributes to the assessment of risk in three
ways. First, it provides increased awareness of a particular global economic threat to enable the
private sector to engage in a smarter cost/benefit analysis about competing market entry
strategies. Second, it provides a dialogue helpful to the analysis of the choice of the appropriate
market entry strategy given the nature and complexity of the risk. Finally, the private sector, as a
crucial stakeholder, can assume a more efficient participatory role in the development of
economic and legal policies given a greater understanding of this global business problem. Just
as O’Neill prognosticated that “it is time for the world to build better global economic BRICs,” it
follows that it is time for the world to build better global cybersafe BRICs in the interest of
global commerce.

This article is also intended to expand the prior research of Bird and Cahoy which
focuses upon the failure of BRIC nations to enforce internal domestic laws prohibiting the
unlawful conversion of intellectual property rights in the pharmaceutical industry. The research
concludes that the failure of enforcement of patent protections by BRIC nations undermines
global competitiveness (Bird, 2006; Bird and Cahoy, 2007). The more recent research of
Kapczynski revisits India’s pharmaceutical sector concluding that India has managed to side step
the plain intent of the TRIPS treaty (Agreement on Trade Related Aspects of Intellectual
Property Rights)! which is to afford the foreign private business sector adequate intellectual
property protection (Kapczynski, 2009). Kapczynski likewise addresses the same enforcement
problem but from the perspective of India’s failure to implement mandatory domestic treaty
harmonization under TRIPS to achieve multilateral goals.

This article expands the analysis beyond the failure of BRIC countries to enforce
domestic laws affer the occurrence of unauthorized access to intellectual property, to the larger
perspective of the kind and quality of legal protections offered by the BRICs, as part of an
existing legal infrastructure, at the point of market entry. The prior scholarship well describes the
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absence of a private sector global or domestic legal remedy to redress economic harm based
upon an implicit, albeit unexamined assumption that BRIC countries have enacted enforceable
legal rights in the first instance. However, the inability of the private sector to redress economic
harms may be merely symptomatic of a deeper systemic problem. That problem is the absence of
a concise and meaningful legal infrastructure that creates protectable legal rights, the absence of
which negates any real prospect of enforcement of a remedy. Without an enforceable legal right,
there is no legal remedy. The consequences of these gaps in infrastructure have led to increased
cybercrime, which the U.N. Crime Congress has blamed for “damaged economies and State
credibility impeding national development” (UN Press Report, 2010). Thus, the harm is shared
alike by private and public sector stakeholders.

The current ambiguities and omissions in the respective BRIC legislative profiles
demonstrate an intentional strategy, common to lesser developing countries (LDCs), to side step
global initiatives designed to protect foreign private sector business operations (Kapczynski,
2009). The wisdom of that LDC strategy is not subject to debate in this article. Instead, this
article provides an in-depth review of the current BRIC domestic legal infrastructures and how
those legislative paradigms may impact business economic risk given the anticipated increase in
BRIC market penetration and the current unwillingness of BRIC countries to revise the strategy
of non-conformity with global multilateral initiatives.

The article is organized in six sections. The first section briefly summarizes the economic
“dream theory” that first envisioned the BRIC bloc. The second section illustrates the serious
economic consequences to the global private business sector of unauthorized cyber-penetration
of particularly vulnerable IP assets, including trade secrets. Here, violators can situate
themselves in “data safe havens,” like the BRICs that do not offer meaningful cyber security
prohibitions or in lesser developing countries that have no unlawful access prohibitions at all,
and merely by the press of a button steal business trade secrets with impunity. Because the ease
of cyber-penetration will only be facilitated by increased entry into local BRIC markets, the third
section examines the value of incorporating a cybersecurity risk assessment factor in the global
risk management decision making process. The fourth section provides an explanation of the
salient features of the Convention Against Cybercrime [“Convention™], and a corresponding
BRIC country by country assessment of the current level of multilateral cyber-protection offered
in the domestic legal infrastructure, if any, by each BRIC country relative to the goals of the
Convention. The fifth section provides a second tier BRIC country by country assessment of the
current level of domestic trade secret protection offered in the current legal infrastructure, if any,
by each BRIC country and how the absence of meaningful intellectual property protection can
magnify cybersecurity risk. Simply, violators can both “hack and steal” with impunity. Finally,
the article provides a recommendation urging BRIC accession to the Convention and compliance
with the mandate of treaty harmonization through internal domestic legislative revision.

The article’s research methodology provides a quantitative framework through the
collection and synthesis of data contained in several global cybersecurity studies. It also
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examines the Council of Europe (CoE) country by country assessment surveys comparing the
existing domestic legal infrastructure in each BRIC country with the requirements of the
Convention. Because none of the BRICs satisfy the treaty mandates, the second tier analysis
addresses the quality of existing laws and regulations by profiling the respective domestic trade
secret legislation in each BRIC country. This in-depth study surveying the content of current
domestic trade secret protections afforded to the private business sector by the BRICs adds
unique insight into the available global data analysis and facilitates the process of asset risk
management. Given that business risk can neither be wholly eradicated nor ignored when
making investment decisions, the article provides a useful understanding of both law and policy
in the risk management process.

In conclusion, the article underscores the importance of the rapid accession by each of the
BRIC member states to the Convention as a means of minimizing the cybersecurity risks
attendant to foreign companies doing business in the BRICs. Nation state accession to the
Convention is critical because it is the only binding multilateral treaty addressing the threat of
international cybercrime and criminal offenses related to theft of intellectual property and the
breach of internal company systems security in the global marketplace (CoE, 2001). Here,
multilateral cooperation is necessary to the future success of global trade and future global
economic integration, a task too formidable for the private sector to undertake in isolation.
Parenthetically, the Kapczynski research documents the failure of treaty harmonization under the
earlier TRIPS agreement in India’s pharmaceutical sector concluding that India’s IP laws do not
match the requirements of TRIPS. Whether the implementation of the Convention through
harmonization will be more successful than the TRIPS experience in the BRICs is addressed
briefly in this article relative to recent UN multilateral negotiations in 2010. However, it remains
the topic of future research should the BRIC bloc ever accede to the Convention. An old English
proverb perhaps best describes the current global multilateral environment: “A man maie well
bring a horse to the water, But he can not make him drinke without he will (Heywood, 1546;
Folcroft Library Edition, 1972).

“DREAMING WITH BRICS”

In 2001, Jim O’Neill, a global economist, dreamed up an interesting prediction. He
coined the acronym, BRIC, and provided an economic snapshot of the global economy in 2050
(O’Neill, 2001). His economic model postulated that in approximately 2035, the combined GDP
of the BRIC countries would become bigger than that of the G7. The basic tenet was that if the
four BRIC countries “embrace the productivity that accompanies global trade and globalization,
given that they have such a large number of people, they’re likely to become big” (Fortune,
2009). In 2003, the theory was released to the public in a second report, “Dreaming with BRICs:
The Path to 2050” (Wilson and Purushothaman, 2003), setting off what O’Neill characterizes as
an “explosion” of interest in the international corporate community.
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The BRIC countries quickly acknowledged their new found global identity and convened
their first joint economic summit on June 16, 2009 in Ekaterinburg, Russia. By the time of the
summit, the economic figures were in. Between 2002 and 2007, annual GDP growth averaged
3.7 percent in Brazil, 6.9 percent in Russia, 7.9 percent in India, and 10.4 percent in China (Hult,
2009). The economists interpreted these figures as proof of their “dream theory,” that the
combined growth trends were developing to outpace the GDP growth of the G7 in the coming
decades as predicted.

The Joint Statement issued by the BRIC members after the close of the first summit
focused on the need for global reform of business and financial institutions in the international
trade and investment environment grounded in a developed legal and economic infrastructure:

We are convinced that a reformed financial and economic architecture should be
based, inter alia, on the following principles: democratic and transparent
decision-making and implementation process at the international financial
organizations; solid legal basis; compatibility of activities of effective national
regulatory institutions and international standard-setting bodies... strengthening
of risk management and supervisory practices. We recognize the important role
played by international trade and foreign direct investments in the world
economic recovery. We call upon all parties to work together to improve the
international trade and investment environment. We urge the international
community to keep the multilateral trading system stable... (Joint Statement,
2009).

While BRIC rhetoric calls for multilateral legal and economic co-operation and more
democratic transparency in the global markets, the bloc’s actions both before and after the
summit tend to reveal its real intentions. None of the four countries has yet to sign or ratify the
Convention Against Cybercrime of the Council of Europe (CoE).

Moreover, an examination of each BRIC country’s current internal legislative profile
reveals a less than enthusiastic effort to enact domestic laws to strengthen risk management and
intellectual property protection. This lack of developed legal infrastructure in the BRIC
countries is discussed in greater detail below. It is the absence of a developed legal infrastructure
to detect and prevent unauthorized cyber-penetration which amplifies the economic
consequences to global business and should be accounted for in a risk factor analysis.
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UNDERSTANDING THE THREAT:
THE ECONOMIC CONSEQUENCES OF CYBER-PENETRATION
AND CYBERCRIME

Defining the Contours of Cybercrime

As with most substantive crimes, there is no internationally recognized legal definition of
cybercrime. Instead, the Convention uses functional definitions identifying general offense
categories as the accepted norms (United Nations Manual, 1995). The targeted unlawful conduct
under the treaty falls into several generally recognized categories: fraud by computer
manipulation, computer forgery, unauthorized access to computer systems and services,
unauthorized reproduction of legally protected computer programs, child pornography, and the
use of computers by members of organized crime and terrorist groups to commit traditionally
defined offense conduct. This article focuses specifically on the business problem of
unauthorized access to computer systems and services and the resulting theft of intellectual
property including trade secrets and other forms of intellectual property.

The Council of Europe views cybercrime as a species of organized crime that “is a threat
to human rights, democracy and the rule of law.” The report observes that cybercrime represents
the “fastest growing” category of crimes in many countries (CoE Report, 2004).

There can be no doubt that cybercrime is broad based and must be addressed at the global
level due to increasing network dependency in the global marketplace and the proven inability of
the private sector to control that security threat in isolation. The U.S. Department of Justice
sums up the expansive nature of the threat and its own concerns for the future integrity of the
Internet as continuing means of conducting business and communication:

The United States is heavily dependent on computers that are networked, and it
offers many targets across every sector of society. Attacks on computer systems
supporting the military, satellite networks, transportation and communications
systems, and large utilities pose a constant threat to our critical infrastructures and
hence our national security. Criminals in foreign countries also have penetrated
computer systems of major U.S. financial institutions and stolen large sums.
Numerous cases of credit, debit and ATM card fraud, telemarketing fraud, and
copyright piracy have caused significant losses for U.S. individual and corporate
victims. Finally, the Internet has greatly facilitated communications among
criminal and terrorist organizations and physical-world crimes such as murder,
stalking, bomb threats, extortion, and narcotics trafficking. In short, if left
unchallenged, computer crime poses a serious threat to the health and safety of
our citizens, and may stifle the Internet’s power as a tool to communicate, engage
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in commerce, and expand people’s educational opportunities around the globe.
(DOJ, 2010).

The “Cost” of Doing Business

To put the global economic threat to business in perspective, an advisor to the United
States Treasury Department estimated in 2004 that the financial damages associated with global
cybercrime incidences exceeded the estimated profits of $105 billion from illicit global drug
sales for the same period (Reuters, 2005). The problem has worsened over time.

On a global scale, who is a target? Country size is clearly not a determinative factor.
Even businesses operating in small countries are not safe. Almost universally, studies show a
high incidence of cybercrime infiltration in the international business community. Consider the
statistics offered by various country law enforcement studies. In 2006, the Information Systems
Security Association, ISSA, along with the UCD School of Computer Science, conducted an
Irish Cybercrime Survey to determine the impact of Cybercrime on Irish business organizations
(ISAA/UCD Survey, 2006). Was there truly a risk? Ninety-eight percent of the survey
respondents reported cybercrime penetration in their respective business environments. The
report concluded that the incidences of cybercrime in the Irish business community were
“virtually universal.” In terms of dollars and cents or pounds and euros, how does the problem
affect the bottom line? In other words, how significant is the problem in terms of profitability?
In the survey response, 76% reported single incidents that cost in excess of £5000 to remedy,
while costs of over £100,000 were incurred by 22% of the responding business organizations.
There are other ways to impact the bottom line. In fact, 89% of the responding companies
reported loss of productivity as a result, 56% reported loss of data. An additional 44% reported
the departure of employees through termination or resignation as a result of the offending
conduct. So, what can we conclude about Ireland? At least two things: the problem is pervasive
and it is expensive.

A similar annual survey conducted by the Department of Trade and Industry in the UK
corporate business community in 2006 disclosed that 62% of the business survey respondents
reported incidences of cybercrime penetration. Of those reported, 87% of the incidences were
reported by large companies. The aggregate incidence cost figures, prepared by
PricewaterhouseCoopers, were in excess of ten billion pounds per annum (Department of Trade
and Industry UK, 2006).

In a report prepared by the Belgian Federal Judicial Police, the statistics for 2007 reflect
an increase of 725% in offenses on the Internet when compared to 2002 (Belgian Cybercrime,
2008). Finally, the 2005 FBI Computer Crime and Security Survey reported that 87% of
company survey respondents reported various types of cybercrime incidences in American
companies. Based on the per incidence losses reported in response to the survey, the FBI
estimated a total annual loss of approximately $67.2 billion per year or $7.6 million per hour.
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The FBI was careful to point out that these are conservative estimates (FBI Computer Crime
Survey, 2005).

Source Data: Tracking the Perpetrators

The FBI study also sought to trace the countries that were the most common source of the
intrusion attempts. Here, the report disclaims the accuracy of these particular statistics because
identification of a particular country source may not be conclusive since computer hackers often
use proxies and Trojanized computers in other countries to mask their identity and make
detection difficult. The report notes that an example of this type of “stepping-stone attack™ would
be a Romanian hacker who uses a proxy computer in China to access a compromised computer
in the United States. The U.S. based computer would then be used to perform the computer
intrusion and that U.S. based computer would then appear to be the country source of origin.
Thus, a company investigating the incident may falsely conclude that the source was within the
United States when the attack actually originated in China.

In any case, while 36 countries of origin appear on the FBI list compiled from the survey
responses, eight of the countries appeared to be the source for approximately 80% of the U.S.
company intrusions, including: China, Russia-Romania, Brazil, the United States, Nigeria,
Korea, and Germany. Parenthetically, only three of those countries, the U.S., Germany, and
Romania, are Convention signatories. Two of the countries, the U.S. and China, appear to be the
source of over 50% of the reported company intrusions. Again, the FBI report points out that
“difficulty tracking IP addresses and prosecution in China combined with other economic,
military, and political concerns make this an unusually troubling statistic, especially when
considering the potential impact of industrial espionage and state sponsored cyber warfare
efforts” (FBI Computer Crime Survey, 2005). Three of the BRICs combined, China, Russia-
Romania, and Brazil, appear to account for over 30% of the reported U.S. company intrusions.
Thus, these statistics establish that three of the countries in the BRIC bloc are currently operating
as “data safe havens.” They may also operate as steeping-stone intermediaries to distort U.S.
country source of origin statistics for cyber-penetration masking the magnitude of the global
threat to U.S. cyber security. Parenthetically, it is unlikely that the converse is true because the
U.S. is not a data safe haven and therefore, would not be conducive to stepping-stone operations.

One of the most dramatic recent studies illustrating the technique of steeping-stone cyber
penetration appeared in Canada in a joint report issued by the University of Toronto, Citizen
Lab, Munk School of Global Affairs and an Ottawa based operational consultancy company,
SecDev Group in 2009 (University of Toronto & SecDev Group, 2009). The report outlines a
ten-month investigation that focused on allegations of Chinese cyber espionage against the
Tibetan community, including the Dalai Lama. The report documents a vast network of
compromised computers, including at least 1,295 spread across 103 countries. Thirty percent of
the compromised computers were classified as “high value” targets, including ministries of
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foreign affairs, embassies, international organizations, and a computer located at NATO
headquarters.

This report was quickly followed by another from the same group focusing on the misuse
of social networking and cloud computing platforms, including Google, Baidu, Yahoo!, Twitter
and several traditional command and control servers (University of Toronto & SecDev Group,
2010). The stepping stones were revealed to the researchers who were able to piece together
some evidence of the location and possible associations of the hackers. However, the actual
identities and motivations remain unknown. In short, the investigation located the “shadow of
attribution in the cloud” but no positive identification. The main findings of the second survey:
1) disclosed evidence of a cyber-espionage network that compromised government, business,
and academic computer systems in India, the Office of the Dalai Lama, the United Nations and
other still unidentified computer networks; 2) recovered “restricted” and “top secret” documents
generated by the Indian government; 3) recovered data submitted to Indian diplomatic missions
in Afghanistan; 4) disclosed evidence of compromised security systems that made use of freely
available social media system that include Twitter, Google groups, Yahoo! and others; and, 5)
produced evidence linking the hackers to a massive underground network in Chengdu, China.

BRIC Perpetrators

In 2009, researchers at the University of Brighton published a report concluding that
“Russia, China and Brazil are world leaders in cybercrime, with groups and individuals in India
powering up to compete” (Rush, Smith, Kraemer-Mbula, Tang, 2009). Studies show that China
has the most Internet users in the world which has facilitated an exponential expansion of
cybercrime. The China Internet Network Information Center reports that as of December 2009,
the number of Chinese Internet user reached 384 million, an increase from the previous year by
28.9% (CINIC, 2010). The existing Chinese legal infrastructure, which is largely modeled on a
system of reactive legislation, is insufficient to address the magnitude of the problem (Qi, Wang,
and Xu, 2009).

The Brighton Report likewise identifies China as a major player in the cybercrime
network relying upon the statistics compiled by the University of Toronto, Citizen Lab, Munk
School of Global Affairs and the SecDev Group in 2009 (University of Toronto & SecDev
Group, 2009). However, the Report adds significant data regarding Brazil, Russia and India.

The Brighton Report states that more recently, Brazil has emerged as a “significant player on the
global cybercrime stage and can be best described as a ‘cesspool of fraud.” The main cause is
attributed to the fact that “Brazil lacks any form of effective legislative framework to combat
cybercrime.” The statistics are palpable: the number of cyber-attacks has continued to escalate
in Brazil, according to the country's Computer Emergency Response Team (CERT), from 68,000
in 2005 to 222,528 in 2008. Moreover, from January to March 2009 the attacks reached 220,000
almost the total accumulated figure for 2008. The majority of the cyber-attacks are fraud-related
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(80 per cent of the attacks), and most are originated locally (93 per cent originated in Brazil)
(Rush, Smith, Kraemer-Mbula, Tang, 2009:34).

Further, dubbed “the mother of cybercrime,” the Russian Business Network (RBN) has
been linked by security firms to child pornography, corporate blackmail, spam attacks and online
identity theft, although most Russian cybercrime is directed to financial fraud, particularly
through botnets (collections of compromised computers) and phishing. The Report notes that
according to VeriSign, one of the world’s largest Internet security companies, RBN, an Internet
company based in St Petersburg, is “the baddest of the bad.” RBN (Russian Business Network)
is not easily detected. It has no legal identity; it is not registered as a company; its senior figures
are anonymous, known only by their nicknames. Its websites are registered at anonymous
addresses with dummy e-mails. It does not advertise for customers. Those who want to use its
services contact it using Internet messaging services and pay with anonymous electronic cash.
VeriSign estimates that a single scam, called Rock Phish (where Internet users were defrauded
into entering personal financial information such as bank account details) made $150 million in a
year.

In India, the Brighton Report notes there has been a leap in cybercrime in recent years —

reported cases of spam, hacking and fraud have multiplied 50-fold from 2004 to 2007.
The Report voices real concern about the security of companies in Europe and the U.S. that are
increasingly outsourcing IT functions and software development tasks to India, Brazil, Russia
and Eastern Europe in order to take advantage of good IT skills and lower wages. “Yet this
phenomena (offshore outsourcing), has raised new concerns about the security risks involved,
where access to valuable financial information can provide an opportunity for different actors to
enter the cybercrime business” (Rush, Smith, Kraemer-Mbula, Tang, 2009:35).

EVALUATING THE QUALITY OF STUDIES AND DATA REPORTS

Despite the global consensus that cybercrime is a serious epidemic with demonstrable
economic damage to the private and public sectors, the data still remains difficult to compile and
compare. For example, the Brighton Report observes that cybercrime data is far from
straightforward. No reliable ‘official’ statistics exist yet. Although many associations and groups
regularly publish their own estimates, they are impossible to compare. Moreover, the reliability
of these figures is regularly criticized as over or under estimating the true picture, depending
upon the vested interests of the organization responsible (Rush, Smith, Kraemer-Mbula, Tang,
2009).

However, the difficulty of accurate data collection has much to do with the private sector
itself. Many of the studies generally represent only the tip of the proverbial iceberg because
many businesses refuse to acknowledge infiltration and a security breach. Simply put,
cybercrime has become businesses’ best kept secret (Weismann, 2010). It is not surprising that
companies don’t like to publicly disclose either that some unidentified hacker obtained
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confidential information about their customers or that their most valued trade secrets are floating
around in the public domain (Parliamentary Office of Science and Technology, 2006). These
kinds of disclosures harm business reputation and, where publicly traded, stock values can suffer
adverse consequences.

The problem takes on a wholly unique dimension when considered against the backdrop
of transborder incidences. Here, the cybercriminal has the real advantage over the private sector.
Cybercrime does not require an actual commercial transaction or theft of tangible goods. Cyber-
penetration may be likened to a disease epidemic that can transcend borders without detection. It
can happen electronically through the mere touch of a button and without triggering a single
alarm. Ironically, the Canadian report remarks that “documents and data are probably safer in a
file cabinet, behind the bureaucrat’s careful watch, than they are on the PC today” (University of
Toronto & SecDev Group, 2010).

Data safe havens add to the ease of business interruption and the inability to collect data
due to the absence of legal infrastructure and no formal governmental mechanism to track
incidences of cybercrime. In fact, the studies show that most incidences of cybercrime in the
business environment are discovered purely by accident. Most businesses do not have internal
security able to detect technologically advanced intrusions (ISAA/UCD Survey, 2006). Indeed,
with the advent of technological development, the experts consider the cybercriminals well
ahead of legitimate businesses in terms of developing global strategies (Sieber, 1997).
Numerous high profile cases of attacks on Google and other American companies documented in
2009 confirm the uniformly accepted conclusion that “these attacks are becoming the norm
rather than an exception” (University of Toronto & SecDev Group, 2010).

Not surprisingly, the most common data safe havens are situated in developing nations.
The reasons are fairly straightforward. Many developing nations lack stable political and legal
infrastructures. The absence of infrastructure significantly contributes to the inability of
developing nations to legislate such complex legislation in the first instance, much less engage in
meaningful enforcement efforts. The result is that individual corporate strategies are relatively
impotent in resolving transborder criminal activity (Weismann, 2010). Public institutions
contribute to the problem as well by adopting new technologies faster than the procedures
needed to deal with the transparency and accompanying vulnerabilities they introduce
(University of Toronto & SecDev Group, 2010).

These studies illustrate the real difficulty faced by the private sector in adequately
policing and self-protecting against global IP cyber theft. For that reason, multilateral co-
operation assumes greater importance in the effort to minimize commercial risk. An example
where multilateral efforts have succeeded in market risk management was the accession to the
Convention for the Sale of International Goods (CISG). The CISG provides a code of
international sales law designed to protect the integrity of international sales and financing
arrangements and provides stable trade relations in the global marketplace. As of 2010, 76
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countries have signed the treaty. The Convention Against Cybercrime offers a similar solution to
commercial instability created by increased incidences of cybercrime.

THE VALUE OF CYBERSECURITY RISK ASSESSMENT

Given the relative inability of the private sector to combat the problem in isolation, two
questions arise. First, how does the cybersecurity risk assessment factor differ from other types
of economic risk assessments attendant to global investment decisions?  Second, can
cybersecurity risk assessment ameliorate the risk of cybercrime in the private sector?

Regarding the first question, the difference lies in the depth of understanding the
problem. Whereas the private sector may be well informed as to certain risks attendant to trade
and foreign investment such as public corruption, terrorism, currency fluctuation, risk of
expropriation and nationalization and the like, it is less well informed when it comes to the
intricacies of global regulation, or absence thereof, in the areas of cybersecurity and intellectual
property. Certainly, the perils of many known economic risks were learned more through
experience in the global “school of hard knocks” than through advanced measures or planning.
In such instances, risk assessment did not always precede entry into the market.

Indeed, hard learned experience through palpable economic harm has to a certain degree
forced the private sector to rethink its market entry strategies. It is certainly no coincidence that
by 2008, 52% or 1.63 trillion of U.S. foreign direct investment was tied up in the European
Union as compared to approximately 500 billion invested in China, India, Mexico, Brazil and
other LDCs combined for the same period (UNCTAD's World Investment Report, 2009). This
has been the historical trend since the late 1980°s (Hackmann, 1997).

Of the three most common market entry strategies, trade, licensing and direct foreign
investment, trade continues to be the most prevalent form of market entry strategy for the private
sector. On the risk continuum, trade carries the least amount of risk exposure which increases
with licensing and is the most prominent with direct foreign investment. As to the second
question, risk assessment requires, at a minimum, an understanding of the problems attendant to
the particular market entry strategy and can provide a means to ameliorate the threat. In the case
of cybersecurity, a company may conclude that the absence of BRIC block protection is a risk
that it is willing to accept. On the other hand, knowing that BRIC protection is practically non-
existent, the company may select a more risk averse market entry strategy better suited to its own
capabilities in controlling the use of its intellectual properties. For example, in the case of
pharmaceuticals, the absence of patent protection and enforcement has forced a hasty retreat by
the U.S. pharmaceutical industry from licensing strategies in the higher risk LDC markets
(Kapczsynski, 2009).

It does not follow that the private sector will ignore risk assessment where the problem
seems relatively uncontrollable and simply invest in LDC markets to maximize opportunity and
growth. Where companies are publicly traded, board accountability to investors remains a
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powerful force in the assessment process, particularly where asset value depends in part on asset
protection.

Additionally, a non-assessment strategy is belied by the constant pressure that the United
States is already placing on the BRICs and other LDCs through the WTO to conform to IP
regulations provided for in the TRIPS agreement as evidenced in the pharmaceutical industry.
Additionally, global pressure on the BRIC countries to join the Convention at the recent UN
2010 conference in Brazil has increased although without much success.

At the same time, because of the speed of technology and the fast paced development of
economic opportunity, arguably the private sector does not have the luxury to wait out the
development of BRIC infrastructure and forego lucrative global investment opportunities. Yet, it
does not follow that participation in the BRIC market under these circumstances means that the
private sector is ignoring the problem or is exhibiting a general willingness to invest despite
known risk. Competition and innovation operate on a time clock that is not in lockstep with
treaty developments. The logical corollary is not that business should, therefore, ignore the
problem. Instead, the threat to intellectual property through cybercrime should be assessed in
terms of potential economic harm. Business needs to be aware of the stages of multilateral
developments that may impact investment decisions. In this way, the private sector can assume
its role as a better informed global stakeholder and participate in global policy development.

Finally, the private sector may find that a less risky market entry strategy such as trade, as
opposed to a more intrusive strategy of DFI, will on balance produce acceptable levels of profits
while limiting the risk of IP conversion. Concededly, no treaty or law will ever provide full
proof risk prevention. However, the cost/benefit analysis attendant to different market entry
strategies may ameliorate the anticipated consequences of increased BRIC bloc penetration
through more efficient risk management.

Complexity in the global marketplace should not signal retreat. It does, however, require
better informed business decisions leading to more efficient risk management until such time as
the problem can be resolved through multilateral efforts.

THE CONVENTION AGAINST CYBERCRIME

Many skeptics complain that global regulation through multilateral treaty may be
relatively ineffective at eradicating unauthorized cyber-penetration due to the relative ease of
committing the crime from undetected source locations. There is no question that laws and
regulations seldom eradicate all unlawful behavior. Most countries have laws against bank
robberies. Obviously, there are still bank robbers. However, the criticism misses the mark. It is a
question of assessing risk not a question of assessing the probability of absolute eradication of
the problem. The importance of multilateral legal cooperation is to provide deterrence and a
formal mechanism for international transborder cooperation in the investigation and prosecution
of cybercrime. In countries where there is no prohibition and/or enforcement infrastructure

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 74

against unauthorized systems access, hackers may operate openly and notoriously and without
fear of retribution. Without legal deterrence and the ability to engage in unobstructed cross
border investigations, the risk assessment is greater. The United States Department of Justice
explains the value of the Convention in that “the United States has much to gain from a strong,
well-crafted multilateral instrument that removes or minimizes the many procedural and
jurisdictional obstacles that can delay or endanger international investigations and prosecutions
of computer-related crimes” (DOJ, 2010).

Explanation of Provisions

From the perspective of international relations, the Convention is unquestionably unique,
signaling a new direction in global legal relations: global regulation designed to promote security
of global business operations through the vehicle of criminal law enforcement. The Convention
also changes the scholarly dialogue by providing a compelling case study in terms of the impact
of multilateral accession to international criminal law on the domestic business and commercial
affairs of its member and non-member signatories (Weismann, 2010).

The Convention provides a treaty-based framework that imposes three necessary
obligations on the participating nations to: enact legislation criminalizing certain conduct related
to computer systems; create investigative procedures and ensure their availability to domestic
law enforcement authorities to investigate cybercrime offenses, including procedures to obtain
electronic evidence in all of its forms; and, create a regime of broad international cooperation,
including assistance in extradition of fugitives sought for crimes identified under the Convention.
As a caveat, the Convention contains significant restrictive language in the areas of transborder
search and seizure and data interception, deferring authority to domestic laws and territorial
considerations.

The Convention also addresses the complicated problem of guaranteeing the protection of
the civil rights of citizens living in different cultures and political systems. It does so through the
use of the sovereignty-based model of legal harmonization as a feature of treaty implementation
in two ways. First, recognizing that it was not possible to specify in detail all of the conditions
and safeguards necessary to circumscribe each power and procedure provided for in the
Convention, Article 15 of the treaty was drafted to provide “the common standards or minimum
safeguards to which Parties to the Convention must adhere.” These standards or minimum
safeguards arise pursuant to the obligations that a party has undertaken under applicable human
rights instruments. These instruments include the 1950 European Convention for the Protection
of Human Rights and Fundamental Freedoms and its additional Protocols No.1, 4, 6, 7 and 12;
the 1966 United Nations International Covenant on Civil and Political Rights; and “other
international human rights instruments, and which shall incorporate the principle of mandates
that a power or procedure implemented under the Convention shall be proportional to the nature
and circumstances of the offense” (Convention, 2001).
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Second, the treaty expressly leaves it to domestic laws to provide reasonableness
requirements for searches and seizures and minimize governmental intrusion regarding wiretap
and other methods of interception taken with respect to the wide variety of offenses. The
accompanying CoE Explanatory Report specifies the mandatory procedural privacy safeguards
“as [those] appropriate in view of the nature of the power or procedure, judicial or independent
supervision, ground justifying the application of the power or procedure and the limitation on the
scope or duration thereof.” The bottom line is that “[n]ational legislatures will have to determine,
in applying binding international obligations and established domestic principles, which of the
powers and procedures are sufficiently intrusive in nature to require implementation of particular
conditions and safeguards” (Explanatory Report, 2001).

Implementation Through Harmonization

A concrete example illustrating the mechanics of domestic harmonization is found in the
UK. The UK passed the Police and Justice Bill 2006 which contained amendments to its existing
anti-cybercrime legislation, The Computer Misuse Act of 1990. The amendments were intended
to bring UK law in lockstep with the Convention and the adoption of the European Council
Framework Decision on Attacks against Information Systems. The European Council Decision
required multilateral integration into the legal systems of the participating signatory countries by
March 2007. The UK amendments re-defined domestic penalties and offense conduct in
accordance with the broad requirements of the treaty and the council decision (Parliamentary
Office of Science and Technology, 2006).

Domestic harmonization is the key to assuring the future effectiveness of the treaty.
Harmonization is the process of domestic adaptation by a sovereign nation of an international
agreement into the domestic legal system through legislation or policy (Weismann, 2006). It is a
process by which international law is placed into lockstep with the unique characteristics of the
domestic legal and political systems existing in each respective nation state and not the other
way around. In any particular country, the absence of domestic harmonization of the treaty or
treaty-like provisions increases the risk to the private sector and should be factored into the
choice of market entry strategy. In short, a less intrusive strategy such as trade might best be
employed in the absence of domestic harmonization.

PROSPECTS FOR BRIC CONVENTION ACCESSION

Some critics of a multilateral resolution to the problem through accession to the
Convention suggest that non-western nations such as the BRICs and other lesser developing
countries have not acceded to the Convention because of political, social and/or cultural
differences in perceiving the issues. However, the historical experiment of the World Trade
Organization’s (WTO) mandatory accession requirement to TRIPS provides a different reason
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that may be attributed to the intense desire for internal economic growth. China, Brazil and India
as members of the WTO were required to accede to the TRIPS treaty as a condition precedent to
membership. This requirement for treaty accession is an implicit, if not explicit recognition that
in the global marketplace intellectual property is a valuable balance sheet asset that warrants
legal protection to encourage commercial stability. Notwithstanding that recognition, the country
by country assessments of the respective internal legislative profiles provided below,
demonstrate that the accessions of China, Brazil and India to the WTO have not resulted in
compliance with TRIPS by these countries.

From an LDC cost/benefit viewpoint, membership in the WTO is sought for more
beneficial economic treatment in trading arrangements in the global market place, whereas other
ancillary WTO agreements are typically given short shrift. For example, India has not enacted
any law to protect trade secrets as required by TRIPS. (As for Russia, it is not even a member of
the WTO and therefore, has no obligation to comply with TRIPS at all). Thus, membership in
the WTO does little to provide IP protection in the private global business sector. Likewise, the
WTO does not entertain private sector grievances as it is a forum reserved only for member
country grievances.

Since accession, China, Brazil and India have engaged in an intentional strategy to side
step TRIPS requirements, not because of political and social differences but because of the desire
to develop internal economic growth, albeit at the expense of the world community. The
limitations and inadequacies of the TRIPS agreement are explained in-depth in the Kapczynski
research (Kapczynski, 2009). Arguably, the failed TRIPS experiment underscores the need for
accession to the more robust requirements of the Convention.

However, BRIC accession, in light of recent United Nations multilateral negotiations at
the 12" pentennial UN Crime Congress in Salvador, Brazil in April 2010, is stalled. While there
was uniform sentiment expressed that “[c]ybercrime damaged economies and State credibility,
impeding national development,” member nations remained undecided over the required
response. The debate centered upon accession to the “gold standard” Convention or the need to
negotiate a “fresh” UN negotiated multilateral agreement. Russia introduced a new multilateral
treaty version supported by China and Brazil to control global cybercrime (UN Press Report,
2010). Russia has been joined by other lesser developing countries who favor a UN negotiated
treaty, one which they can help draft, as opposed to the Convention fashioned by the CoE.

The real sticking point harkens back to protection of national sovereignty and a
disagreement about the ability of foreign nations to penetrate domestic borders to obtain
evidence through unbridled access to hacker computers. For example, Russia firmly opposes the
Convention provision that offers law enforcement agencies the power to access computers in
other countries with owner permission but without the approval of national authorities. In 2000,
FBI agents hacked the computers of two Russians who had been defrauding American banks
leading to their prosecution and conviction in U.S. courts. Russia expressed public offense at the
intrusion over Russian borders (ThinQ, 2010).

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 77

The increasing tension between national sovereignty and multilateral accession in the
context of the Convention, as an impediment to implementation of the treaty, delays the curative
process and magnifies the problem (Weismann, 2010). Data safe havens continue to flourish for
potential offenders. The existence of these data safe havens which undermine the effectiveness
of global enforcement serves to drive a bigger wedge between participating and non-participating
countries. In any case, after 10 days of negotiations, the UN rejected the Russian backed
proposal continuing the deadlock over a multilateral consensus.

One reason for rejecting the Russian backed proposal involved the dilution of the
enforcement mechanisms of the Convention. The Russian proposal omitted treaty provisions
authorizing cross-border investigative authority for member nations, without which there is
almost no chance of acquiring evidence of unauthorized cyber-penetration.

There may be ways, however, to incentivize multilateral participation in cyber
intellectual property initiatives. In formulating his dream theory, O’Neill argued that opening up
G7 membership to the BRIC nations would lead to increased engagement by the BRICs in
multilateral negotiations. To some, the current exclusivity of the G7 may cause resentment and
foment an unwillingness to participate in multilateral activity where nations are excluded from
participation in formulating policy.

COE BRIC COUNTRY ASSESSMENTS

While BRICs are not Convention signatories, the CoE still conducts non-member country
assessments to determine domestic legislative compatibility with the contents of the Convention.
Between 2007 and 2008, the CoE issued individual country assessments for Brazil, Russia and
China as part of the Council of Europe Project on Cybercrime. The assessments focus on the
three principal treaty requirements: enacted legislation criminalizing certain conduct related to
computer systems; enacted investigative procedures available to domestic law enforcement
authorities to investigate cybercrime offenses, including procedures to obtain electronic evidence
in all of its forms; and, an enacted regime of broad international cooperation. The results reflect
an absence of legal infrastructure in BRICs sufficient to meet the Convention’s requirements.
Likewise, the absence of legal infrastructure is in lockstep with the statistical data showing an
exponential rise in cybercrime.

Brazil country assessment

Brazil reports that the main obstacles in preventing both accession and ratification of the
treaty are “the natural delay of legislative process and multiple laws about specific crimes”
(Brazil country profile, 2007). Specifically, Title 4 of the Convention addresses offenses related
to infringements of copyrights and related intellectual property rights. Brazil has failed to
implement Article 12 which imposes corporate criminal liability for copyright and related
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infringements. The reason is interesting in both legal and cultural terms. The country reports
that “Brazilian corporate law does not address corporate liability unless in the case of offenses
against the environment.” Id. Thus, cyber-penetration by the corporate private sector is
systematically excluded from criminal legislative coverage. This demonstrates a palpable
systemic problem in the legal infrastructure where there are no legally enforceable criminal laws
against offending corporate perpetrators at the point of business market entry in the first instance.
Thus, where there is no legal right to prevent corporate criminal misconduct in the form of
cyber-penetration, there is no enforcement remedy. It makes sense then that Bird and Cahoy
concluded, in their study of the anti-competitive effects of infringement in the pharmaceutical
industry, that global businesses experience considerable frustration due to the lack of
enforcement efforts by the BRICs (Bird and Cahoy, 2007). The frustration, however, is traceable
to Brazil’s differing legal and cultural assessment about the value of criminalizing corporate
conduct as a means to minimize recidivism. In short, the problem is not really enforcement; the
problem is the absence of laws to enforce.

In terms of copyright infringement, Brazil does not adopt article 10 of the treaty which
creates certain generic criminal offense conduct. Instead, it relies on domestic civil legislation
passed in 1998 to protect copyright infringement and protect computer programs. Brazil does
have criminal offense conduct related to infringements of copyrights under its “Anti-Piracy” Act
passed in 2003.

In terms of a regime for international co-operation, the Convention mandates under
Articles 24-35 expedited disclosure of preserved computer traffic data, mutual assistance on an
international level regarding access of stored computer data, transborder access to stored
computer data with consent or where publicly available, mutual assistance at the international
level in real-time collection of traffic data, mutual assistance at the international level regarding
the interception of content data and other network protections. Brazil reports that these treaty
measures are “not adopted” (Brazil country profile, 2007). There is no internal legal
infrastructure creating a regime for international cooperation at all. Thus, even if intellectual
property is protected domestically, there is no mechanism to facilitate international co-operation
to provide disclosure of or investigative assistance in connection with data theft from foreign
business. The significance to foreign business of the absence of multilateral assistance is that
companies are on their own to seek domestic civil redress for conversion of valuable corporate
assets, an often cumbersome, time consuming, and costly process in an unpredictable court
system favorable to domestic litigants. The availability of civil remedies for unauthorized access
to foreign companies doing business in Brazil is discussed in the country by country assessments
of domestic trade secret protection below.

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 79

Russian Federation country assessment

The Criminal Code of the Russian Federation prohibits illegal access and data
interference. There are no provisions prohibiting illegal interception or computer related fraud.
Infringement of copyright is criminalized but not if a Russian citizen or a permanent resident of
Russia commits the unlawful conversion from outside of Russia in a data safe haven where the
conduct is not unlawful. Article 12 of the Criminal Code provides that: “Citizens of the Russian
Federation and stateless persons who permanently reside in the Russian Federation and who have
committed crimes outside the boundaries of the Russian Federation shall be brought to criminal
responsibility under this Code, if their deeds have been recognized as crimes in the State on
whose territory they were committed...” (Emphasis added), (Russian Federation country profile,
Appendix, 2008).

Significantly, there is no provision for imposing corporate criminal liability. Like Brazil,
Russia offers no regime for multilateral cooperation in foreign investigations in accordance with
the articles of the Convention (Russian Federation country profile, 2008).

People’s Republic of China country assessment

Like Brazil and Russia, China offers no regime for multilateral cooperation in accordance
with the articles of the Convention (People’s Republic of China country profile, 2008). China
does criminalize illegal access, data interference, and system interference under the Criminal
Law of the People’s Republic of China. As explained in the trade secret country assessment
below these provisions are ill-defined and limited in coverage.

However, there are no provisions outlawing the misuse of devices. Computer related
forgery and computer related fraud are not prohibited per se but may fit under generic Chinese
law that prohibits “other crimes” offense conduct. While the criminal code provides for
corporate liability, it remains unclear whether and to what extent liability can be imposed on the
mostly state owned and operated corporations or state controlled corporations.

India country assessment

The CoE has not released a separate country profile for India. However, in 2009 the CoE
issued its Final Report (Project on Cybercrime, Final Report, 2009) which contains a summary of
India’s progress on enacting domestic legislation that parallels treaty provisions. As of 2008,
India’s Parliament adopted amendments to the Information Technology Act 2000 (IT) in an
effort to parallel some of the treaty provisions. However, the Final Report observes that the
amendments will need to be implemented by a range of secondary regulations to be issued by the
government. The regulatory infrastructure has not yet been implemented so the legislation is
only on paper.
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Indian cyber law experts describe the amendments as a “giant leap forward” in dealing
with cyber-terrorism, but observe that the new law has “gone soft” on cybercriminals because the
amendments actually lessen the punishment for cybercrime, making it a bailable offence. This
was not the case under the original IT Act (The Hindu Business Line, 2009).

As of February 2009, accession to the Convention remained under consideration by the
Government of India. The Final Report again notes: “Accession to the treaty would be of great
benefit for India as well as for other parties to the Convention. Further activities may focus on
the question of law enforcement — service provider cooperation, and the training of judges and
law enforcement” Id. Thus, the current profile demonstrates an absence of legal infrastructure
and the need to train and educate law enforcement and the courts once the regulations are put in
place. In short, there is no meaningful legal infrastructure in place to regulate or deter
cybercrime in India.

DOMESTIC TRADE SECRET PROTECTION: BRIC COUNTRY ASSESSMENTS

Having established the failure of the BRICs to legislate internal domestic IP legislation
that parallels the protections afforded the private sector by the Convention, this paper provides a
second tier country by country assessment profiling the actual domestic legislative trade secret
protections, if any, afforded the foreign private sector by the BRICs. The purpose is to
determine whether the BRICs’ non-accession to the Convention creates an actual gap in
enforcement of the basic initiative outlined in the treaty or whether each respective BRIC
provides some other form of domestic IP protection that achieves the same or similar
enforcement goals. The analysis utilizes the area of trade secret protection to answer the
question. The data demonstrates that the BRICs have not enacted domestic legislation to
adequately protect trade secrets from unauthorized cyber-penetration in the respective BRIC
markets.

Trade secrets were selected from the pool of intellectual property assets for two reasons:
they are typically the most valuable balance sheet assets and the most susceptible form of IP to
unauthorized cyber access. (The chart in Appendix I provides a short hand summary, for use in
the risk assessment process, of the conclusions derived from analyzing the legal infrastructure of
each respective BRIC).

A trade secret is defined as any information that has economic value to its owner because
it is not known by others (usually competitors), and which the owner has taken reasonable
measures to keep secret (Beckerman-Rodau, 2002). Trade secrets include such things as
customer lists, business practices, formulas, devices, methods, etc. In other words, any
information or knowledge that gives a business an economic advantage because it is not known
by competitors.

Trade secrets are unique among the various forms of intellectual property in that they are
especially vulnerable to cyber-attack. While patents, copyrights and trademarks all exist in the
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public realm and are open to public view, trade secrets are valuable precisely because they are
secret. In an increasingly computerized world, trade secrets are less frequently stored in locked
file cabinets or vaults. They are digitized on computer media so that they can be shared and
manipulated by managers and employees for ongoing business purposes. Add email and the
Internet to the computer network, and suddenly these trade secrets are subject to unauthorized
viewing, dissemination, and outright theft by outsiders.

The need to assess risk attendant to the three principle market entry strategies when
attempting to minimize exposure of trade secret information is critical to preserving asset value.
Here, licensing, as an entry strategy offers the biggest threat to the private sector. Typically, the
payment of a royalty entitles the licensee to fairly unfettered access to trade secret information to
facilitate operations. Once in the foreign venue, use by the licensee, even in violation of the
license agreement, is not uncommon. Without domestic protection afforded in the licensee’s
country, the restrictions of the contract may be unenforceable. Parenthetically, this same problem
contributed the multilateral accession to the Convention for the International Sale of Goods
(CISG) to protect the integrity of trade agreements and international financing negotiated by
private sector participants which contracts later proved to be unenforceable in foreign venues.

In terms of best practices aimed at preserving the protection of intellectual property from
cyber-penetration and unauthorized use, a legal infrastructure designed to protect the economic
value of trade secrets should begin with a criminal statute, modeled on the requirements of the
Convention, intended to deter and punish unauthorized access to computer systems and protected
information by both individuals and corporations (Schjolberg, 2003). As the Convention
requires, where unauthorized access occurs, the legal system should separately criminalize and
punish the act of acquiring trade secrets. The final component of a robust intellectual property
regime should include codification of a civil cause of action for trade secret misappropriation,
including a description of the full range of remedies---damages, injunctive relief, and civil
penalties.

In sum, a paradigm trade secret legal infrastructure should include: (1) the crime of
unauthorized access to a computer system; (2) the crime of misappropriation of trade secrets; (3)
individual and corporate criminal liability for the above; and, (4) a civil cause of action for trade
secret misappropriation resulting in the award of damages, injunctive relief, and civil penalties.

Brazil country assessment

Brazil’s legal infrastructure falls well short of the requirements for effectively protecting
business trade secrets. It does not criminalize unauthorized access to computer systems, nor does
it effectively criminalize all forms of trade secret misappropriation. It does not provide for
corporate criminal liability. Likewise, civil remedies are not available for some forms of trade
secret misappropriation.
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First, under Brazil’s present intellectual property regime, unauthorized access to a
computer system is not a crime. Accordingly, a person who accesses a computer without
authorization is not subject to criminal prosecution for that conduct. Only if the computer or its
software is damaged, altered, or modified may a person face criminal prosecution prosecuted
(Brazilian Criminal Code, Art. 13-A, 13-B).

However, Brazil does provide for the criminal prosecution of certain individuals who
misappropriate trade secrets (Brazilian Industrial Property Law, Art. 195). This crime is only
limited to individuals who disclose or use trade secrets in violation of an employment contract or
non-disclosure agreement (Art 195 IX), or who obtain the trade secrets by illicit means or fraud.
Unfortunately, the statute is silent as to the meaning of “illicit.” Consequently, if business trade
secrets are misappropriated through unauthorized computer access, there is a real question
whether the unauthorized access, which is not a crime, is nevertheless “illicit.” If the
unauthorized access is deemed not “illicit,” then the conduct cannot be prosecuted or punished.

Second and most significant, criminal liability extends only to individuals. In Brazil
there is no criminal liability for corporations. If a corporation accesses the computer of another
business and thereby obtains trade secrets, the perpetrator corporation cannot be criminally
prosecuted. The implication is clear for a foreign business considering a market entry strategy
in Brazil: regardless of the consequences for an individual who unlawfully accesses a computer
system and steals its trade secrets, a corporate perpetrator will never be prosecuted and punished.
There are simply no criminal consequences for a corporation that steals trade secrets and no
corresponding deterrent to stealing trade secrets in the future. Business trade secrets are at
extreme risk in Brazil.

Third, the only possible remedies available to a private sector victim of the
misappropriation of business trade secrets are in the civil courts. A plaintiff business may seek
damages to compensate for the loss of trade secrets, or it may seek an injunction to prevent use
of the trade secret. However, the right to proceed in civil court is limited. Certain kinds of trade
secrets are not protected at all. Primary among these involve pharmaceutical test data. If a
foreign drug company provides pharmaceutical test data to government regulators in the hope of
obtaining market approval for the drug, the government has no legal duty to keep that data secret.
Often, the government shares that data with domestic competitors who are developing competing
drugs or generic versions of the same drug. When the government does so, the foreign company
cannot sue to prevent the unauthorized disclosure of its proprietary trade secret test data or its use
by competitors. For businesses operating in the pharmaceutical industry in Brazil, trade secret
information submitted to government regulators cannot be protected from dissemination into the
public domain.

Consequently, Brazil remains on the Office of the United States Trade Representative’s
2010 Watch List for intellectual property protection and enforcement (USTR Special 301 Report,
2010).> In particular, the United States encourages Brazil to strengthen its intellectual property

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 83

legislation and to bring expeditious enforcement actions in instances of clear violation of its
criminal statutes (USTR Special 301 Report, 2010).

People’s Republic of China country assessment

China’s legal infrastructure also fails to provide effective business trade secret protection.
First, it provides for only limited prosecution of acts of unauthorized access to a computer
system. Specifically, it is a crime to misappropriate trade secrets only if it causes “heavy losses”
to the victim business. Although both individuals and corporations are subject to limited
prosecution, a victim business may bring a civil lawsuit for misappropriation of trade secrets but,
in the words of a Chinese judge: “Chinese intellectual property laws exist to protect Chinese
intellectual property from the rest of the world [Emphasis added] (Crane, 2008). A similar
conclusion was drawn by a U.S. IP expert: “If U.S. businesses export “proprietary technology [to
China] that can be misappropriated, expect it to be misappropriated” Id.

Second, unauthorized access to a computer system in China may, under some limited
circumstances, result in criminal prosecution. Under Articles 30 and 285 of the Criminal Laws
of the People’s Republic of China, a person or a corporation is guilty of a crime when they
intrude “into computer systems containing information concerning state affairs, construction of
defense facilities, and sophisticated science and technology....” [Emphasis added]. However,
the statute does not define any of its operative terms including “state affair” and “sophisticated”
science and technology. Accordingly, a private enterprise that is not engaged in work
concerning state affairs or defense facilities is protected from hackers only to the extent that its
computers contain science or technology, and only to the extent that its scientific or
technological data is deemed ““sophisticated” by the court presiding over a criminal prosecution.
From the point of view of the victim business, there is little certainty that the unauthorized
intrusion will be punished, and even less certainty that the present criminal provisions will deter
future hackers from cyber intrusions. For example, a hacker who gains access to a computer
system and obtains a company’s secret customer list faces no criminal consequences. The list is
certainly not sophisticated science of technology and, therefore, falls outside of the rights
accorded under Article 285.

The next issue is whether the unauthorized acquisition of the secret customer list, which
is clearly a trade secret, is itself a crime. In China, the answer is uncertain. Under its present
domestic law, it is a crime to obtain trade secrets by “theft, promising of gain, coercion, or other
improper means” (Criminal Law of the People’s Republic of China, Ch. VII, Art. 219). Even
assuming that an unauthorized entry into a computer system is an “improper means,” successful
prosecution of the perpetrator requires proof that the victim suffered “heavy losses.” Nowhere
does the statute define the term “heavy losses.” Consequently, where a victim business’ secret
customer list is misappropriated by a hacker, the government prosecutor must show that the
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conduct resulted in heavy losses to the business. Failing that, the crime has not been proven, and
the defendant must be acquitted.

In sum, China provides uncertain protection in its criminal law against unauthorized
access and misappropriation of trade secrets. The relevant statutes contained poorly defined
terms that are subject to various and differing interpretations. Successful prosecution under these
statutes is not a foregone conclusion. Indeed, when assessing the risk to a company’s trade
secrets, it is fair to conclude that the statutes lack any significant deterrent effect, and that trade
secrets held in China are subject to misappropriation by hackers who likely face neither criminal
prosecution nor punishment.

Thus, the only private sector remedy for trade secret misappropriation lies in the civil
courts and it is a very limited one. Under China’s “Law Against Unfair Competition,” an
individual or business may seek compensation for the loss of trade secrets. There, a business
victim, assuming the perpetrator can be identified, may seek compensatory damages and an
injunction against further infringement. However, the Chinese statute has an unconventional
definition of “trade secret” that limits it to “technical information and operational information”
(Chinese Law Against Unfair Competition, Art. 10). It is unclear whether the statute covers
information like customer lists or other non-technical data that it valuable to the business but
does not directly impact its day-to-day operations. The statute itself is unhelpful in providing a
definition of these terms. Consequently, a victim business may be unable to bring a lawsuit
seeking compensation or an injunction for the misappropriation of information that is neither
technical nor operational.

The Office of the United States Trade Representative has concluded that China’s
intellectual property enforcement regime remains largely ineffective and non-deterrent: It
appears that additional measures, including criminal sanctions will be necessary to bring this
problem under control (USTR Special 301 Report, 2010). Accordingly, China remains on the
Priority Watch List for its poor record of intellectual property enforcement.

India country assessment

Under India’s Information Technology Act of 2000, hacking into a computer system is a
criminal offense under certain circumstances. To be guilty of hacking, a perpetrator must (1) gain
access to a computer system by any means; and (2) act with the intent to cause damage (or know
that he will likely cause damage); and (3) destroy, delete, or alter information residing in the
system, or diminish the value or utility of the computer system. In other words, the crime
requires that the perpetrator intend to cause damage (or know that damage will be caused) and
actually cause damage to the system. Only then is the offense is punishable by up to three years
in prison (India Information Technology Act, Ch. XI, Art 66).

However, a hacker who accesses a computer system without the requisite intent, or who
does not actually damage the system, is not guilty of hacking. Aside from the difficulty of
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establishing the nature of the perpetrator’s intent, the real question may often come down to
whether damage has been done. In the context of trade secret misappropriation, for example, the
issue is even more acute: if a hacker enters a system and misappropriates a trade secret, has he
“damaged” the system or diminished “the value or utility” of the computer? Put another way,
because the copying of trade secret information does not appear to damage the computer system,
such conduct would probably not amount to hacking under present Indian law.

Remarkably, Indian law does not criminalize the misappropriation of trade secrets. From
the point of view of a company doing business in India, its computer system is open to
unauthorized attack (so long as no information is altered, destroyed or deleted and the system is
not damaged) and its trade secrets are subject to copying and there is no law in India that makes
any of that conduct criminal’.

A victim business, however, may bring a civil lawsuit for misappropriation of trade
secrets. Surprisingly, however, India has not codified the right to bring such a suit despite the
express requirement to do so under the TRIPS agreement. Where China, for example, has a
specific statute granting victims the limited right to sue, India has none. In India, the right to sue
is strictly a common law right; that is, one which the courts in India have developed over time
through a body of court decisions in which judges have developed limited theories of recovery
for trade secret misappropriation. Those legal theories are based primarily on breach of contract
or breach of confidentiality and involve situations where present or former employees divulged
trade secrets to others. The area of trade secret misappropriation through cyber intrusion is
essentially untested in Indian law. The likelihood of success is such a lawsuit is questionable to
say the least.

Not surprisingly, India has remained on the Office of the U.S. Trade Representative’s
Priority Watch List for 2009. Its 2009 report stated that: “India’s criminal [intellectual property]
enforcement regime remains weak. The Unites States urges India to strengthen its [intellectual
property] regime and stands ready to work with India on these issues during the coming year”
(USTR Special 301 Report, 2010).

Russian Federation country assessment

The Criminal Code of the Russian Federation prescribes criminal penalties, including a
term of imprisonment, for the unauthorized accessing of a computer system that results in the
“destruction, blocking, modification, or copying of information” (Criminal Code of the Russian
Federation, Ch. 28, Art. 272). However, criminal liability runs only to the individual---there is no
criminal liability for hacking by a corporation (Ch. 28 Art. 272). Also, there is no separate crime
involving the misappropriation of trade secrets.

In the context of trade secrets, the deterrent value of the anti-hacking statute is greatly
diminished by the peculiar requirements in the Russian Civil Code and the Russian Commercial
Secrecy Law for identifying and protecting trade secrets. According to the latter, a trade secret is
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only protected if: (1) it is listed by the holder as a trade secret; (2) access to the information is
severely limited to protect its secrecy; (3) persons with access are registered as such; (4) there are
contracts in place with employees and commercial partners that protect the secrecy of the
information; and, (5) all documented trade secrets are physically marked with a stamp
“Commercial Secret of [Holder]” (Budylin and Osipova, 2007). The statute requires, therefore,
that any trade secrets must be reduced to paper form (or some other physical form like
photographs) and physically stamped as “confidential.” The statute contains no provision for
digitally “stamping” trade secret information contained on computer systems. Not only is this
identification process daunting, if not impossible, for a trade secret holder whose information is
primarily in digital form, but the failure to properly stamp all trade secrets will result in the
complete loss of intellectual property protection.

Although Russia is not presently a member of the WTO and is not required to accede to
the requirements of TRIPS, these domestic trade secret identification requirements seriously
conflict with TRIPS provisions for the protection of trade secrets (Maggs, 2008)). Moreover,
even if a trade secret holder successfully navigates the identification process, the Russian Civil
Code nonetheless grants broad authority to the government to demand trade secret information
from businesses. Id.

In the final analysis, a business operating in Russia may take some solace in the criminal
deterrent effect of the anti-hacking statute, but will find the process of protecting its trade secrets
difficult to accomplish. Even if the business can meet the identification requirements, its remedy
is purely civil---the misappropriation of trade secrets is not a criminal offense in Russia. Most
important, the holder of a trade secret who can meet the requirements of the Commercial Secrecy
Law may nevertheless be required to disclose that secret to the government.

Again, not surprisingly, Russia is on the Office of the U.S. Trade Representative’s
Priority Watch list for 2010. In its 2010 report, it indicated that although Russia has taken steps
to protect intellectual property, much remains to be done, especially in the area of protecting
trade secrets in the pharmaceutical industry. If Russia wishes to become a WTO member, it
must also accede to TRIPS. However, its present domestic law on trade secrets makes accession
to TRIPS impossible.

CONCLUSION: BEST PRACTICES

How cybersafe are the BRICs? In terms of risk management, “not very.” The global
data studies quantifying the magnitude of the economic threat to the private sector may not be
completely accurate but the numbers are nonetheless convincing; namely, that the BRIC bloc
presents a formidable economic risk to any business whose asset value relies principally on the
use and development of its IP. The domestic legislative profile of each respective BRIC
demonstrates a lack of real enthusiasm to provide protection to the foreign private sector
particularly at the cost of internal economic growth. Perhaps the best illustration of this is the
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promulgation of IP protection and the concomitant exclusion of domestic corporations from its
coverage. Domestic corporations are thus free to steal with impunity. The message is clear that
the foreign private sector should not expect legal rights and protection at the expense of the
economic development of lesser developing countries.

The data demonstrating explosive cyber-attacks could be predicted from the lack of legal
infrastructure designed to deter and provide an official global mechanism providing foreign
investigative assistance in the prosecution of cybercrime. Cybercrime and unauthorized cyber
access to the intellectual property of the private sector is a daunting problem that will only be
amplified by increased market entry presence by the U.S. in the BRICs.

The critical problem of the lack of enforcement identified in the Bird and Cahoy and
Kapczynski research is merely symptomatic of a larger infrastructure problem; namely, an
absence of legal rights provided by internal domestic legislation. Consequently, the impact of
global crime on domestic business requires increased cooperation between countries.
Unfortunately, that cooperation has not been forthcoming from the BRICs as illustrated by the
respective country assessments. Further, as demonstrated by Russian demands for a fresh UN
negotiated treaty in lieu of accession to the “gold standard” Convention, the debate
prognosticates further delay in resolving the problem.

Predictably, the present delay in implementation of international safeguards will result in
business’ least cost-effective long term strategy. It is fair to predict that business losses resulting
from cybercrime in its various forms, added to the costs of investigation and remediation, already
substantial by most accounts, will escalate when nations are unable to respond with the same
speed of efficiency as the criminals who perpetrate the infiltration. Cybercrime is more than just
a cost of doing business; it is becoming an international pandemic that will be magnified
assuming increased BRIC penetration in accordance with economic theory. Individual corporate
strategies are and will continue to be singularly impotent in resolving transborder criminal
activity and so, multilateral action is the preferred solution.

The Convention Against Cybercrime offers a list of best practices to be implemented
through domestic harmonization of treaty directives. While harmonization of treaty directives
provides challenges to participating nations, the challenges are not insurmountable as evidenced
by the nations that have joined the Convention as signatories. However, the real challenge is in
bringing nation states together to agree to multilateral action to stem the tide of instability in
global trade relations caused by increased reliance on global business networks.

As noted above, the economists may have a workable solution. O’Neill suggests that the
world can build better global economic BRICs by engaging in inclusive behavior designed to
open up the G7 to BRIC membership. The theory is one of increased engagement as opposed to
developed nation exclusivity in resolving global economic challenges. If nations expect to
continue to engage in a stable global market environment, increased engagement between
developed and lesser developed nations is required in order for the world to build better global
cybersafe BRICs in the interest of global commerce.
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Finally, in terms of risk management, while the effort to reach multilateral solutions
continues, the private sector should formulate internal market entry strategies designed to
minimize [P exposure in the BRICs given the real threat of unauthorized cyber-penetration.
Careful consideration should be given to the choice of market entry, albeit, trade, licensing or
DFI. How much consideration a company gives to the IP risk assessment factor depends on
several variables including, but not limited to: the type of IP, the security required to protect the
interest, and the asset value.

Externalities such as industry associations, global business organizations and NGOs
should become more proactive in their roles as critical stakeholders in the development of global
business economic and legal policy. As the studies show, external global constituencies in the
public and private sectors direct impact profitability and transactional risk. Historically, when
businesses recognized the problem in the context of the sale of goods, the CISG was created as
the “gold standard” for global mercantile transactions and to govern trade. The same need to
protect IP in the global marketplace from unauthorized cyber-penetration calls for global reforms
and accession to the Convention Against Cybercrime.

ENDNOTES

! The TRIPS Agreement is Annex 1C of the Marrakesh Agreement Establishing the World Trade
Organization, signed in Marrakesh, Morocco on 15 April 1994.

The report may designate countries to the Priority Watch List and the Watch List “if their intellectual
property laws or enforcement practices are of major concern to the United States.” Section 1303 of
Omnibus Trade and Competitiveness Act of 1988.

There is a civil penalty for copying information on a computer system without permission. It is capped by
statute at the equivalent of approx. $250,000 (India Information Technology Act, Ch. IX, Art. 43).
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APPENDIX 1

Summary Chart: Bric Trade Secret Country Assessments

Crime of Crime of Corporate Criminal Civil remedy for
Unauthorized access | Misappropriation of Liability Trade Secret
to Computer System Trade Secrets by Misappropriation
Unauthorized
Computer Access
Brazil No Unclear No Limited
China Limited Limited Yes Limited
India Limited No Yes Limited
Russia Yes No No Limited
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TOWARD TAX EVASION:
A SIX-COUNTRY STUDY
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ABSTRACT

The purpose of this study is twofold — to review and summarize the findings of more than
30 prior studies that surveyed student opinions on the ethics of tax evasion, and to expand on
that literature by examining the relationship between level of education and views on the ethics
of tax evasion using a larger, more heterogeneous demographic. A number of surveys of student
opinion have been conducted, both in the United States and elsewhere, soliciting the opinions of
various student groups on the ethics of tax evasion. Students in various disciplines and students
at various levels of education (graduate and undergraduate) were asked their opinions
regarding when tax evasion could be justified on ethical grounds. The present study summarizes
and analyzes those findings for the first time. The second part of the paper uses the Human
Values data that was gathered by social scientists in Brazil, Russia, India, China, the USA and
Germany and examines the relationship between level of education and attitude toward tax
evasion, using a 10-point Likert Scale. An analysis of the data found that education level does
make a difference in attitude toward tax evasion, as do gender and age, in some cases.

INTRODUCTION

Most studies on tax evasion have taken an economics or public finance perspective. They
have focused on technical issues such as optimum tax rates, optimum evasion, reasons for
suboptimum compliance, and so forth (Hyman, 1999; Marlow, 1995; Musgrave, 1959, 1986;
Musgrave & Musgrave, 1976; Musgrave & Peacock, 1958; Rosen, 1999). Accounting journals
have published articles that focus on practitioner issues, including professional ethics, but those
studies have emphasized professional codes of ethics and how to conduct a tax practice that
complies with the law and with the rules of professional conduct (Armstrong & Robison, 1998;
Oliva, 1998). Some studies have appeared in the psychology literature that examine the
psychological issues involved in tax evasion (Alm & Torgler, 2006; Kirchler, 2007; Kirchler,
Muehlbacher, Kastlunger & Wahl, 2010; Torgler & Schneider, 2009).

In recent years, a number of studies have addressed ethical issues in tax evasion. Some of
those studies have been theoretical in nature while others have been empirical. The present study
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begins with a review of the main ethical literature, then proceeds to examine prior student survey
literature in more depth to determine what student opinion has been on the ethics of tax evasion.

We then use the Human Values data for Brazil, Russia, India, China, the USA and
Germany to determine whether the level of education is related to views on tax evasion. The total
sample size for the six countries in this study is 10, 034.

REVIEW OF THE LITERATURE

Perhaps the most comprehensive theoretical study of tax evasion in the twentieth century
was done by Martin Crowe (1944), who surveyed 500 years of mostly Catholic literature on tax
evasion, much of which was in Latin. Torgler (2003a) wrote a more recent dissertation on the
topic. McGee has written several books (McGee, 1998a; 2004; 2012) and theoretical articles
(McGee, 1994; 2001; 2006a) on the ethics of tax evasion. Alm, Torgler and others have done
empirical studies on various aspects of the ethics of tax evasion in various accounting (McGee,
2006b; McGee & Tyler, 2007; McGee, 2008a), business ethics (McGee, Ho & Li, 2008)
economics (Frey & Torgler, 2007; Martinez-Vazquez & Torgler, 2009; McGee & Lopez, 2007;
Torgler, 2006a; Torgler & Valev, 2010; Torgler, Demir, Macintyre & Schaffner, 2008),
management (McGee, Noronha & Tyler, 2007; McGee & Noronha, 2008), public finance (Alm
& Torgler, 2004; Alm, Martinez-Vazquez & Torgler, 2005; McGee, 2006c&d, 2007, 2009;
Torgler, 2006b), public policy (Torgler, 2005), legal (Gupta & McGee, 2010a&b; McGee &
Gelman, 2009), criminology (Torgler, 2010), tax (Bird, Martinez-Vazquez & Torgler, 2004),
social science (Torgler & Schneider, 2007) and sociological (Alm, Martinez-Vazquez & Torgler,
2006) journals. Jackson and Milliron (1986) wrote a classic study summarizing a number of pre-
1986 empirical studies on tax evasion. However, those studies mostly involved U.S. participants.
Not much has been done on non-U.S. sample populations. One purpose of the present study is to
partially fill that gap in the literature.

Several studies have been done from various religious perspectives (Cohn, 1998;
DeMoville, 1998; McGee, 1998d, 1999; Smith & Kimball, 1998; Tamari, 1998). As was
previously mentioned, Crowe (1944) summarized 500 years of mostly Catholic literature on the
topic. That literature included a number of arguments to justify tax evasion in certain cases, such
as when the king or other government is corrupt or evil, when the tax system is unfair, when
there is inability to pay or when the tax funds are used to support an unjust war.

Other scholars have also written on the moral obligation not to pay taxes based on just
war theory (Pennock, 1998). Schansberg (1998) discussed the Biblical passage about the duty to
render unto Caesar what is Caesar from a Christian perspective. Gronbacher (1998) discusses the
duty to pay taxes from the perspective of Catholic social thought and classical liberalism.

A few articles have discussed tax evasion from a Jewish perspective (Cohn, 1998;
McGee, 1998¢; McGee & Cohn, 2008; Tamari, 1998). The Jewish literature is strongly against
tax evasion in general, although there are some escape clauses, such as when the ruler is evil or
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excessively corrupt. Their rationale for being strongly against tax evasion in general is that God
commands us to pay taxes, or that “the law is the law,” or that there is a duty to the community,
especially the Jewish community to pay taxes. One strain within Jewish thought says that a Jew
must never do anything to disparage another Jew. Cheating on taxes makes all Jews look bad.
Therefore, a Jew must not cheat on taxes. Another rationale for not cheating on taxes is because
Jews are required to perform good works (mitzvos). Evading taxes might lead to jail. Jews
cannot perform good works if they are in jail. Therefore, Jews must not evade taxes.

Space does not permit a full analysis of these arguments, but one question is worth
raising. Is it unethical for a Jew living in Nazi Germany to evade taxes? This question was raised
in several student surveys mentioned below. It seems like this argument should be one of the
strongest arguments to justify tax evasion. One of those surveys asked this question to a group of
Orthodox Jewish students (McGee & Cohn, 2008). Students listed this argument as the strongest
reason to justify tax evasion, although even the Orthodox Jewish students believed that there is
some duty to pay taxes, even if the tax collector is Hitler. Their reasons were basically the same
as the reasons given above that are in the Jewish literature.

The religion that is most strongly opposed to tax evasion is the Church of Jesus Christ of
Latter-Day Saints (Mormon). There is absolutely nothing in their literature that would justify tax
evasion under any circumstances, although there are passages that strongly condemn it (Smith &
Kimball, 1998). The Baha’i literature is almost as strict, although it does make an exception in
cases where members of the Baha’i faith are being persecuted by government.

The Muslim view on tax evasion is unclear (McGee, 1997, 1998b&ec, 1999). Two
Muslim scholars who wrote on this topic in business ethics (Ahmad, 1995) and economic justice
(Yusuf, 1971) books took the position that there is no duty to pay taxes based on income, taxes
that raise prices, such as the sales tax or tariffs, or death taxes. But another Muslim scholar
disagrees with their position (Jalili, 2012). According to Jalili, if the government follows Sharia
(Muslim) law, there is an absolute duty to pay whatever taxes the government demands without
question. But where the government is not sufficiently Islamic, or when it is secular, the duty to
pay taxes is less than absolute.

Some scholars have written on the ethics of tax evasion from a secular perspective
(Block, 1989, 1993; Leiker, 1998; McGee, 1994, 1998a, 2004, 2012). McGee (2006a) discusses
the three basic views on tax evasion that have evolved over the centuries — tax evasion is never
ethical, sometimes ethical or always ethical. Walter Block (1989, 1993) examined the public
finance literature and failed to find a single justification for taxation in the literature, perhaps
because justification is assumed. Johnston (2003, 2007) believes that the rich do not pay their
fair share.

The relationship between education and attitude toward tax evasion is unclear. Prior
studies using mostly U.S. samples have had mixed results. Ability or inability to comprehend the
tax laws might have an effect on compliance (Hotaling & Arnold, 1981). Many adults in the
United States lack the literary skills to properly comply with the tax laws (Jackson & Milliron,
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1986). On the other hand, people who are more knowledgeable in general, and who are more
knowledgeable about the tax law in particular, are in a better position to evade taxes than are
people having a lower degree of knowledge. Thus, it is unclear what the relationship is between
level of education and attitude toward evasion. One purpose of the present study is to shed some
light on this demographic variable.

Some prior studies that examined the relationship between the level of education and the
degree of tax compliance found the relationship to be positive, meaning that as the level of
education increased, the level of compliance also increased (Friedland, Maital & Rutenberg,
1978; Schwartz & Orleans, 1967; Song & Yarbrough, 1978; Wallschutzky, 1984). Other studies
found that as the level of education increased, the level of compliance decreased (Tittle, 1980;
Groenland & van Veldhoven, 1983; Vogel, 1974; Warneryd & Walerud, 1982). A third group of
studies found no relationship between the level of education and the extent of tax compliance
(Hotaling & Arnold, 1981; Milliron, 1985; Spicer & Lundstedt, 1976).

PRIOR STUDENT SURVEYS

In recent years, a number of studies have solicited the opinions of university students for
their views on tax evasion. McGee, sometimes with co-authors, constructed a survey instrument
containing a number of statements beginning with the phrase, “Tax evasion is ethical if ...”.
Students were asked to select a number from 1 to 7 to indicate the extent of their agreement or
disagreement with each statement. The statements were based on the reasons given to justify tax
evasion over the past 500 years (Crowe, 1944), based on a literature review, plus three more
recent issues dealing with human rights abuses. Most surveys included 18 statements. The
Chinese surveys omitted the three human rights statements in order not to cause problems for the
Chinese co-author.

To date, the results of those studies have not been complied and analyzed in one place.
The present study does that. Table 1 summarizes the results of more than 30 of those studies. In
all cases, some arguments justifying tax evasion were stronger than others. In most cases, the
strongest arguments to justify tax evasion involved cases where the government was corrupt or
engaged in human rights abuses or where the tax system was perceived to be unfair.

Table 1: Summary of Prior Studies
Student Views on the Ethics of Tax Evasion
Study Sample Findings
McGee & Rossi, | Argentina — ¢ Students and faculty were equally opposed to tax evasion.
2008 business, e Men and women were equally opposed to tax evasion.
economics & law | e Business and economics students were more opposed to tax evasion in
students, and 16/18 cases; law students were more opposed in 1/18 cases.
faculty
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Student Views on the Ethics of Tax Evasion

Table 1: Summary of Prior Studies

Study Sample Findings
McGee & Armenia — e Business and economics students were more strongly opposed to tax
Maranjyan, 2008 | business, evasion than were theology students, although neither group was

economics &
theology students

strongly opposed to tax evasion.

McGee & Bose, | Australia — e Females were more opposed to tax evasion in 12/18 cases; opposition

2009 business, was significant in 2/18 cases; males were significantly more opposed in
phllosophy & 2/18 cases.
seminary e Overall, undergraduate students were least opposed to tax evasion and
students, and faculty were most opposed.
faculty ¢ Business and economics students were least opposed to tax evasion;

seminary students were most opposed.

¢ Accounting students were significantly more opposed to tax evasion
than were business & economics and information technology students
and were significantly less opposed to tax evasion than were seminary
and health services students.

e Muslims had the least opposition to tax evasion; Catholics had the
strongest opposition.

¢ Asians were least opposed to tax evasion; Anglos were most opposed.

McGee, Basic & |Bosnia & e Students were generally opposed to tax evasion, but opposition was

Tyler, 2009 Herzegovina — weaker in cases where politicians are seen as corrupt, where the
undergraduate government engages in human rights abuses or where the system is
business & perceived as unfair.
economics
students

McGee, Basic & |Bosnia & ¢ Bosnian students were more opposed to tax evasion in 14/18 cases;

Tyler, 2008 Romania — opposition was significant in 10/18 cases; Romanians were
business students significantly more opposed in 2/18 cases.

McGee & Guo, China — graduate e Women were significantly more opposed to tax evasion.

2007 and advanced ¢ Business & economics students were significantly less opposed to tax
undergraduate evasion; law and philosophy students were equally opposed to tax
business & evasion.
economics, law
and philosophy
students

McGee & An, China — graduate e Men and women were equally opposed to tax evasion.

2008 and advanced ¢ Opposition was strongest when the government was perceived as being

undergraduate
business &
economics
students

corrupt or wasteful or where the system was perceived as being unfair.
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Table 1: Summary of Prior Studies

Student Views on the Ethics of Tax Evasion

Study

Sample

Findings

McGee &
Noronha, 2008

Southern China &
Macau — social
science, business
& economics
graduate and
undergraduate
students

¢ Mainland and Macau students were equally opposed to tax evasion.
e Men and women were equally opposed to tax evasion.

McGee, Lopez &
Yepes, 2009

Colombia —
business students

e Females were more opposed to tax evasion in all 18 cases; opposition
was significant in 6/18 cases.

¢ Opposition was strongest in cases where the government is corrupt or
where the government engages in human rights abuses.

McGee, Alver & |Estonia — e Women were significantly more opposed to tax evasion.
Alver, 2008 graduate and e Overall, undergraduate students were least opposed to tax evasion;
undergraduate faculty and practitioners were most opposed to tax evasion.
business students, | ® People under age 25 were significantly less opposed to tax evasion than
faculty and were people in the 25-40 age group.
practitioners ¢ Accounting students and business & economics students were equally
opposed to tax evasion.
McGee & M’Zali, | France — e Men and women were equally opposed to tax evasion.
2009 executive MBA e The three strongest arguments to justify tax evasion all had to do with
students human rights issues.
McGee, Nickerson | Germany — e The strongest arguments to justify tax evasion were in cases where the
& Fees, 2009 graduate and government engaged in human rights abuses, where the government is
upper division perceived as corrupt or wasteful.
undergraduate
business students
McGee, Nickerson | Germany & USA | e American students were significantly more opposed to tax evasion in
& Fees, 2006 — graduate and 11/18 cases; German students were significantly more opposed in 1/18
undergraduate cases.
business students e American women were more opposed to tax evasion than were
American men. Gender data was not compiled for the German sample.
McGee & Lingle, | Guatemala — e Women were more opposed to tax evasion. Business & economics
2008 business & students were more opposed to tax evasion than were law students.

economics and
law students

McGee, Ho & Li,
2008

Hong Kong &
USA — advanced
undergraduate
business students

e There were often significant differences when comparing mean scores
for individual statements but the overall difference in mean scores was
not significant.

McGee & Butt,
2008

Hong Kong —
business students

e Males and females were equally opposed to tax evasion.
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Student Views on the Ethics of Tax Evasion

Table 1: Summary of Prior Studies

Study Sample Findings
McGee, 2006b USA- ¢ Females were more opposed to tax evasion in all 18 cases.
international
business
academics

McGee & Cohn, |USA —Orthodox | e Women were significantly more opposed to tax evasion.

2008 Jewish students e Some arguments for tax evasion were stronger than others. The
strongest arguments to support tax evasion were in cases involving
human rights abuses.

McGee & Kazakhstan — ¢ Men and women were equally opposed to tax evasion.

Preobragenskaya, |accounting and e Accounting students and business & economics students were equally

2008 business students opposed to tax evasion.

McGee, Noronha
& Tyler, 2007

Macau — graduate
and undergraduate
business &
economics
students

e Men and women were equally opposed to tax evasion, overall.
Although the overall mean scores were not significantly different, male
mean scores were significantly higher [men were more opposed] for 3
of 15 statements.

McGee & M’Zali,
2008

Mali — executive
MBA students

e There was widespread support for tax evasion.

e The strongest arguments to justify tax evasion were in cases where the
government wasted the money, where the tax system is perceived as
unfair and in cases where the government engages in human rights

abuses.
Gupta & McGee, |New Zealand — e Women were more opposed to tax evasion.
2010a graduate and e Older people were more opposed to tax evasion than were young
undergraduate people.
accounting, ¢ Graduate students were more opposed to tax evasion than were
business & undergraduate students.
economics and e Accounting and business & economics students were equally opposed
law students to tax evasion; law students were somewhat less opposed to tax evasion
than were the other two groups.

e The European group was significantly more opposed to tax evasion
than were the other two ethnic groups; the Asian and Pasifika groups
were equally opposed to tax evasion.

¢ Catholics were most opposed to tax evasion; Buddhists were least
opposed.

McGee & Lopez, |Puerto Rico — e Women were more opposed to tax evasion in 16/18 cases; women were
2007 accounting and significantly more opposed in 3/18 cases.

law students

e Accounting students and law students were equally opposed to tax
evasion, generally. The only case where accounting students were
significantly more opposed to tax evasion was the case where tax funds
are spent on projects that do not benefit the taxpayer.
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Table 1: Summary of Prior Studies

Student Views on the Ethics of Tax Evasion

Study

Sample

Findings

McGee, 2006¢

Romania —
graduate and
upper division
undergraduate
business students

e Males were more opposed to tax evasion in 12/18 cases.

e The strongest arguments to justify tax evasion were in cases where the
tax system is considered unfair, where the government engages in
human rights abuses, where the taxpayer is unable to pay or where tax
rates are too high.

McGee & Tusan, | Slovakia— e Men were significantly more opposed to tax evasion.

2008 business & e The older group was slightly more opposed to tax evasion than was the
€conomics, younger group.
philosophy and ¢ Philosophy/theology students were more opposed to tax evasion than
theology students were business/economics students.

McGee & Andres, | Taiwan — students | e Women were more opposed to tax evasion.

2009 e The strongest argument supporting tax evasion was the case where a

significant portion of the money collected winds up in the pockets of
corrupt politicians or their families and friends. [The 3 human rights
issues were not included in this study.]

McGee, 2008b Thailand — ¢ Females were more opposed to tax evasion.
advanced ¢ The strongest argument supporting tax evasion was the case where a
undergraduate significant portion of the money collected winds up in the pockets of
accounting corrupt politicians or their families and friends. Other strong arguments
students were in cases where the tax system is perceived as being unfair, where
the tax funds are wasted and where the taxpayer is unable to pay.
McGee & Benk, |Turkey — e Men were significantly more opposed to tax evasion. Older people
2011 undergraduate were more opposed to tax evasion than were younger people.
business &
economics
students
Nasadyuk & Ukraine — e The strongest argument supporting tax evasion was the case where a
McGee, 2008 graduate and significant portion of the money collected winds up in the pockets of
advanced corrupt politicians or their families and friends. Other strong arguments
undergraduate were in cases where the government engages in human rights abuses or
accounting and where the tax system is perceived as unfair.
economics
students
McGee & Lopez, |USA, Colombia, e Students in the USA were more opposed to tax evasion than were
2008 Ecuador, Puerto students in the Latin American sample in total, but Colombian students

Rico & the
Dominican
Republic —
accounting,
business &
economics

students

were more opposed to tax evasion than were students in any of the
other countries.

U.S. Hispanic students were more opposed to tax evasion than was the
total U.S. sample.

Scores for the Dominican Republic were substantially and consistently
lower than for the other countries, indicating that tax evasion was less
of a moral problem for the average Dominican than for the other four
groups sampled.
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Table 1: Summary of Prior Studies
Student Views on the Ethics of Tax Evasion

Study Sample Findings

e Women were more opposed to tax evasion in 17/18 cases; opposition
was significant in 5/18 cases.

¢ Gender differences were most significant for the three human rights
arguments.

¢ Business students were more opposed to tax evasion than were
accounting students in 17/18 cases; the difference was significant in

14/18 cases.
McGee & Smith, | Utah & Florida— | e Utah students were more opposed to tax evasion in 17/18 cases; the
2009 accounting difference in mean scores was significant in 4/18 cases.
students
The findings of the above-mentioned studies might be summarized as follows:
Gender
e Women were more opposed to tax evasion in Australia, China, Colombia, Estonia,
Guatemala, Latin America, New Zealand, Puerto Rico, Taiwan, Thailand, and the USA
(2 studies). Female Orthodox Jewish students are also more strongly opposed to tax
evasion.
e Men were more opposed to tax evasion in Romania, Slovakia and Turkey
e Men and women were equally opposed to tax evasion in Argentina, China, France, Hong
Kong, Kazakhstan and Macau
Age
e Older people were more opposed to tax evasion than younger people in Estonia, New
Zealand, Slovakia and Turkey.
Major

Accounting students were more opposed to tax evasion than business/economics students
in Australia.

Accounting students were more opposed to tax evasion than law students in New
Zealand.

Accounting and law students were equally opposed to tax evasion in Puerto Rico.
Accounting and business/economics students were equally opposed to tax evasion in
Estonia, Kazakhstan and New Zealand.
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Business/economics students were more opposed to tax evasion than accounting students
in Latin America.

Business/Economics students were more opposed to tax evasion than law students in
Argentina, Guatemala and New Zealand.

Business/Economics students were more opposed to tax evasion than theology students in
Armenia.

Law/philosophy students were more opposed to tax evasion than business students in
China.

Philosophy/theology students were more opposed to tax evasion than business/economics
students in Slovakia.

Seminary students were more opposed to tax evasion than accounting students in
Australia.

Seminary students were most opposed and business/economics students were least
opposed to tax evasion in Australia.

Student Status

Students and faculty were equally opposed to tax evasion in Argentina
Faculty were most opposed and undergraduates were least opposed to tax evasion in
Australia and Estonia.

Graduate students were more opposed to tax evasion than undergraduate students in
Estonia and New Zealand.

Religion

Catholics were more opposed to tax evasion than Muslims in Australia.

Catholics were most opposed to tax evasion and Buddhists were least opposed in New
Zealand.

Ethnicity

Anglos were more opposed to tax evasion than Asians in Australia and New Zealand.
U.S. Hispanics were more opposed to tax evasion than U.S. non-Hispanics.

Country Comparisons

Americans were more opposed to tax evasion than were Germans and Latin Americans.
Bosnians were more opposed to tax evasion than Romanians.

Colombians were more opposed to tax evasion than students in the USA, Ecuador, Puerto
Rico and the Dominican Republic.
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e Students in the Dominican Republic were significantly less opposed to tax evasion than
were students from the U.S.A., Colombia, Ecuador and Puerto Rico.
e Students in Utah were more opposed to tax evasion than students in Florida.

It would be premature to attempt to make any definitive conclusions, given the small
number of studies in some demographic categories, but some comments can be made. The most
frequently examined demographic is gender. In most cases, women were more opposed to tax
evasion. The next most frequent category was where men and women were equally opposed to
tax evasion. In three cases, men were more opposed to tax evasion. It would take another study
to attempt to determine why the results differ by country. Culture, religion and numerous other
factors all play a role. One interesting result is that women in one part of China were more
opposed to tax evasion, while men and women in another part of China were equally opposed to
tax evasion, which might lead one to tentatively conclude that there might be regional
differences in attitudes toward tax evasion, at least in China. It is a reasonable view. People in
different parts of the United States think differently about economic and political issues. It is
reasonable to expect that regional differences exist in other countries as well.

Prior studies on gender and ethics have offered several reasons for the various outcomes.
Where women were found to be more ethical than men, one reason given is because women in
some cultures are taught from an early age to respect authority, and that upbringing might carry
over to views on tax evasion. In studies where men and women were equally ethical, one reason
given to explain why there were no gender differences was that women’s opinions and values
become more like men’s opinions and values as they become liberated. Reasons why men were
sometimes more opposed to tax evasion were unclear.

The results in the age category were not a surprise. Several prior studies that examined
age and ethical issues found that older people have more respect for authority and the law than
do younger people (Barnett & Karson, 1987, 1989; Harris, 1990; Kelley et al., 1990;
Longenecker et al., 1989; Ruegger & King, 1992; Wood et al., 1988). The studies listed above
confirm the findings in those earlier studies. However, not all studies found that ethical behavior
increases with age (Babakus et al., 2004; Browning & Zabriskie, 1983; Callan, 1992; Izraeli,
1988), so it cannot be said definitively that people become more ethical as they get older.

One might think that accounting majors would be more opposed to tax evasion than other
majors because accounting students are taught from the very first accounting class what the rules
are and why they need to be obeyed. Some studies confirmed this initial, a priori belief but other
studies did not.

Another a priori assumption one might make is that theology and seminary students
would be more opposed to tax evasion than other majors. Some of the studies listed above
confirmed that assumption, but others did not. The explanation for why Armenian theology
students were less opposed to tax evasion than business and economics students was that
theology in Armenia is a business, not a calling (McGee & Maranjyan, 2008).
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The relative position of law students was difficult to determine a priori. If one guessed
that law students would be more opposed to tax evasion than other groups, one could speculate
that the reason was because law students have a strong respect for authority and the rule of law.
But on the other hand, law students are trained to circumvent the law or to manipulate the law for
the benefit of their clients, which might reasonably lead one to conclude that law students had
less aversion to tax evasion than other groups. The studies listed above showed mixed results,
which lends credence to the view that both a priori reasons might be partially, but not totally
accurate.

The results in the student status category seemed to indicate that graduate students were
more opposed to tax evasion than undergraduate students, but the reason for the difference in
opinion was unclear. One possible explanation is that graduate students generally are older than
undergraduate students, and since older people tend to be more opposed to breaking the rules in
general, and are more opposed to tax evasion in particular, it would be reasonable to expect that
graduate students might be more opposed to tax evasion than undergraduate students. However,
the age difference between graduate and undergraduate students is not that great, so perhaps age
is not the determining factor.

Another possible explanation might be that people who are more educated tend to be
more averse to tax evasion than people who are less educated. Other studies that examined the
relationship between education and views on ethical issues have found that education makes a
difference, but it is not always clear what that difference is. Some of those studies are cited
below.

Religion was examined in just two studies, so it is not possible to arrive at any strong
conclusions. If one were to arrive at a conclusion based solely on the theological and
philosophical literature, one might reasonably conclude that Catholics would be less opposed to
tax evasion than other religions, since most of the reasons given in the literature to justify tax
evasion have come from Catholic sources (Crowe, 1944). Yet the two studies listed above both
found that Catholics were more opposed to tax evasion than other religions. One possible
explanation is that the rank and file Catholic has not read the literature on tax evasion that was
written by Catholic scholars. Another possible explanation is that the Catholic church is
hierarchical, and since members are taught from an early age to respect authority, this general
attitude carries over to tax evasion.

The results on ethnicity found that Anglos were more opposed to tax evasion in Australia
and New Zealand. However, these findings cannot be extrapolated to say that Anglos are
generally more opposed to tax evasion than are Asians because the Anglos in Australia and New
Zealand are only a subset of Anglos and the Asian who live in those two countries might not be
representative of all Asians, not to mention the possibility that Asians in China might be different
than Asians in India or any number of other Asian countries. However, the findings in those two
studies are not totally valueless either, because they establish the basis for further studies.
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Some of the findings in the country comparison studies were predictable while others
were somewhat surprising. American students were more opposed to tax evasion than were
German or Latin American students. One might expect Americans to be more opposed to tax
evasion than Latin Americans, since the United States has a stronger rule of law than do most
Latin American countries, and presumably the strong rule of law has a carryover effect on values
and attitudes. But that does not explain why the American sample had more aversion to tax
evasion than the German sample. One possible explanation might be because respect for the rule
of law in Germany has declined since its drift toward social democracy, which requires higher
tax rates.

The finding that Colombian students are more strongly opposed to tax evasion than other
countries, including the United States, came as a surprise. Apparently there is something
different about Colombia but what it is could not be determined without further study.

It is unclear why Bosnians were more strongly opposed to tax evasion than Romanians.
Both are former communist countries. Both are located in Eastern Europe. One possible
explanation is religion. The students who participated in the Bosnian survey were predominantly
Muslim whereas the Romanians were mostly Roman Catholic. Another possible explanation
might be that many Romanians hated their communist government, whereas many Yugoslavs,
Bosnians included, were less hateful of the Yugoslav dictatorship. Attitude toward a person’s
government has an effect on other attitudes, including respect for authority and law.

It was not surprising that students in Utah were more opposed to tax evasion than
students in Florida. The Utah group was overwhelmingly Mormon. In fact, there were so many
Mormons in the study that it was not feasible to do a comparison based on religion. A study of
the Mormon theological literature found that Mormons are strongly opposed to tax evasion under
any and all conditions. The Mormon literature does not allow a single exception to the rule that
tax evasion is impermissible (Smith & Kimball, 1998).

The Florida sample was collected in Miami, a part of the country with a large Hispanic
population. Some of the studies listed above found that some Latin American countries were less
opposed to tax evasion than Americans (McGee & Lopez, 2008), although one of those studies
also found that Hispanics who live in the United States were more opposed to tax evasion than
non-Hispanics who live in the United States. The Mormon theological literature is stronger in its
opposition to tax evasion than the literature of any other religion, so it is reasonable to expect
that Mormons would be more opposed to tax evasion than people of other religions.

METHODOLOGY

Groups of social scientists all over the world have been conducting coordinated surveys
of the world’s population since the 1980s. Some surveys have solicited the opinions of more than
200,000 people in more than 80 countries. The surveys included hundreds of questions on a wide
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range of subjects. One question in the most recent surveys addressed attitudes toward tax
evasion:

Please tell me for each of the following statements whether you think it can
always be justified, never be justified, or something in between: Cheating on taxes
if you have a chance.

The range of responses used a 10-point Likert Scale where 1 = never justifiable and 10 =
always justifiable. The surveys collected data on a number of demographic variables, including
level of education, gender and age. The present study uses the data gathered in the most recent
surveys.

Countries chosen for analysis in the present study included Brazil, Russia, India and
China because they are classified as the BRIC countries. All are large in terms of population and
have relatively large economies. Brazil is the largest country in South America. Russia is a large
and important country in Eurasia that spans eleven time zones. India and China are the two
largest countries in Asia in terms of population. Both also have large economies. The United
States was chosen so that the study would include a country from North America. The USA is
also the largest country in North America in terms of population and economy. Germany was
chosen so that the sample would include a country from Western Europe. Germany has a
relatively large population and has the largest economy in Western Europe.

Table 2 shows the sample size and population (CIA World Fact Book 2011) for each
country included in the survey. The sample size was slightly more than 10,000. The countries
included in the study have a combined population of more than 3.2 billion people.

Table 2: Sample Size and Population

Country Population (million) Sample Size
Brazil 201 1483
Russia 139 1901

India 1173 1677

China 1330 1763

USA 310 1182
Germany 82 2028
Totals 3235 10,034

Some prior tax evasion studies tested for gender differences. Some of those studies found
that women are more opposed to tax evasion (McGee, Alver & Alver, 2008; McGee & Bose,
2009; McGee & Guo, 2007; McGee, Lopez & Yepes, 2009; McGee, Nickerson & Fees, 2006)
while others found that men are more opposed to tax evasion (McGee, 2006¢c; McGee & Tusan,
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2008; McGee & Benk, 2011). A third group of studies found that both genders were equally
opposed to tax evasion (McGee & Butt, 2008; McGee, Noronha & Tyler, 2007; McGee &
M’Zali, 2009; McGee & Preobragenskaya, 2008). The present study examines gender
differences to determine whether gender makes a difference in attitude toward tax evasion for the
countries included in the study.

Some prior studies examined the relationship between age and various ethical issues.
Some of those studies found that people become more ethical as they become older. A few
studies examined the relationship between age and attitudes toward tax evasion. Those studies
generally found that older people are more opposed to tax evasion than are younger people. The
present study tests this relationship to determine whether the older participants were more
opposed to tax evasion than the younger participants.

FINDINGS

Table 3a shows the overall mean scores, standard deviations and sample sizes by country.
China was most opposed to tax evasion, as indicated by the low mean score. The USA mean
score was only slightly higher. The difference in the China and USA means scores was
statistically insignificant.

The German sample ranked third. Russia and India tied for fourth place. Brazil was least
opposed to tax evasion. T-tests were made to compare some of the differences in mean scores.
Some of the differences were found to be statistically significant. The p values are listed in Table
3a.

HI:  All countries in the sample are equally opposed to cheating on taxes.
HI: Rejected. Some countries were significantly more opposed to tax evasion
than others.

Table 3a: Ranking By Country
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Rank Country Mean Std. Dev. n
1 China 2.0 1.85 1763
2 USA 2.1 1.86 1182
3 Germany 2.2 1.79 2028
4 Russia 3.0 2.70 1901
4 India 3.0 3.02 1677
6 Brazil 3.6 3.01 1483
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
China v. Germany 0.0007
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Table 3a: Ranking By Country
(Cheating on taxes: 1=never justifiable;10=always justifiable)
China v. Russia 0.0001
China v. India 0.0001
China v. Brazil 0.0001
USA v. Russia 0.0001
USA v. India 0.0001
USA v. Brazil 0.0001
Germany v. Russia 0.0001
Germany v. India 0.0001
Germany v. Brazil 0.0001
Russia v. Brazil 0.0001
India v. Brazil 0.0001

Table 3b shows the results of the ANOVA test. The difference between groups was
significant at the one percent level (p < 0.0001).

Table 3b: Country and Attitudes toward Tax Evasion

ANOVA Analysis
2 Df Mean Fisher p
Squares Squares F-value value
Between Groups 3,289.580 5 657.916 111.493 <0.001
Within Groups 59,174.802 10,028 5.901
Total 62,464.382 10,033

The next few sections examine the data on a country-by-country basis. The ANOVA tests
show the overall significance between groups. T-tests were also done for some of the cases
where the mean scores between two groups varied widely so that readers could see which
comparisons resulted in significant differences.

Individual tests of significance were not reported for some possible comparisons because
of small sample size or because some differences were not significant. In other cases, individual
tests of significance were not reported for all possible permutations and combinations due to
space constraints

Brazil

Table 4a ranks the mean scores for Brazil, based on education level. The group that was
most strongly opposed to tax evasion was the group that had inadequately completed elementary
school. The group having the least aversion to tax evasion was the group with incomplete
secondary: technical education. The ANOVA reported in Table 4b shows that the difference
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between groups is significant at the 1 percent level (p < 0.0001) but it is difficult to determine a
pattern. Those with university educations and those with no formal education had mean scores
that were not very far apart. All that can be said with certainty is that education level does make
a difference and the relationship between education level and attitude toward tax evasion is not
linear. The t-tests reported in Table 4a show some of the significant differences when two groups
are compared.

H2:  There is no relationship between education level and attitude toward tax evasion.
H2:  Rejected. The difference is significant.

Table 4a: Ranking By Educational Level (Brazil)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Rank Education Mean Std. Dev. n
1 Inadequately Completed Elementary Education 34 3.04 490
2 Completed Secondary: Technical 3.5 2.80 378
2 University Degree 3.5 291 133
4 No Formal Education 3.7 2.48 20
5 Completed Elementary Education 3.8 3.09 206
5 Some University 3.8 3.13 102
7 Incomplete Secondary: Technical 42 322 148
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
Inadequately Completed Elementary Education v. Incomplete .00580

Secondary: Technical

Completed Secondary: Technical v. University Degree 0.0139

Table 4b: Educational Level and Attitudes toward Tax Evasion

ANOVA Analysis
z Df Mean Fisher P
Squares Squares F-value value
Between Groups 282.423 6 47.070 4.622 <0.0001
Within Groups 14,843.041 1,470 10.097
Total 15,125.464 1,476

Table 5 ranks the overall mean scores based on gender. Men were more opposed to tax
evasion than women but a t-test revealed that the difference in overall mean scores was not
significant.
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H3:  Attitude toward tax evasion does not differ by gender.
H3:  Cannot be rejected. The difference in overall mean score between males
and females is not significant.

Table 5: Ranking By Gender (Brazil)
(Cheating on taxes: 1=never justifiable;10=always justifiable)
Rank Gender Mean Std. Dev. n
1 Male 34 2.96 710
2 Female 35 3.04 773
SIGNIFICANT DIFFERENCES IN MEAN SCORES
P value
Male v. Female 0.5217 No

Table 6 shows the relationship between education level and gender on the issue of tax
evasion. Some of the inter-group sample sizes were too small to make valid comparisons. Other
sample sizes were sufficiently large to make mean score comparisons. T-test comparison of
mean scores of males and females for each level of education showed that some differences are
significant at the 1 percent and 5 percent level. Males were significantly more opposed to tax
evasion for the categories of incomplete secondary school: technical (p = 0.0148) and university
degree (p = 0.0099). No explanation for why this significant difference exists is readily apparent.
More research is needed.

H4:  Attitude toward tax evasion does not differ by gender at any education
level.

H4:  Rejected. Men are significantly more opposed to tax evasion for at least
two levels of education.

Table 6: Relationship Between Educational Level And Gender (Brazil)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Mean Std. Dev. n
No Formal Education 3.7 2.48 20
Female 4.6 2.69 11
Male 2.8 1.89 9
Inadequately Completed Elementary Education 34 3.04 490
Female 3.5 3.03 245
Male 3.3 3.06 245
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Table 6: Relationship Between Educational Level And Gender (Brazil)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Mean Std. Dev. n
Completed Elementary Education 3.8 3.09 206
Female 3.6 3.02 102
Male 3.9 3.17 104
Incomplete Secondary School: Technical 4.2 3.22 148
Female 4.7 3.28 83
Male 34 3.02 64
Complete Secondary: Technical 3.5 2.8 378
Female 3.7 2.81 206
Male 33 2.79 172
Some University 3.8 3.13 102
Female 33 2.96 49
Male 4.2 3.25 53
University Degree 35 291 133
Female 4.1 3.02 67
Male 2.8 2.67 65
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
Incomplete Secondary School: Technical: Female v. Male 0.0148
University Degree: Female v. Male 0.0099

Tables 7a and 7b show the Brazilian results for age. An ANOVA found that the
difference between groups is highly significant (p < 0.0001). The t-tests showed that some
differences between individual groups were also highly significant.

The group most opposed to tax evasion was the 65+ group. The tendency was that the
older people get, the more averse they were to tax evasion, a finding that confirms the findings in
some other studies (McGee, Alver & Alver, 2008; Gupta & McGee, 2010; McGee & Tusan,

2008; McGee & Benk, 2011)

H5:  Attitude toward tax evasion does not differ by age.

H5:  Rejected.
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Table 7a: Ranking By Age (Brazil)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Rank Age Mean Std. Dev. n
1 65 + 2.9 2.69 122
2 45-54 3.0 2.59 255
3 35-44 3.6 3.13 311
4 55-64 3.7 3.10 164
5 25-34 3.9 3.16 332
6 15-24 4.1 3.01 298
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
15-24 v. 65+ 0.0002
15-24 v. 45-54 0.0001
15-24 v. 35-44 0.0451
25-34 v. 65+ 0.0020
25-34 v. 45-54 0.0002
35-44 v. 65+ 0.0302
35-44 v. 45-54 0.0146
45-54 v. 55-64 0.0129
55-64 v. 65+ 0.0232
Table 7b: Age and Attitudes toward Tax Evasion
ANOVA Analysis
h) Df Mean Fisher p
Squares Squares F-value value
Between Groups 257.123 5 51.425 5.759 <0.0001
Within Groups 13,178.978 1,476 8.929
Total 13,436.100 1,481
Russia

Tables 8a and 8b show the results for the Russian sample. The ANOVA showed the
differences between groups to be significant at the 10 percent level (p = 0.1000). Some of the t-
tests listed at the bottom of Table 8a found comparisons between individual groups to be
significant at the 5 percent level. The group most opposed to tax evasion was the group with
incomplete elementary education. The ranking found that the relationship between level of
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education and attitude toward tax evasion was mostly linear. The more education, the less

aversion to tax evasion, in general.

H6:  There is no relationship between education level and attitude toward tax evasion.
H6:  Rejected. As the level of education increases, aversion to tax evasion decreases.

Table 8a: Ranking By Education Level (Russia)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Rank Education Mean Std. Dev. n
1 Incomplete Elementary Education 1.7 1.30 20
2 Complete Elementary Education 2.5 1.77 32
3 Incomplete Secondary: Technical 2.8 2.83 150
4 Complete Secondary: Technical 2.9 2.66 732
4 Incomplete Secondary: University Preparatory 2.9 2.47 77
6 Complete Secondary: University Preparatory 3.1 2.71 315
7 University Degree 32 2.77 446
8 Some University 33 2.69 107
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
Incomplete Elementary Education v. University Degree 0.0164
Incomplete Elementary Education v. Some University 0.0105
Incomplete Elementary Education v. Complete Secondary: Univ. Preparatory 0.0226
Incomplete Elementary Education v. Incomplete Secondary: Univ. Preparatory | 0.0390
Incomplete Elementary Education v. Complete Secondary: Technical 0.0448
Table 8b: Educational Level and Attitudes toward Tax Evasion
ANOVA Analysis
)y Df Mean Fisher p
Squares Squares F-value value
Between Groups 86.510 7 12.359 1.720 0.100
Within Groups 13,446.003 1,871 7.187
Total 13,532.512 1,878

Table 9 shows the results of the t-test for gender differences. Women were more strongly
opposed to tax evasion, but the difference in mean scores was not significant at the 5 percent
level (p = 0.1084). The difference was significant at the 11 percent level, a level that generally is

not considered in statistical research.
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H7:  Attitude toward tax evasion does not differ by gender.

H7:  Cannot be rejected.

Table 9: Gender Differences (Russia)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Rank Gender Mean Std. Dev. N
1 Female 2.9 2.68 1038
2 Male 3.1 2.73 863
p value Significant?
Female v. Male 0.1084 No

Table 10 shows the gender comparisons for each individual group. Although women
were generally more opposed to tax evasion, none of the mean scores were significantly different

at the 5 percent level.

HS:  Attitude toward tax evasion does not differ by gender at any education level.

HS8:  Cannot be rejected.

Table 10: Relationship Between Educational Level And Gender (Russia)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Education Level Mean Std. Dev. N
Incomplete Elementary Education 1.7 1.30 20
Female 2.0 1.49 14
Male 1 - 7
Completed Elementary Education 2.5 1.77 32
Female 2.9 1.92 19
Male 2.1 1.47 13
Incomplete Secondary Technical 2.8 2.83 150
Female 2.5 2.68 75
Male 3.0 2.97 75
Incomplete Secondary: University Preparatory 2.9 2.47 77
Female 2.4 2.10 36
Male 3.3 2.70 42
Complete Secondary: Technical 2.9 2.66 732
Female 2.9 2.73 410
Male 2.9 2.59 322
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Table 10: Relationship Between Educational Level And Gender (Russia)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Education Level Mean Std. Dev. N

Complete Secondary: University Preparatory 3.1 2.71 315
Female 2.9 2.59 168

Male 33 2.83 147

Some University 3.3 2.69 107
Female 3.2 2.75 54

Male 33 2.66 53

University Degree 32 2.77 446
Female 3.0 2.73 249

Male 34 2.82 197

No significant differences at 5%

Tables 11a and 11b show the data for age for the Russian group. Age was a highly
significant variable overall (p < 0.0001). It was also highly significant for some of the
comparisons between two individual groups. The 65+ group was most opposed to tax evasion.
The relationship was linear. The older the group, the more opposed they were to tax evasion.

HY9:  Attitude toward tax evasion does not differ by age.
HY9:  Rejected.

Table 11a: Ranking By Age (Russia)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Rank Age Mean Std. Dev. n
1 65+ 2.2 2.23 295
2 55-64 2.6 2.54 217
3 45-54 2.8 2.47 369
4 35-44 3.2 2.76 338
5 25-34 35 2.93 309
6 15-24 3.6 291 373
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value

15-24v. 65 + 0.0001

15-24 v. 55-64 0.0001

15-24 v. 45-54 0.0001

15-24 v. 35-44 0.0611

25-34 v. 65+ 0.0001
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Table 11a: Ranking By Age (Russia)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

25-34 v. 55-64 0.0003
25-34 v. 45-54 0.0008
35-44 v. 65+ 0.0001
35-44 v. 55-64 0.0102
35-44 v. 45-54 0.0424
45-54 v. 65+ 0.0012

Table 11b: Age and Attitudes toward Tax Evasion

ANOVA Analysis
2 Df Mean Fisher p
Squares Squares F-value value
Between Groups 462.051 5 92.410 13.008 <0.0001
Within Groups 13,462.123 1,895 7.104
Total 13,924.174 1,900

India

Tables 12a and 12b show the relationship between educational level and attitude toward
tax evasion for the India sample. The group most opposed to tax evasion was the group with
university level education. The next most strongly opposed groups were those who had
completed elementary or secondary education. Those who had no formal education or who had
incomplete education had a tendency to be less opposed to tax evasion. However, the ANOVA
showed that the difference between groups was not significant (p = 0.516). However, a
comparison of mean scores of the incomplete secondary: university preparatory and university
degree groups found university degree group was significantly more opposed to tax evasion at
the 5 percent level (p =0.0322).

HI10:  There is no relationship between education level and attitude toward tax evasion.
HI0:  Rejected. Although the relationship is weak, one comparison found a significant different,
which is all that is needed to reject a hypothesis.
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Table 12a: Ranking Educational Level (India)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Rank Education Level Mean Std. Dev. n
1 University Degree 2.7 2.90 226
2 Completed Elementary Education 3.0 291 199
2 Complete Secondary: University Preparatory 3.0 3.03 272
2 Some University 3.0 3.13 187
5 No Formal Education 3.1 2.97 429
6 Incomplete Elementary Education 32 3.19 125
7 Incomplete Secondary: University Preparatory 33 3.04 227
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
Incomplete Secondary: University Preparatory v. University Degree 0.0322

Table 12b: Educational Level and Attitudes toward Tax Evasion

ANOVA Analysis
z Df Mean Fisher P
Squares Squares F-value value
Between Groups 47.266 6 7.878 0.870 0.516
Within Groups 15,004.964 1,658 9.050
Total 15,052.231 1,664

Table 13 shows the results for gender for the India sample. Although women were more
opposed to tax evasion, the difference in mean scores was not significant (p = 0.1821).

HI1: Attitude toward tax evasion does not differ by gender.
HI11: Cannot be rejected.

Table 13: Ranking By Gender (India)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

Rank Gender Mean Std. Dev. N
1 Female 2.9 2.99 691
2 Male 3.1 3.04 985
p value Significant?
Female v. Male 0.1821 No
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Table 14 shows the gender comparisons for individual categories. Although women were
almost always more opposed to tax evasion, regardless of education level, none of the mean
scores were significantly different.

HI12: Attitude toward tax evasion does not differ by gender at any education level.
HI2: Cannot be rejected.

Table 14: Relationship Between Educational Level And Gender (India)
(Cheating on taxes: 1=never justifiable;10=always justifiable)

N Mean Std. Dev.
No Formal Education 428 3.1 2.97
Female 255 2.9 2.84
Male 173 3.4 3.14
Incomplete Elementary Education 125 3.2 3.19
Female 52 3.0 3.12
Male 73 34 3.25
Completed Elementary Education 199 3.0 291
Female 73 2.9 2.85
Male 126 3.1 2.96
Incomplete Secondary: University Preparatory 227 3.3 3.04
Female 97 3.5 3.20
Male 130 3.1 2.92
Complete Secondary: University Preparatory 272 3.0 3.03
Female 105 2.8 3.06
Male 167 3.0 3.02
Some University 187 3.0 3.13
Female 42 2.5 3.13
Male 145 3.1 3.13
University Degree 226 2.7 2.90
Female 60 24 2.80
Male 166 2.8 293
No significant p values

Tables 15a and 15b show the age data for the India group. The ranking pattern in Table
15a is especially interesting. For most other countries, the degree of opposition to tax evasion
increases with age, but in the case of India, the youngest age group is most opposed to tax
evasion and the second youngest age group is least opposed. The mean scores are very close to
each other for all groups, ranging from 2.8 to 3.2. None of the individual differences in mean
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score were significant. The ANOVA found that the differences between groups were not
significant, either (p = 0.752).

HI3: Attitude toward tax evasion does not differ by age.
HIi3: Cannot be rejected.

Table 15a: Ranking By Age (India)
(1 = never justifiable; 10 = always justifiable)

Rank Age Mean Std. Dev. N
1 15-24 2.8 2.85 189
2 45-54 3.0 3.00 302
2 55-64 3.0 3.06 168
2 65 + 3.0 2.95 146
5 35-44 3.1 3.05 432
6 25-34 32 3.08 440
No significant p values

Table 15b
Age and Attitudes toward Tax Evasion
ANOVA Analysis
)3 Df Mean Fisher p
Squares Squares F-value value

Between Groups 24.278 5 4.856 0.533 0.752
Within Groups 15,235.521 1,671 9.118

Total 15,259.799 1,676

China

Tables 16a and 16b show the ranking by educational level for the China sample. The
group most opposed to tax evasion was the group with no formal education. The relationship
between attitude toward tax evasion and level of education was linear. The higher the education
level, the less resistance to tax evasion. However, the ANOVA found the differences between
groups not to be significant at the 5 percent level (p = 0.120), although a t-test comparing the no
formal education group to the complete secondary: university preparation group found the
difference in mean scores to be significant at the 5 percent level (p = 0.0136).
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H14: There is no relationship between education level and attitude toward tax
evasion.

HIi4: Rejected. Although the ANOVA showed no significant difference in mean
scores, one of the individual comparisons did show a significant
difference.

Table 16a: Ranking By Educational Level (China)
(Cheating on taxes: 1=never justifiable;10=always justifiable)
Rank Educational Level Mean Std. Dev. N
1 No Formal Education 1.8 1.54 405
2 Completed Elementary Education 1.9 1.80 450
3 Complete Secondary: Technical 2.0 1.97 238
4 Complete Secondary: University Preparatory 2.1 2.03 522
4 University Degree 2.1 1.87 125
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
No Formal Education v. Complete Secondary: University Preparatory 0.0136
Table 16b: Educational Level and Attitudes toward Tax Evasion
ANOVA Analysis
> Df Mean Fisher p
Squares Squares F-value value
Between Groups 25.010 4 6.253 1.835 0.120
Within Groups 5,913.264 1,735 3.408
Total 5,938.275 1,739

Table 17 shows the results for gender. Although women were more

evasion, the difference was not significant (p = 0.2566).

HI15: Attitude toward tax evasion does not differ by gender.

opposed to tax

HI15: Cannot be rejected.
Table 17: Ranking By Gender (China)
(Cheating on taxes: 1=never justifiable;10=always justifiable)
Rank Gender Mean Std. Dev. N
1 Female 1.9 1.80 909
2 Male 2.0 1.90 854
p value
Female v. Male 0.2566 No
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Table 18 shows the data for the gender comparisons for each level of education. In some
cases women were more opposed; in other cases men were more opposed; in some cases both

genders were equally opposed. None of the differences were significant.

HIi6: Attitude toward tax evasion does not differ by gender at any education level.
H16: Cannot be rejected.

Table 18: Relationship Between Educational Level And Gender (China)

(Cheating on taxes: 1=never justifiable;10=always justifiable)

Mean Std. Dev. N

No Formal Education 1.8 1.54 405
Female 1.8 1.49 280

Male 1.8 1.54 125

Completed Elementary Education 1.9 1.80 450
Female 2.0 1.90 229

Male 1.8 1.69 221

Complete Secondary: Technical 2.0 1.97 238
Female 2.0 1.89 104

Male 2.0 2.03 134

Complete Secondary: University Preparatory 2.1 2.03 522
Female 2.0 1.94 223

Male 2.1 2.10 299

University Degree 2.1 1.87 125
Female 2.0 1.90 60

Male 2.2 1.84 65

No significant p values

Tables 19a and 19b show the age data for the China sample. The two groups most
opposed to tax evasion were the two oldest groups. The youngest group was least opposed.
However, the relationship between education level and attitude toward tax evasion was not
completely linear because the sequence was not precisely oldest to youngest or youngest to
oldest. The ANOVA found that the difference between groups was highly significant (p =
0.005). Some of the comparisons between individual groups were also highly significant.

HI17: Attitude toward tax evasion does not differ by age.

HI7: Rejected.
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Table 19a: Ranking By Age (China)
(Cheating on taxes: 1=never justifiable;10=always justifiable)
Rank Age Mean Std. Dev. N

1 55-64 1.7 1.55 317

2 65+ 1.8 1.65 130

3 25-34 1.9 1.71 281

4 35-44 2.0 1.83 491

4 45-54 2.0 1.87 386

6 15-24 2.4 2.57 158

SIGNIFICANT DIFFERENCES IN MEAN SCORES

p value
15-24 v. 65+ 0.0222
15-24 v. 55-64 0.0003
15-24 v. 45-54 0.0439
15-24 v. 35-44 0.0320
15-24 v. 25-34 0.0151
35-44 v. 55-64 0.0160
45-54 v. 55-64 0.0227

Table 19b: Age and Attitudes toward Tax Evasion

ANOVA Analysis
z Df Mean Fisher p
Squares Squares F-value value
Between Groups 57.625 5 11.525 3.401 0.005
Within Groups 5,953.377 1,757 3.388
Total 6,011.002 1,762

United States

Tables 20a and 20b show the data for the United States. The group most opposed to tax
evasion was the most educated group. The group least opposed to tax evasion was the group
incomplete secondary: technical. The relationship between opposition to tax evasion and level of
education was not linear. There was no clear pattern. The ANOVA found the differences
between groups to be insignificant (p = 0.135). However, t-tests comparing two particular groups
were sometimes significant at the 1 percent or 5 percent level.
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HI18: There is no relationship between education level and attitude toward tax

evasion.

HIS8: Rejected. Some groups were significantly more opposed to tax evasion

than other groups.

Table 20a: Ranking By Educational Level (United States)
(Cheating on taxes: 1=never justifiable;10=always justifiable)
Rank Educational Level Mean | Std. Dev. N
1 University Degree 1.8 1.32 21
2 Incomplete Secondary: University Preparatory 1.9 1.69 244
3 Complete Secondary: Technical 2.0 1.88 384
3 Complete Secondary: University Preparatory 2.0 1.82 259
5 Completed Elementary Education 2.1 231 40
5 Some University 2.1 1.43 110
7 Incomplete Secondary: Technical 2.5 2.33 123
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
Incomplete Secondary: Technical v. Complete Secondary: Univ. Preparatory 0.0228
Incomplete Secondary: Technical v. Complete Secondary: Technical 0.0161
Incomplete Secondary: Technical v. Incomplete Secondary: Univ. Preparatory | 0.0051
Table 20b: Educational Level and Attitudes toward Tax Evasion
ANOVA Analysis
z Df Mean Fisher p
Squares Squares F-value value
Between Groups 33.587 6 5.598 1.631 0.135
Within Groups 4,030.483 1,174 3.433
Total 4,064.070 1,180

Table 21 shows the data by gender for the United States sample. Women were
significantly more opposed to tax evasion (p = 0.0002).

H19: Attitude toward tax evasion does not differ by gender.

HI19: Rejected.
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Table 21: Ranking By Gender (United States)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)
Rank Gender Mean Std. Dev. n
| Female 1.9 1.69 609
2 Male 2.3 2.0 573
p value
Female v. Male 0.0002

Table 22 shows the gender data by educational level. Surprisingly, the pattern was not
consistent. In some cases, women were more opposed to tax evasion; in other cases men were
more opposed; in some cases opposition was equal. T-tests comparing two specific groups found
that the differences were sometimes significant.

H20: Attitude toward tax evasion does not differ by gender at any education level.
H20: Rejected.

Table 22: Ranking By Educational Level (United States)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Educational Level Mean Std. Dev. n

Completed Elementary Education 2.1 2.31 40
Female 2.6 3.19 18

Male 1.7 1.17 22

Incomplete Secondary Technical 2.5 2.33 123
Female 2.5 2.35 70

Male 2.5 2.31 53

Incomplete Secondary: University Preparatory 1.9 1.69 244
Female 1.6 1.52 129

Male 2.3 1.82 115

Complete Secondary: Technical 2.0 1.88 384
Female 1.8 1.70 197

Male 2.3 2.03 187

Complete Secondary: University Preparatory 2.0 1.82 259
Female 1.6 1.05 132

Male 2.4 2.30 127

Some University 2.1 1.43 110
Female 2.1 1.38 56

Male 2.0 1.49 55

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 125

University Degree 1.8 1.32 21
Female 1.5 1.15 7
Male 2.0 1.41 14
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
Incomplete Secondary: University Preparatory: Female v. Male 0.0012
Complete Secondary: Technical: Female v. Male 0.0091
Complete Secondary: University Preparatory: Female v. Male 0.0004

Tables 23a and 23b show the results by age group for the U.S. sample. The two oldest
age groups tied for first place in the rankings. The youngest group had the least opposition to tax
evasion. The middle groups tied for third place in the rankings. The relationship was linear.
Opposition generally increased with age. The ANOVA between groups found that the difference
was highly significant (p < 0.0001). T-test comparisons of particular groups also found high
degrees of significance.

H21: Attitude toward tax evasion does not differ by age.
H21: Rejected.

Table 23a: Ranking By Age (United States)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)
Rank Age Mean Std. Dev. n

1 55-64 1.7 1.46 175

1 65+ 1.7 1.76 195

3 25-34 2.1 1.79 236

3 35-44 2.1 1.89 232

3 45-54 2.1 1.85 230

6 15-24 2.8 2.35 114

SIGNIFICANT DIFFERENCES IN MEAN SCORES

p value
15-24v. 65 + 0.0001
15-24 v. 55-64 0.0001
15-24 v. 45-54 0.0028
15-24 v. 35-44 0.0031
15-24 v. 25-34 0.0022
25-34v. 65+ 0.0204
25-34v. 55-64 0.0160
35-44v. 65 + 0.0251
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Table 23a: Ranking By Age (United States)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

35-44 v. 55-64 0.0206
45-54v. 65 + 0.0236
45-54 v. 55-64 0.0190

Table 23b: Age and Attitudes toward Tax Evasion

ANOVA Analysis
z Df Mean Fisher p
Squares Squares F-value value
Between Groups 111.125 5 22.225 6.604 <0.0001
Within Groups 3,957.746 1,176 3.365
Total 4,068.871 1,181

Germany

Tables 24a and 24b show the data for the German sample. The groups with incomplete
elementary education and university degrees were the two groups most opposed to tax evasion,
which was an interesting result. There was no clear pattern. The relationship between level of
education and attitude toward tax evasion was not clear. All that can be said is that the ANOVA
found the differences between groups to be highly significant (p= 0.001). T-tests comparing
particular education levels were sometimes highly significant as well.

H22: There is no relationship between education level and attitude toward tax

evasion.
H22: Rejected.

Table 24a: Ranking By Education Level (Germany)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Rank Education Level Mean Std. Dev. n
1 Incomplete Elementary Education 1.9 1.53 193
1 University Degree 1.9 1.49 295
3 Completed Elementary Education 2.2 1.81 445
3 Complete Secondary: Technical 2.2 1.78 708
5 Complete Secondary: University Preparatory 23 1.70 213
6 Incomplete Secondary: University Preparatory 24 1.84 27
7 No Formal Education 2.6 2.39 26
7 Some University 2.6 2.25 43
9 Incomplete Secondary: Technical 2.9 2.44 57
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Table 24a: Ranking By Education Level (Germany)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

SIGNIFICANT DIFFERENCES IN MEAN SCORES

p value
No Formal Education v. University Degree 0.0310
No Formal Education v. Incomplete Elementary Education 0.0438
Incomplete Elementary Education v. Some University 0.0143
Incomplete Elementary Education v. Complete Secondary: Univ.Preparatory 0.0135
Incomplete Elementary Education v. Complete Secondary: Technical 0.0330
Incomplete Elementary Education v. Incomplete Secondary: Technical 0.0002
Incomplete Elementary Education v. Completed Elementary Education 0.0447
Completed Elementary Education v. University Degree 0.0183
Completed Elementary Education v. Incomplete Secondary: Technical 0.0088
Incomplete Secondary: Technical v. University Degree 0.0001
Incomplete Secondary: Technical v. Complete Secondary: Univ. Preparatory 0.0331
Incomplete Secondary: Technical v. Complete Secondary: Technical 0.0058
Complete Secondary: Technical v. University Degree 0.0110
Complete Secondary: University Preparatory v. University Degree 0.0051
Some University v. University Degree 0.0079

Table 24b: Educational Level and Attitudes toward Tax Evasion

ANOVA Analysis
z Df Mean Fisher p
Squares Squares F-value value
Between Groups 79.962 7 11.423 3.729 0.001
Within Groups 6,043.542 1.973 3.063
Total 6,123.503 1.980

Table 25 shows the gender data for the German sample. Males and females were equally

opposed to tax evasion.

H23:  Attitude toward tax evasion does not differ by gender.

H23: Cannot be rejected.
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Table 25: Ranking By Gender (Germany)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)
Rank Gender Mean Std. Dev. n
1 Female 2.2 1.71 1043
1 Male 2.2 1.88 985
p value
Female v. Male 1.0000

Table 26 shows the gender data for each education level. In some cases women were
more opposed; in other cases men were more opposed; sometimes both genders were equally
opposed. The only case where the difference was significant was for those who held university
degrees. In that case, men were significantly more opposed to tax evasion (p = 0.0220).

H24: Attitude toward tax evasion does not differ by gender at any education level.
H24: Rejected. The mean scores were significantly different for those with
university degrees.

Table 26: Relationship Between Educational Level And Gender (Germany)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Mean Std. Dev. n

Completed Elementary Education 2.6 2.39 26
Female 2.6 2.39 15

Male 2.6 2.51 11

Incomplete Elementary Education 1.9 1.53 193
Female 2.0 1.67 120

Male 1.7 1.26 73

Completed Elementary Education 2.2 1.81 445
Female 2.1 1.59 206

Male 2.4 1.97 238

Incomplete Secondary Technical 2.9 2.44 57
Female 2.1 1.44 28

Male 3.7 2.95 29

Incomplete Secondary: University Preparatory 24 1.84 27
Female 1.8 1.29 15

Male 32 222 11

Complete Secondary: Technical 2.2 1.78 708
Female 2.2 1.75 394

Male 2.2 1.82 314

Journal of Legal, Ethical and Regulatory Issues, Volume 15, Number 2, 2012



Page 129

Table 26: Relationship Between Educational Level And Gender (Germany)

(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Mean Std. Dev. n
Complete Secondary: University Preparatory 2.3 1.70 213
Female 2.5 1.76 115
Male 2.1 1.62 98
Some University 2.6 2.25 43
Female 2.4 1.99 15
Male 2.7 2.40 28
University Degree 1.9 1.49 295
Female 2.1 1.64 126
Male 1.7 1.34 169
SIGNIFICANT DIFFERENCES IN MEAN SCORES
p value
University Degree: Female v. Male 0.0220

Tables 27a and 27b show the date based on age group. The oldest group was most
opposed to tax evasion, the second oldest group ranked second, the third oldest group ranked
third. The next two younger age groups had equal mean scores. The youngest group had the least
opposition to tax evasion. Overall, it was a linear relationship. Opposition increased as age
increased. The ANOVA found that the difference between groups was highly significant (p <
0.0001). Some of the t-test comparisons of particular groups also showed a high level of

significance.

H25:  Attitude toward tax evasion does not differ by age.

H25: Rejected.

Table 27a: Ranking By Age (Germany)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)

Rank Age Mean Std. Dev. n
1 65 + 1.8 1.36 414
2 55-64 2.0 1.81 317
3 45-54 22 1.61 342
4 25-34 24 2.06 272
4 35-44 24 1.95 472
6 15-24 2.6 1.86 210
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Table 27a: Ranking By Age (Germany)
(Cheating on taxes is: 1 = never justifiable; 10 = always justifiable)
SIGNIFICANT DIFFERENCES IN MEAN SCORES

p value
15-24 v. 65 + 0.0001
15-24 v. 55-64 0.0003
15-24 v. 45-54 0.0078
25-34v. 65 + 0.0001
25-34 v. 55-64 0.0124
35-44 v. 65 + 0.0001
35-44 v. 55-64 0.0038
45-54v. 65+ 0.0002

Table 27b: Age and Attitudes toward Tax Evasion
ANOVA Analysis
z Df Mean Fisher p

Squares Squares F-value value
Between Groups 142.273 5 28.455 9.060 <0.0001
Within Groups 6,347.088 2,021 3.141
Total 6,489.361 2,026

CONCLUDING COMMENTS

What can be said with a high degree of confidence is that opposition to tax evasion
differed by country. The Chinese sample was most opposed to tax evasion, followed closely by
the United States and Germany. Russians and Indians had similar opinions on the matter.
Brazilians were by far the least opposed to tax evasion. It would take another study or two to
determine the reasons for the differences. Culture, history, politics and economics all play a role.

A comparison of the relationship between educational level and attitude toward tax
evasion yielded mixed results. The group most opposed to tax evasion was one of the groups
with little or no formal education in Brazil, Russia and China, while the strongest opposition in
India and the USA came from the most educated group. In Germany the two groups tying for
strongest opposition were incomplete elementary education and university degree, which were at
opposite ends of the education spectrum. Thus, one cannot say that the relationship between
education and attitude toward tax evasion is uniform across countries and cultures. More
research is needed to determine why the various relationships are what they are.
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On the issue of gender and its relationship to attitude toward tax evasion, the results are
also mixed. The only country where women were definitely and consistently more strongly
opposed to tax evasion was the United States. In Russia, women were more strongly opposed to
tax evasion, but only at the 11 percent level, which is generally considered insignificant. In India
and China there was no significant difference between genders. In Brazil the difference was
insignificant generally, but men were significantly more opposed to tax evasion in the categories
of incomplete secondary: technical and university degree. In Germany, men and women
generally had the same degree of opposition to tax evasion, except in the case of those who held
a university degree. In that category men were significantly more strongly opposed to tax
evasion.

Table 28 summarizes the findings.

Table 28: Summary of Findings

EDUCATION LEVEL
Brazil Russia India China USA Germany

Most opposed | Most opposed | Most opposed Most opposed Most opposed Most opposed
Inadequately Incomplete University degree | No formal | University degree | Incomplete
completed elementary education elementary
elementary education education &
education university degree

2" place (tie) 2" place (tie)
2" place (tie) | 2™ place | Completed 2" place Incomplete
Completed Completed elementary Completed secondary:
secondary: elementary education; elementary university
technical, education Complete education preparatory
University degree secondary:

college

preparatory;

Some university
Least  opposed Least opposed Least opposed
Incomplete Least opposed Incomplete Least opposed Incomplete Least opposed
secondary: Some university |secondary: University degree | secondary: Incomplete
technical university & Complete | technical secondary:

preparation secondary: technical

college
preparatory (tie)

p <0.0001 p =0.1000 p=0.516 p=0.120 p=0.135 p=0.001
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Table 28: Summary of Findings

EDUCATION LEVEL
GENDER
Brazil Russia India China USA Germany
No significant | Overall, women | No significant | No significant | Women more | No significant
difference more strongly | difference difference strongly opposed | difference
overall. opposed but not overall.
significantly
p=0.5217 p =0.1084 p=0.1821 p=0.2566 p =0.0002 p =1.000
Men significantly Men significantly
more opposed for more opposed —
2 levels of University degree
education — (1)
incomplete p =0.0220
secondary:
technical and (2)
university degree.
AGE
Brazil Russia India China USA Germany
Most opposed —|Most opposed —|Most opposed — |Most opposed — | Most opposed — | Most opposed —
65+ and 45-54 65+ and 55-64 15-24 55-64 and 65+ 55-64 and 65+ |65+ and 55-64
(tie)

Least opposed —|Least opposed —|2™ place (tie) Least opposed — | Least opposed — | Least opposed —
15-24 and 25-34 |15-24 and 25-34 |45-54; 55-64;| 15-24 15-24 15-24

65+

Least opposed —

25-34
p < 0.0001 p <0.0001 p=0.752 p=0.005 p <0.0001 p <0.0001

The present study examined the relationship between education and attitude toward tax
evasion from two perspectives. It summarized the findings of more than 30 student surveys and
also analyzed the Human Values data on the topic, which includes a larger and more diverse
demographic. Hopefully, it will pique the interest of other researchers to conduct additional
research on the relationship between level of education and attitudes on tax evasion.
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