Journal of Management Information and Decision Sciences Volume 24, Special Issue 1, 2021

SUPPLY CHAIN RISK MANAGEMENT PROCESS WITH
AHP

Yun Wan, International College, Krirk University
ABSTRACT

Supply chain risk has always been a hot issue. How should enterprises deal with the risk of
chain break such as COVID-19 in 2020? In this paper, the application of AHP is embedded in the
traditional supply chain risk management process to find a new idea of risk management for a
single enterprise. First step is risk identifying with “Third party causes breakdown” “Software
gives over-forecast”, “Third party causes delay”, “Strategic transfer causes disqualification”, etc.
“Third party causes breakdown” with the highest score identified as the most emergent risk factor.
Second step is risk mapping clarify the level of different supply chain partners, which leads to
different risk management decision. Third step is risk evaluation by AHP with 6 risk factors and 3
program under the goal of risk minimization, since CR is less than the allowed CR of 0.1 and hence
the value is acceptable. P1 program which means changing partner is the best decision. In epidemic
situation AHP help enterprises quickly respond to market changes and make correct decisions.
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INTRODUCTION

Since the 21st century, the supply chain under the background of globalization has become
increasingly complex. A successful supply chain often involves multiple parts, multiple countries,
multi-level suppliers, and a large number of stakeholders. Take “Apple” in the United States as an
example. In the list of its 200 core suppliers released in 2019, there are 87 Chinese enterprises, 38
American enterprises, 18 European enterprises, 11 Korean enterprises, etc., and its purchase amount
accounts for about 98% of Apple's purchase expenditure (Hao Shenyong, 2020). Otherwise, the
vulnerability of the supply chain is also exposed, the financial crisis of 2008, the Tokyo earthquake
of 2011 and the COVID-19 of 2020. Many countries and regions have adopted measures restricting
personnel flow and traffic control. According to the economic outlook report by OECD, The Paris-
based agency said global gross domestic product will grow at 5.6 percent this year if vaccination
rollouts are fast and effective enough across the world (OECD, 2021). In chaotic situations, the play
rules change consistently and have no sustainable advantage for the organization except the
continuous adaptation to the environment (Tajpour & Moghaddm, 2018). This paper will analyze
enterprises quickly response to market change through Supply Chain Risk Management process
(SCRM) by applying Analytical Hierarchy Process Model (AHP) method to minimize the supply
chain risk.

LITERATURE REVIEW
Supply Chain Risk

Supply chain vulnerability is defined as an “exposure to serious disturbance, arising from
risks within the supply chain as well as risks external to the supply chain” (Peck, 2006), And
according to Svensson, vulnerability is defined as ‘“a condition that is caused by time and
relationship dependencies in a company’s activities in a supply chains, the degree of vulnerability
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may be interpreted as proportional to the degree of time and relationship dependencies, and the
negative consequence of these dependencies, in a company’s business activities towards suppliers
and customers” (Svensson, 2002). In this paper, Supply Chain Risk process (SCRM) will be
adopted to handle supply chain risk.

Supply Chain Risk Management (SCRM)

At theoretic level, the SCRM process shows similarity, starts with collecting information,
process it to determine the risks and measure them, then assess the risk and make decision —accept,
mitigate or decline. Once the decision is made, continuous monitor should be done, then go through
the process again and again (Olsson, 2002). Any enterprise can get clear guidance from AS/NZS
4360:2004 or ISO/IEC Guide 73, 2002 (International Organization for Standardization introduced
generic definitions of risk management terminology as guidelines for use in standards) (Bredell,
2004). But setting up a successful SCRM process is more difficult than it shown on paper, because
every enterprise has its own specific characteristics including all kinds of weaknesses, problems,
which are easier to result in failure. According to AS/NZS 4360:2004 with small modification,
SCRM process includes establish the context, risk assessment, treat risks and risk monitoring,
which are all performed on a continuous basis. Risk assessment involves identification, analysis and
an evaluation activity, Good practice certainly suggests that risk assessment should take place more
than once a year (Beswick & Bloodworth, 2003).

Firms strive to manage risk on the information processing view of risk management and
explores the association between Supply Chain Integration (SCI) and Supply Chain Risk
Management (SCRM) (Munir et al., 2020). A new model for supply chain risk propagation
considering herd mentality and risk preference under warning information on multiplex networks, in
which one layer is used to denote the risk propagation and the other one represents the warning
information propagation network (Liangan et al., 2020). A research see SCRM as complex decision
making problem involving twelve major supply chain risks and twenty one resilient strategies for
risk mitigation have been acknowledged with archetypal focus on electronics manufacturing supply
chains (Rajesh, 2020). Data Mining (DM) employs multiple analytical techniques for intelligent and
timely decision making; however, its potential is not entirely explored for SCRM (Kara et al.,
2020).

The risk management process starts with an understanding of the context of the risk study,
includes rough evaluating current situation of external and internal risk level, planning the
remainder of the process, mapping out the scope of the SCRM, the identity and objectives of SC,
and the basis upon which risks will be evaluated, defining a framework for the process, and agenda
for identification, and developing an analysis plan of risks involved in the process, which usually
compose of a series criteria, and comes from comparison analysis with past data or competitors’.
Culp points out that “risk identification is the process by which a company recognizes and, in some
cases, detects (those) risks to which it is exposed through the normal course of conducting its
business”. From a supply chain perspective, firms seek to identify and manage those risks that could
prevent them from achieving their supply chain objectives and executing their strategies (Bredell,
2004). The objective of risk identification is to find out all the relative risks endanger the agility of
SC, and answer the questions about where, when, why and how events could prevent, degrade,
delay or enhance the achievement of objectives, (AS/NZS 4360: 2004) as Hoffman indicates: “the
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focus should be on those exposures that can significantly impact the ability of the firm to continue
operations” (Hoffman, 2002).

Risk identification starts with a baseline common risk language in respect of risk categories
and types, and in a subsequent interactive session or risk workshop, senior management brainstorms
the high-level business risks per risk category and type. Because “identifying risks is easier if you
have some idea of what you are looking for, knowing something about common categories of risk
can give you an important advantage” (Borge, 2001). Risk classification is a valuable adjunct and
often precedes and then grows in parallel with risk identification (Bredell, 2004).

Risk identification can be achieved by risk mapping which is the process of identifying,
quantifying and prioritizing risks relating to the achievement of business objectives (Beswick &
Bloodworth, 2003).

The classic risk map
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FIGURE 1
THE CLASSIC RISK MAP
Source: Beswick & Bloodworth (2003), 2p.

But it is useful to allocate a score to each of the top 20 risks rather than just place them in
the relevant quadrant of the grid. This shows the relative probability and impact of each risk as
showed in Figure 2.

FIGURE 2
THE CLASSIC RISK MAP MODEL
Source: Beswick & Bloodworth (2003).
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Risk level description: The colors showed in Figure 1 and Figure 2 imply different risk level
illustrated in Table 1.

Table 1
BROAD RISK LEVELS
Risk level Description
. Action must be taken as soon as possible, or in the case of a life-threatening
Critical: 60+

situation, with immediate effect, to ensure that appropriate controls are in place

Action must be taken within the time frame set by senior management, or in the
High: 30-59 case of a life -threatening situation, with immediate effect, to ensure that
appropriate controls are in place

Medium: 16-29 Controls should be monitored in accordance with an agreed audit programme

Low: 1-15 Risks can be managed through routine procedures

One of the core enterprises takes charge of risk study of SC, one possibility is the core
enterprise lists all the sub-risks out, all the partners identify potential or existed risks based on the
list, and analyze probability and impact; the another possibility is all the partners send its own
operational risk to the core enterprise with corresponding probability and impact, the core enterprise
will do the calculation and finish risk mapping.

Once the risk mapping has finished, the next step is natural to consider how to do with those
risks, usually there are several backup controlling plans to reduce corresponding risk level, for
making the right choice between options, the prioritization of these plans should be made, as
another evaluation, based on how much the risks will affect achievement of the goals, in this paper,
an Analytical Hierarchy Process Model (AHP) is found to be widely used in enterprise to risk
analysis.

Analytical Hierarchy Process Model (AHP)

AHP is a mathematical decision making technique that support decision makers in
structuring decisions, quantifying intangible factors, and evaluating choices in a comprehensive and
rational framework. Saaty has evolved the AHP which can enable decision makers to represent the
interaction of multiple factors in complex situations. The process requires the decision makers to
develop a hierarchical structure for the factors which are explicit in the given problem and to
provide judgments about the relative importance of each of these factors, specify a preference for
each decision alternative with respect to each factor. It provides a prioritized ranking order
indicating the overall preference for each of the decision alternatives. An advantage of the AHP is
that AHP is designed to incorporate tangible as well as non-tangible factors especially where the
subjective judgments of different individuals constitute an important part of the decision process

(Rao, 2004).
As Fariborz stated in 1989, the AHP method can support managers in a broad range of
decisions and complex problems — including supplier-selection decisions, facility-location

decisions, forecasting, risks and opportunities modeling, choice of technology, plan and product
design, and so on (Gaudenzi & Borghesi, 2006).
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The AHP and ANP (The Analytic Network Process, a more advanced framework developed
by Saaty) has been successfully applied by leading government and commercial organizations
worldwide including, IBM, Ford, Boeing, British Airways, the Central Intelligence Agency, the
Department of Defense, and the Department of State.

Once risks have been identified and assessed, risk evaluation dues to find out the best
controlling option about how to treat these the top dangerous risk factors, generally there are four
major categories techniques to manage the risk: tolerate, treat, terminate, and transfer (remember as
4 T's) (Dorfman, 1997).

From systematic perspective of SC, after risk mapping, those risks with low priority won’t
be considered automated, because the principle of risk mapping is to choose those risks with high
priority to control; on the other way, the best way to terminate a risk is to eliminate the types of
event that could trigger the risk (Norrman & Ansson, 2004), in a complicated network, which
depends on a perfect prevention system, it is practical and helpful to comprehensively reduce
probability of occurrence of risks too, particularly a specific system maybe contribute to decline a
series risks.

So based on rough financial evaluation of whole SC, an overall prevention system should be
built up, any controlling or avoidance planning including insurance should be considered,
mitigation or treat risks can be seen as execution of these plans.

Above of all, although risk assessment is a united action, treat risk is impossible and not
necessary to be uniform, because there are different risks exist in different nodes of SC, a guideline
of common risk prevention system will be recommended to all entities, since every company faces
different risk and burdens different responsibility, which needs differed improvement too, it is
company’s own duty to set up exact action program according to its current situation including a
detailed financial appraisal, a feasibility evaluation, and others. As for core enterprises, which care
risk level mostly, they will try to persuade partners to follow, or motivate them to follow, or force
them by raising cooperation conditions in contracts.

METHODOLOGY
SCRM with AHP

e Type: comprehensive risk management
e Scope: including two-tiers suppliers, 2300 companies
e Goal: reduce loss by 2% before December 31, 2020
e Agenda: First season—risk identification
Second season---risk mapping, risk evaluation
Last season---appraisal the result of SCRM

In brief, there are 3 relative partners (n=3) to fulfill analysis of only 4 sub-risks (m=4) as
example, the scoring standard shows in Table 2, the risk map sent by every partner is shown
separately:
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Table 2
THE SCORING STANDARD
Probability Wij 0 0-10% 10-20% 20-30% 30-40% 40-50%
Score 0 1 2 3 4 5
Probability Wij 50-60% 60-70% 70-80% 80-90% 90-100%
Score 6 7 8 9 10
Impact Yij less important important very important
Score(only integer) 0--3 4--7 8--10
As for Partner A:
Table 3
RISK MAP OF A
No. Sub-risks Type | W | Y | Scorej
1 Strategic transfer causes disqualification 1 |10 10
2 Third party causes breakdown 9 81
3 Software gives over-forecast 8 40
4 Mistakes of employees cause delay 4 20
Critical: 60+ ; High: 30-59; Medium: 16-29; Low: 1-15

As for Partner B:

Table 4
RISK MAP OF B
No. Sub-risks Type | W | Y | Scorej
1 Strategic transfer causes disqualification 0|9 0
2 Third party causes breakdown 8 | 7 56
3 Software gives over-forecast 713 21
4 Mistakes of employees cause delay 4 |7 28
Critical: 60+ ; High: 30-59; Medium: 16-29; Low: 1-15
As for Partner C:
Table 5
RISK MAP OF C
No. Sub-risk Type | Wy | Y; | Scorej
1 Strategic transfer causes disqualification 2 9 18
2 Third party causes breakdown 9 9 81
3 Software gives over-forecast 7 7 49
4 Mistakes of employees cause delay 4 3 12
Critical: 60+; High: 30-59; Medium: 16-29; Low: 1-15

After collecting all the dada, Final result is represented below (Table 6):
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Table 6
FINAL RISK MAP
n n
No. Sub-risk = W (&1 Scorej
n
1 Strategic transfer causes disqualification 1 10 10
2 Third party causes breakdown 9 81
3 Software gives over-forecast 8 40
4 Mistakes of employees cause delay 4 5 20

“Third party causes breakdown” with highest score, which is biggest and emergent risk
factor, should be planned to solve as soon as possible. “Software gives over-forecast”, “Third party
causes breakdown” and “Strategic transfer causes disqualification” has subsequent declining
prioritization, detailed decision should made after further step: risk evaluation.

The next step is risk evaluation which is to make decisions, based on the outcomes of risk
analysis, about how to treat those emergent risks. Since risk analysis, especially risk mapping don’t
consider financial factors, one of tasks of risk evaluation is to compare the potential benefits and
adverse outcomes, although higher potential losses may be associated with higher potential gains
(AS/NZS 4360:2004). But SC is made of a lot of single organizations, the detailed financial data for
whole SC is impossible; usually a rough appraisal comes out as a result.

AHP can be applied with procedures in risk evaluation:

Step 1:

Goal: risk minimum;

Factors: C1---Political risk; C2---Economic risk; C3---Force majeure;

C4---Structure risk; C5---Information share risk; C6--Management risk
N=6, aij (i,j=1,2,...6)

Program: P1—Change supplier; P2---Backup inventory; P3—insurance

Step 2: Factors—Goal

Based on the result of risk mapping, and professional experience, a pair-wise comparison
matrix is constructed out:

1 05 1 4 3 2
2 1 2 6 4 4
i 05 1 3 3 3
A=1025 017 033 1 033 05
0.33 025 033 3 1 1
| 05 025 033 2 1 1
And
GM, =(1*0.5*1*4*3*2)"° =1.513
GM, =(2*1*2*6*4*4)"° =2.696
GM, =(1*0.5*1*3*3*3)"° =1.543
GM, =(0.25%0.17*0.33*1*0.33*0.5)"'° =0.364
GM, =(0.33%0.25%0.33*3*1*1)"'* =0.661
GM, =(0.5%0.25*0.33*2*1*1)"° = 0.661
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So,

w, =M _620.36,0.21,0.05,0.09,0.09
> GM,
j=1

A, =[W,W,W,...w, | =[0.2 0.36 0.21 0.05 0.09 0.09]

A, =AxA,=[1.232 2.189 1.272 0.303 0.552 0.537]

A, 1232 2.189 1.272 0.303 0.552 0.537
A =—= + + -+ + +
A, 0.2 0.36 0.21 0.05 0.09 0.09

Ao = A, 16=6.114

= 36.685

Cl :M:O_OZB
6-1

~RI(n =6)=1.24

~CR= % =0.0184<0.1

CR is less than the allowed CR of 0.1 and hence the value is acceptable. Thus, there is a good
consistency in the judgments made in the present example.
Step 3: Program -- factors
Since all the calculations are same with step2, the results listed below:

1 2 2
Comparison matrix of Cy (Political risk): C, ={0.5 1 1
05 1 1
1 4 6 1 05 0.25
Similar: C, =| 0.25 1 3;C=/2 1 0333,
0.167 0.333 1 4 3 1
1 05 2 1 2 3
c,=|2 1 2|; C,=| 05 1 2|
105 05 1 0.333 05 1
! 3 5
C,=/0333 1 2| (Pyi=1273)
1 0.2 05 1
And
Table 7
COMPOSITE WEIGHTS
K 1 2 3 4 5 6
0.500 0.691 0.136 0.311 0.540 0.648
Wy 0.250 0.218 0.238 0.493 0.297 0.230
0.250 0.091 0.625 0.196 0.163 0.122
Amax 3.000 3.054 3.018 3.054 3.009 3.004
CR=CI/RI 0.000 0.046 0.046 0.046 0.008 0.003
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Since RI (n=3)=0.58, they are all acceptable.
Step 4: we finally attained: composite weights(CW)

0.500 0.691 0.136

0.250 (x0.2+| 0.218 {x0.36+| 0.238 |x0.21+

0.250 0.091 0.625
0.311 0.540 0.648 05 )\P
0.493 |x0.05+| 0.297 |x0.09+| 0.230 {x0.09=| 0.25 | R,
0.196 0.163 0.122 0.25) P,

From the value of CW, its clear P1 Should be selected with highest value of CW.
In practice, AHP could be applied to solve more complicated structural problems. Such as
more than 3 hierarchies, limited relationship, etc.

DISCUSS AND CONCLUSION

In the era of COVID-19, with the goal of better financial performance, AHP can be
embedded in the traditional SCRM process for a single enterprise combining current individual risk
management into integrated supply chain risk management.

First step is risk identifying with “Third party causes breakdown” “Software gives over-
forecast”, “Third party causes delay” and “Strategic transfer causes disqualification” etc. “Third
party causes breakdown” with the highest score identified as the most emergent risk factor. Second
step is risk mapping clarify the level of different supply chain partners, which leads to different risk
management decision. Third step is risk evaluation by AHP with 6 risk factors and 3 program under
the goal of risk minimization, since CR is less than the allowed CR of 0.1 and hence the value is
acceptable. P1 program which means changing partner is the best decision. In the epidemic era,
AHP in SCRM help to quickly response to market change for enterprises.

In future research, AHP can be combined with ANP, the partnership with different suppliers
should be considered as restriction, the axiom of AHP being the widely used method need to be
further discussion.
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