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ABSTRACT

This article analyzes the development of the legal framework for regulating the
financial services market in the European Union (EU), focusing on key challenges and
prospects for improving the legal basis. The relevance of the topic is driven by rapid changes
in the global economy and financial sector, necessitating the adaptation of legal mechanisms
to contemporary challenges. Particular attention is given to the impacts of global financial
crises, the introduction of digital technologies in financial services, and the growing role of
European institutions in regulating financial markets.

The study aims to identify key trends in the development of legal regulation of
financial services in the EU, analyze problematic issues, and provide recommendations for
improving legislation. The methods of analysis, synthesis, comparative law, and a systematic
approach are employed to comprehensively study legal acts, doctrinal sources, and practical
aspects of the functioning of the European financial market.

The research shows that the evolution of legal regulation of financial services in the
EU aims to ensure market stability, transparency, and efficiency. Identified key challenges
include insufficient harmonization of national legislation, technological changes, and
cybersecurity. The conclusions offer specific recommendations for integrating regulatory
acts, enhancing the regulation of financial technologies, and improving supervisory
mechanisms.

Keywords: Legal Regulation And Frameworks, Financial Services, European Union, Digital
Technologies, Cybersecurity.

INTRODUCTION

The modern development of market relations in European countries is characterized
by the active role of the state in economic regulation, especially in the field of financial
services. This is driven by the need to balance the principles of a free market, which promotes
economic progress, with ensuring the stability and security of market relations. The financial
market, as a key element of the economy, is highly sensitive to external and internal crisis
factors. In particular, the bankruptcy of an individual financial institution can lead to not only
economic losses for owners and clients but also significant repercussions for the entire
financial system. In extreme cases, this can result in the destabilization of national markets
and even a systemic financial crisis with global consequences.

In this context, the European Union (EU) stands out as a unigque supranational entity
with a complex and multi-level system for regulating financial markets. Its foundations are
laid in the EU’s founding treaties and numerous secondary legislation acts. A distinctive
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feature of regulation in the EU is the delegation of certain sovereign powers by member
states to the Union level, which enables the harmonization of legislation and the creation of a
single internal market for financial services. This contributes to increasing the efficiency and
transparency of financial institutions and strengthening consumer trust.

The formation of a single market for financial services in the EU is based on the
principles of free movement of capital, non-discrimination, and ensuring a high level of
consumer protection. One of the main objectives is to create conditions where economic
agents can operate in any member state on equal terms, which fosters economic integration
and competition. At the same time, the regulation includes mechanisms to minimize systemic
risks and ensure financial stability, particularly through the supervision of banks, insurance
companies, and other financial institutions.

An important aspect of the functioning of this system is the analysis of the EU’s
institutional structure, which includes key entities such as the European Central Bank, the
European Banking Authority, the European Systemic Risk Board, and other bodies
responsible for monitoring and regulating financial markets. Each of these institutions
performs specific tasks aimed at ensuring the stability, reliability, and competitiveness of the
European financial system.

Thus, the multi-level model of financial market regulation in the EU serves as a
foundation for achieving harmony between economic freedom and the necessity of state
control, which is a determining factor in ensuring the sustainable economic development of
the Union. Further research in this area should focus on evaluating the effectiveness of
regulatory mechanisms, their adaptation to modern challenges, and the prospects for further
integration (European Parliament, 2013).

LITERATURE REVIEW

The legal aspects of financial services market regulation in the EU are a subject of
intense academic interest, covering a wide range of issues. Studies by Raffaele Felicetti
(Felicetti, 2024) focus on analyzing the regulatory framework, the harmonization of legal
norms among EU member states, and assessing the impact of regulation on the functioning
and development of the single financial services market.

The examination of the main sources of EU law in the works of Aquilina, Frost, and
Schrimpf (Aquilina et al., 2024) shows that the key documents for financial market regulation
are the Treaty on the Functioning of the European Union (TFEU) and the Treaty on
European Union (TEU). Attention is given to Articles 26, 114, and 127 of the TFEU, which
form the legal framework for the internal market for financial services and the harmonization
of legislation among member states (Aquilina et al., 2024).

Researchers such as Shevchuk O. and Mentukh N (Shevchuk et al., 2016) often
emphasize EU directives and regulations that contribute to the creation of uniform standards
for the functioning of financial markets. For instance, the Markets in Financial Instruments
Directive (MiFID I1) and the Capital Requirements Regulation (CRR) outline key principles
that help reduce discrepancies in the legal approaches of EU member states (Shevchuk et al.,
2016).

An important aspect of research by Krogstrup and Sangill (Krogstrup et al., 2024) is
the study of the activities of supranational regulatory bodies, such as the European Central
Bank (ECB), the European Banking Authority (EBA), and the European Systemic Risk
Board (ESRB). Their interaction and coordination help mitigate systemic risks and ensure
financial market stability. One of the important directions is the analysis of consumer
protection in financial services. In this context, significant attention is paid to directives
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aimed at ensuring transparency, accountability, and the accessibility of information for clients
of financial institutions. The Consumer Credit Directive (CCD) is considered a key tool in
this area.

Publications often address the impact of regulation on the integration of the financial
services market. Initiatives such as the European Banking Union and the Capital Markets
Union are analyzed as they promote the harmonious development of the single market and
create conditions for its stable functioning.

Modern studies, such as those by (Parente, 2021), emphasize the importance of
adapting legal norms to the challenges of the digital age. Particular attention is paid to the
regulation of cryptocurrencies and digital financial platforms. The Markets in Crypto-Assets
Regulation (MiCA) serves as an example of such regulatory innovations aimed at integrating
digital assets into the EU’s legal framework by (Parente,2021).

Academic research highlights both the achievements and shortcomings of the current
legal regulation of the financial services market in the EU. Future studies should focus on
assessing the effectiveness of existing mechanisms, developing more flexible regulatory
tools, and addressing issues related to market transformation in the context of digitalization.

The purpose of the article is a critical review of new approaches to the legal
regulation of the financial services market in the European Union and outlining problematic
issues for the harmonious development of relationships among participants in financial legal
relations.

METHODS AND MATERIALS

The philosophical and ideological foundation of the scientific research is materialist
dialectics. Civil law regulation of the provision of financial services in Ukraine is examined
in its development and interrelation with phenomena of objective reality in general and state-
legal phenomena in particular. The research is based on the comprehensive application of
general scientific and special research methods, in accordance with the tasks and objectives
of the study, taking into account the defined subject and object of the research.

During the research, the following formal-logical methods and techniques were used:
Analysis, comparison, induction, synthesis, reasoning by analogy, generalization, and
abstraction. The justification of conclusions was carried out considering the basic formal-
logical laws, namely: The law of identity, the law of the excluded middle, the law of
contradiction, and the law of sufficient reason.

A systematic approach was used to study the mechanism of civil law regulation of the
provision of financial services in Ukraine, to define the structure and types of contractual
obligations related to financial services, and to clarify the features of providing financial
payment services. The use of the comparative-legal method allowed for analyzing and
comparing the provisions of Ukrainian legislation with that of the European Union regarding
civil law regulation of financial services provision. The formal-legal method enabled the
determination of the essence and properties of financial services, the principles of providing
financial services in Ukraine, contractual obligations for providing financial services, and the
conditions and peculiarities of providing financial services based on their place within the
system of objects of civil rights.

In preparing proposals for improving civil law regulation of financial services
provision in Ukraine, the method of legal modeling was applied.

RESULTS
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The regulation of social relations is primarily ensured through the establishment of
legal norms, which include prescriptions, prohibitions, or grant certain subjects the authority
to perform specific actions. The main goal of legal regulation of financial services within the
EU is to create conditions that facilitate their unhindered operation within the Union. This
involves ensuring the free movement of financial resources, goods, services, and labor, with
the territory of the EU being regarded as a single economic entity (Yashchyshak, 2007).

The achievement of the abovementioned goal requires the specification of several
important aspects. Among these are the establishment of unified standards for financial
service providers, the implementation of common rules for their activities, and the
development of requirements to ensure their financial stability and liquidity. To accomplish
these objectives, the EU institutions are granted the authority to implement regulatory
measures aimed at organizing the functioning of the Union's financial markets (Mentukh et
al., 2016).

The principles of legal support for the financial services market in the EU are outlined in
(Figure 1).

Al ’ ethe principle of an open economy operating on the basis of free competition;

’ ethe principle of mutual recognition of regulatory acts and consolidated supervision;

A ’ ethe principle of prudential oversight of financial institutions;

sl ’ ethe principle of ensuring a balanced payment balance;

Al ’ ethe principle of unifying standards and requirements forall market partidpants;
g

5 ’ ethe principle of openness and transparency in marketoperations;

Aal ’ othe principle of openness and transparency in marketoperations;

2 ’ ethe principle of harmonizing legal norms in the field of financial services within the EU;

’ othe principle of standardizing financial reporting and its evaluation.

ethe principle of protecting the interests of financial services consumers;

FIGURE 1
PRINCIPLES OF LEGAL SUPPORT FOR THE FINANCIAL SERVICES
MARKET IN THE EU

It is worth noting that one of the key principles of regulation in the financial services
sector is the protection of consumer rights. This is consumers often find themselves in a
vulnerable position due to insufficient awareness of the specifics of financial products. They
are not always able to fully assess the risks associated with choosing a particular service
provider, its financial stability, reliability, and the terms of receiving services. Therefore, an
important task is to create effective mechanisms to prevent violations of consumer rights and
ensure their protection, which in the EU follows a unified approach that is consistent across
all member states.

To achieve this goal, the European System of Financial Supervisors (ESFS)
(European Parliament, 2010) was implemented, which includes the following components:
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The European Systemic Risk Board (ESRB). This structure was created to strengthen
the supervisory mechanism in the EU, enhance the protection of citizens, and restore trust in
the financial system. The Board focuses on maintaining financial stability and reducing the
negative impact on the internal market and the real economy. The ESRB brings together
various national-level supervisory bodies and operates as a unified network at the Union
level.

European standards for the protection of consumer rights in financial services were
introduced through the initiative of the European Commission at the end of 2010 (European
Parliament, 2024), when specialized European supervisory bodies were created. Their main
goal is to ensure the stability and effectiveness of the European Union's financial system,
which contributes to the protection of the economic interests of member states, businesses,
and citizens from potential risks and crises.

To achieve this goal, each of the supervisory bodies has clearly defined legislative
functions and duties, focused on specific sectors. These bodies not only develop unified
regulatory and supervisory standards but also ensure their practical implementation, creating
conditions for the harmonized functioning of the financial market within the EU (Bacho,
2014).

European supervisory bodies are accountable to the European Parliament and the
Council. In the case of addressing cross-sectoral issues, their cooperation is coordinated
through the Joint Committee of Supervisory Authorities (Towards European Supervisory
Convergence, 2016). The system of European financial regulators consists of three main
regulatory bodies, each responsible for specific sectors (Figure 2):

eEuropean Securities
and Markets Authority
(ESMA)

European Insurance

eEuropean Banking and Occupational
Authority (EBA) Pensions Authority
(EIOPA)
FIGURE 2

SYSTEM OF EUROPEAN FINANCIAL REGULATORS

The Joint Committee of EU Supervisory Authorities serves as a forum for
strengthening cooperation between these three bodies. The committee's goal is to ensure
effective coordination of their supervisory functions, as well as to maintain consistency in
supervisory practices across financial markets, the banking sector, and insurance. Through
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this committee, the bodies regularly exchange information and coordinate their actions within
their respective responsibilities (Towards European Supervisory Convergence, 2016).

National authorities responsible for supervision in EU member states, before the
global financial crisis, implemented the model of the mega-regulator in many countries. This
model involved the concentration of powers over the control of all segments of the financial
market in a single body. However, this structure proved to be ineffective during the crisis, as
it failed to provide adequate regulatory measures to maintain the stability of the financial
market. This highlighted the need for developing new approaches to organizing the
supervisory system in the financial sector (Shapran, 2013).

Scientific research emphasizes that the central EU bodies in the field of financial
services direct their policy towards achieving the key objectives depicted in (Figure 3).

o(reztion of an integrated
transparent, competitive, and
economically efficient financial
market within the EU

oDevelopment of cooperation and
harmonization between EU
countries, as well as expanding
interaction with the financial
markets of other countries an
international organizations

oElimination of significant

e[mplementation, enforcement,
and continuous monitoring of eStrengthening and harmonizing
existing legislation with the aim of the supervisory systam
its improvement

FIGURE 3
CENTRAL EU BODIES IN THE FIELD OF FINANCIAL SERVICES

The gradual implementation of integration measures in the EU ensured a unified
approach to the legal regulation of financial markets in all member states, as well as a
common policy in this field. Such unification also extends to mechanisms for protecting the
rights of financial services consumers.

Managing financial market activities covers the following key aspects:

o Development of rules and procedures for providing financial services, as well as regular assessment of
their effectiveness

¢  Monitoring and oversight to ensure compliance with established standards

o Detection of violations and application of appropriate sanctions
In European countries, several models of state regulation and supervision of financial

institutions are used:

1. Sectoral model: Specialized bodies supervise specific sectors, such as banking, insurance, or securities
markets (examples: Greece, Spain, France).Centralized model: All supervisory functions are
concentrated in a single body (e.g., Germany, Finland, Poland).

2. Divided model: Powers are split between bodies responsible for market supervision and those
overseeing prudential supervision (e.g., Netherlands).
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Self-regulation also plays an important role in the financial sector. It is seen as a
complement to state regulation. For example, based on EU directives such as Directive
2005/29/EC on unfair commercial practices, Directive 2000/31/EC on electronic commerce,
Directive 2006/114/EC on comparative advertising, and Directive 2015/849/EC on anti-
money laundering, mechanisms for developing codes of ethics for entrepreneurs have been
created. These mechanisms involve delegating some supervisory functions to self-regulatory
organizations and resolving disputes between them and consumers (Yashchyshak, 2011).

According to Roeben (Nourallah et al., 2024), the growth of the electronic financial
services market is the fastest in Spain, Italy, Germany, France, and the United Kingdom. At
the same time, a very high level of development in this market has been achieved in Belgium,
the Netherlands, Sweden, Denmark, and Norway (Rében, 2006).

According to Nourallah, Ohman, and Hamati (Nourallah et al., 2024), "the experience
of French banks is a very good example of the intensive development of the electronic
financial services market. These services are used by almost a quarter of all bank clients, with
24% being served by phone. However, the most extensive opportunities for all participants in
the electronic financial services market arise from the combined use of telephone and the
Internet” (Nourallah et al., 2024).

The market for direct banking services has achieved even more progressive
development in the United Kingdom, where electronic financial services account for about
30% of the entire financial services market. In this country, nearly two-thirds of e-commerce
is involved in the provision of financial services. New technologies, such as digitalization and
other changes in the business sector, pose significant challenges for the industry. In this
regard, in March 2023, Germany launched the "Alliance for the Future of Industry,"” initiated
by the Federal Ministry for Economic Affairs and Energy of Germany, the Federation of
German Industries, and the German Steelworkers' Union. The members of the Alliance
develop, agree upon, and coordinate priority measures aimed at stimulating industrial
development (Mentukh et al., 2023).

At the High-Level Industrial Conference dedicated to the prospects of industrial
development until 2030, held at the Federal Ministry for Economic Affairs and Energy of
Germany on February 18, 2016, the High-Level Group of the Alliance adopted a Joint
Declaration. This declaration establishes guiding principles for industrial policy and
recommendations for actions that the EU should take to create an innovative industrial base
with a high level of investment. According to Arnal& Thomadakis (Arnal et al., 2024), a
significant aspect of the Declaration for the electronic financial services sector is its statement
that Europe is now moving towards a single digital market. Therefore, the Alliance will
promote faster progress in maintaining key technologies and skills in Europe (e.g., in
microelectronics, battery production, and research) (Arnal et al., 2024).

It is worth noting that the legal regulation of financial services markets in Germany
continues to evolve. For example, until 2008, factoring was not regulated by specific norms.
This changed with the inclusion of relevant provisions in the German Banking Act. Today,
factoring is supervised by the German financial supervisory authority. Any company
intending to provide factoring services in Germany, as noted by Lamandini, & Thomadakis
(Lamandini et al., 2024), must apply to the German authority for a license, otherwise, it will
commit a criminal offense, punishable by a fine or imprisonment for up to three years

It should be noted that "factoring practice often arises in the absence of specific legal
regulation, and in such cases, general provisions are applied" (Thomadakis et al., 2024).

In the United States, the field of electronic commerce is rapidly growing.
Approximately 15 million Americans work through the Internet. In North America, electronic
financial services, particularly online banking services, are actively used for money transfers,
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obtaining loans, and more. The efficiency of banking operations is constantly increasing,
while the time and effort required to open an account, access it, obtain information about its
status, and make payments are significantly reduced (Deneha, et al., 2023).

Today, nearly fifty major American banks (including Bank One, First Union, Wells
Fargo) provide services through the Interne. At the same time, banks such as 'Security First
Netbook Bank' conduct payment operations exclusively through the Internet, without
physical branches. They provide services using various web forms, through which payment,
savings, credit, and other accounts are opened and closed, loans are provided and serviced,
and money transfers are made. The significance of the financial sector for the entire country
necessitates its state control.

Thus, "in the United States, the Federal Council for the Review of Financial
Institutions (the Federal Council) was created to establish unified principles and standards for
the federal review of various financial institutions and to develop recommendations for
enhancing consistency in supervising such institutions. Its activities also extend to the
electronic sphere”. The Federal Council has developed a document — the Guide to Electronic
Financial Services and Consumer Compliance (the Guide), which is important, although not
an official document and does not exempt 108 financial institutions that follow the Guide
from civil liability for violating statutory requirements (laws) (Bacho, 2014).

Financial institutions providing electronic financial services must take into account
the provisions outlined in the Guide. They are responsible for ensuring that their electronic
financial operations are carried out per applicable laws and regulations. Additionally, the
Guide informs financial institutions that many general principles and requirements applicable
to traditional financial services may also apply to electronic ones.

The Guide highlights recent changes in legislation related to the provision of
electronic financial services. One of the main requirements of the Electronic Funds Transfer
Act is the provision of clear and understandable written information to consumers. According
to the Fair Credit Reporting Act, such information may only be provided electronically with
the consumer's consent. Also, an Official Comment from the Federal Reserve System
employees is important for regulating electronic transfers. According to this Comment,
receipts, and prior written consent in paper form are not required for online money transfers,
but authorization is needed before performing such financial transactions, such as using a
special security code (Deneha, et al., 2023).

Such a brief summary of the key provisions of laws concerning electronic financial
services is useful for both consumers and financial institutions. Therefore, the authors believe
it would be beneficial to introduce similar legislative compilations by state authorities
regulating the financial services market in Ukraine. In Canada, where the market for
electronic financial services is also well-developed, financial institutions independently
develop and adopt rules regarding the provision of such services. For example, the "Toronto-
Dominion Bank,' the second-largest financial holding in Canada, which provides banking,
insurance, and investment services, has developed and posted on its official website the
Terms of Use for Cards and Electronic Financial Services (the Terms).

This document applies when the client uses a card or receives any electronic financial
service provided by the bank. The Terms include detailed requirements and rules concerning
the provision of electronic financial services by the bank, including security and
confidentiality, cases of loss or theft of the card or PIN, the responsibility of the client and the
bank, limitations on the use of electronic financial services, foreign currency transactions,
dispute resolution, and more. It especially emphasizes the prohibition of using electronic
financial services for fraudulent or other illegal purposes. It is emphasized that the consumer
is responsible for safeguarding the PIN, password, mobile phone, or other device through
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which they receive electronic financial services. Therefore, the Terms provide practical
security recommendations, such as avoiding choosing a password based on one's birth date,
name, phone number, etc."(Bach et al., 2007).

The development of such conditions is seen as a positive step, and it would be
advisable to recommend that Ukrainian financial institutions develop similar general
documents that include provisions regarding the provision of electronic financial services. It
is also important to mention the legislative changes in Switzerland aimed at ensuring
maximum technological neutrality, the application of innovations, and reducing barriers to
entry in the financial services market. These changes were essential to maintain Switzerland's
leading position in the financial sector.

The definition of "electronic money" is not legally established in Switzerland.
Therefore, the definition provided in Directive 2009/110/EC of the European Parliament and
Council regarding the establishment and operation of electronic money institutions and
prudential supervision over them, which amends Directives 2005/60/EC and 2006/48/EC and
repeals Directive 2000/46/EC, is applied. According to Article 2 of this directive, electronic
money refers to monetary funds that are stored electronically (for example, on a chip card,
mobile app, or using computer programs), including on magnetic media; represented by a
claim against the issuer; issued upon receiving funds to carry out payment transactions;
accepted by a physical or legal person other than the electronic money issuer (Shevchuk,
2022).

In the opinion of this paper’s authors, "electronic money should not be confused with
Internet banking. When using Internet banking, the consumer accesses their bank account via
the Internet or a mobile phone, rather than using electronic money. Another distinction is that
Internet banking does not use a traditional or digital signature, but rather other authentication
methods such as a password or phone number verification."

In Switzerland, "electronic money is not considered legal tender. As a result, it can be
issued outside the state monopoly on banknotes and coins. This does not mean that the use of
electronic money is illegal. However, payment recipients participating in the relevant
payment systems must agree to accept electronic money or may choose to refuse it."

Electronic money is stored in a so-called digital wallet, essentially a consumer's
account. Access to such a wallet can be obtained via a mobile app or website. The balance in
the electronic wallet can be topped up through various means, including credit or debit cards,
bank transfers, or cash deposits via terminals. Payment with electronic money is similar to
using a credit or debit card. Once the payment is confirmed by the payer, the recipient
immediately receives the funds in their electronic wallet. When the electronic money is
transferred to the digital wallet, it can be converted into traditional payment means, for
example, by transferring it to a bank account and then withdrawing cash or leaving it in the
electronic wallet for further payments.

Regarding the legal regulation of the use of electronic money in Switzerland, “the
most general regulatory framework in this area is the Financial Market Infrastructure Act, as
payment systems are considered part of such infrastructure. Additionally, the activities of
certain entities providing financial services are regulated by specific acts depending on the
type of financial services they offer. In each case, it is necessary to assess whether a
particular act applies to the activities of a specific market participant.”

Even though electronic money is not considered legal tender in Switzerland, as noted
Borzel and Zirn (Borzel et al., 2021), it is necessary to assess whether a particular operation
involving such money, such as its issuance or storage in an electronic wallet, falls within the
scope of the Banking Act. According to a decision by the Swiss Federal Court, the balances
of electronic money owned by consumers in payment systems do not, at first glance, have the
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same nature and do not serve the functions of traditional bank deposits. This is because they
are not intended for investment with a mandatory return to the consumer, but are used rather
as a cashless payment tool for purchasing goods and/or services. The Court concluded that
the determining factor for qualifying a cash balance as a deposit is whether the payment
system operator is obligated to return the funds to the consumer or whether no such
obligation exists (Borzel et al., 2021).

Indeed, the question of whether the balance of electronic money can be considered a
deposit remains unresolved if the payment system operator is required to pay not to the
depositor but to a third party. From a systematic analysis of Swiss legislation, it can be
concluded that such operations may also fall within the scope of the Banking Act. Therefore,
if, based on the criteria mentioned above, the balance of electronic money is deemed a
deposit, the operator of the payment system will be subject to the requirements of the
Banking Act. This is significant, primarily for consumers of financial services and the
protection of their rights, as they would be safeguarded as bank depositors in case, for
example, of the payment system operator's default. On the other hand, if a particular
operation does not fall under the scope of the Banking Act, consumers would be practically
unprotected.

This analysis highlights the importance of establishing clear legal frameworks that
ensure consumer protection in the rapidly evolving landscape of electronic financial services.
Without such legal clarity, consumers may face risks, and operators could potentially evade
the obligations typically associated with traditional banking services.

DISCUSSION

With Ukraine's accession to the Agreement on Joining the EU, Ukraine began
adopting regulations to ensure the adaptation of Ukrainian legislation to EU law. This also
extended to the contractual regulation of private relations in various areas of state and societal
life. In particular, this also concerned the protection of consumer rights, including financial
services. Over the last 20 years, the European Parliament and the Council of Europe have
adopted several regulations and directives, which have also influenced Ukraine's legislation
in the field of consumer protection for financial services, and in turn, impacted the scope and
form of contractual regulation of private relations in the financial sector.

In implementation of the tasks related to the harmonization of EU legislation with
Ukrainian law, in late September 2019, Ukraine adopted the Law of Ukraine "On
Amendments to Some Legislative Acts of Ukraine Regarding the Protection of Consumer
Rights in Financial Services," which regulated the most important issues in relations between
citizens and financial institutions and eliminated gaps and inconsistencies in the system of
consumer protection in financial services.

This law regulates in detail the issues of contract form, and interpretative approaches

to ensuring the rights of financial services consumers, expressed in:

1. Positive obligations — contracts must be concluded exclusively in writing, the service provider must
provide a copy of the contract, the terms of the contract are interpreted in favor of the consumer, etc.;

2. Limitations — certain requirements are established by the Law of Ukraine "On Electronic Commerce";

3. Prohibitions with the establishment of legally negative consequences — violations or discrepancies in
contract terms regarding the limitation of consumer rights lead to the nullity of the contract, for
example, "... providing the consumer with a paper or electronic copy (certified/unverified) of the
contract instead of the original paper version."

On one hand, this provides a basis for judicial protection of financial services
consumers' rights, but on the other, it reveals the limitations of the implementation scope

because the content of contracts remains unregulated. This is just one example of partial
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regulation addressing the formal side of the issue. In our opinion, while this approach is
positive, it does not provide a complete solution to the protection issue, as it has a post-effect,
meaning it helps establish the truth after the violation but does not prevent it. At the same
time, it does not address the issue of formulating the substantive part or applying the principle
of good faith (in national legislation) (Shevchuk et al., 2022) and preventing unfair practices
(in EU law) (Martill et al., 2018).

The issue lies in a holistic and comprehensive approach, for example, regulating not
just individual parts of civil law or commercial law (sectoral regulation) of contractual
relations, but envisioning a comprehensive legal framework for entire institutions, such as
Internet banking, artificial intelligence, and so on. A sectoral approach fails to provide
coherence in regulation, creating gaps both in national law and in the implementation of EU
legal norms.

An analysis of the relevant legislative acts and the regulatory acts of the National
Bank of Ukraine (NBU) reveals that while Internet banking is widely used in Ukraine, the
existing EU norms on this matter have not yet been fully implemented in Ukrainian law. It
seems that the Ukrainian legislator and NBU are chronically lagging in implementing
European Union law.

An analysis of the current legislation regarding amendments to the law on the
regulation of Internet banking shows that, at present, Internet banking is not only unregulated
but there is not even a legal concept for it in Ukrainian legislation, even though this form of
financial services provision is common and widely used in Ukraine. The absence of
regulation specifically creates problems in Internet banking. The Law on Electronic
Transactions does not contain a separate article regulating Internet banking. This indicates
that the relevant EU Directives and Regulations are not fully implemented into Ukrainian
law—only fragmentarily—requiring further refinement by the relevant authorities.

LIMITATIONS OF THE RESEARCH AND PROSPECTS FOR FURTHER
RESEARCH

Further scientific analysis is needed in the following areas: Studying how EU member
states' legal frameworks can be harmonized to ensure coordinated regulation of financial
services.

Analyzing how new technologies, such as blockchain and fintech, affect the legal
frameworks governing financial services and the necessity for their adaptation.

Examining legal mechanisms aimed at protecting the financial sector from cyber
threats and assessing the effectiveness of existing legal norms in this area.

Investigating the role of major regulatory bodies in the EU in creating a unified legal
foundation for financial services and their influence on national legislations.

Analyzing how changes in legal regulation affect the accessibility of financial
services for citizens and their role in supporting economic growth in the EU.

Studying EU cooperation with international organizations to align legal norms on a
global scale.

Evaluating the effect of legal norms on implementing environmentally sustainable
practices within financial institutions.

These directions will help to better understand the dynamics of financial services
regulation within the EU and contribute to the creation of a more flexible legal framework
that meets the challenges of the modern world.

CONCLUSION
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In conclusion, it is important to emphasize that the regulation of the financial services
market in the EU is carried out at the level of supranational institutions, while supervisory
functions are entrusted to both European and national bodies. The main goal of their activities
is to ensure the stability of the EU financial market, minimize crisis risks, and protect the
interests of all its participants, including consumers of financial services. The focus on all
segments of the financial market, as well as the need for effective control and risk
assessment, has provided the foundation for the creation of sectoral supervisory institutions
and advisory structures. In interaction with national regulators, they form a unified European
financial supervision system.

REFERENCES

Aquilina, M., Frost, J., & Schrimpf, A. (2024). Decentralized finance (DeFi): a functional approach. Journal of
Financial Regulation, 10(1), 1-27.

Arnal, J., & Thomadakis, A. (2024). Are the European Commission’s Plans on Financial Services What the EU
Needs?. Intereconomics, 59(6), 319-326.

Bach, D., & Newman, A. L. (2007). The European regulatory state and global public policy: micro-institutions,
macro-influence. Journal of European Public Policy, 14(6), 827-846.

Bacho, R. (2014). Zahal'na kharakterystyka suchasnoyi systemy rehulyuvannya rynku finansovykh posluh v
Yevropeys'’komu Soyuzi. [General characteristics of the modern system of financial services market
regulation in the European Union]. Ekonomika i orhanizatsiya upravlinnya — Economics and
Organization of Management. 2014. No. 1 (17) — 2 (18), p. 41.

Borzel, T. A., & Ziirn, M. (2021). Contestations of the liberal international order: From liberal multilateralism to
postnational liberalism. International organization, 75(2), 282-305.

Deneha, V., Yevhen, C., Shevchuk, O., & Mentukh, N. (2023). Competence of state authorities and local self-
government bodies in the public-private partnerships area. J. Legal Ethical & Regul. Isses, 26, 1.

European Parliament (2010). Regulation (EU) No 1092/2010 of the European Parliament and of the Council of
24 November 2010 on European Union macro-prudential oversight of the financial system and
establishing a European Systemic Risk Board. Official Journal of the European Union.

European Parliament (2013). Directive 2013/36/EU of the European Parliament and of the Council of 26 June
2013 on access to the activity of credit institutions and the prudential supervision of credit institutions
and investment firms, amending Directive 2002/87/EC and repealing Directives 2006/48/EC and
2006/49/EC. Official Journal of the European Union.

European Parliament (2024)._Financial services policy.

Felicetti, R. (2024). A Study on Central Banks and Social Responsibility: the Case of the ESCB. Journal of
Financial Regulation, 10(1), 65-108.

Krogstrup, S., & Sangill, T. (2024). New Technologies and the Future Governance of Bank Run Risk. Journal
of Financial Regulation, 10(1), 135-141.

Lamandini, M., & Thomadakis, A. (2024). A decade of the Single Supervisory Mechanism-lessons learned and
future direction. Journal of International Banking Law and Regulation, 39(9), 341-344.

Martill, B., & Staiger, U. (2018). 6 The implications of Brexit for the future of Europe. In Brexit and beyond:
Rethinking the futures of Europe (pp. 63-71). University College London.

Mentukh, N. F., & Shevchuk, O. R. (2016). Harmonizatsiya zakonodavstva Ukrayiny pro finansovi posluhy z
pravom yevropeys'koho soyuzu v ramkakh uhody pro asotsiatsiyu mizh Ukrayinoyu ta YES. Aktualni
problemy pravoznavstva.

Mentukh, N. F., Romanivna, S. O., Verbitska, M. Y., & Kuz, T. V. (2023). Ensuring Information Security:
Comparative Legal Aspect. Central European Management Journal, 31 (3), 74-87.

Nourallah, M., Ohman, P., & Hamati, S. (2024). Financial technology and financial capability: Study of the
European Union. Global Finance Journal, 62, 101008.

Parente, L. (2021). Dosvid krayin YES shchodo samorehulyuvannya na rynku finansovykh posluh.
Zakonodavstvo Ukrayiny pro finansovi posluhy: pytannya adaptatsiyi do prava Yevropeys'koho
Soyuzu. [Experience of EU countries in self-regulation of the financial services market. Ukrainian
legislation on financial services: issues of adaptation to EU law] Materialy naukovo-praktychnoho

12 1544-0044-28-2-107

Citation Information: Oksana, S., Roman, B. (2025). The evolution of legal foundations for financial services regulation in the
european union: Challenges and prospects. Journal of Legal, Ethical and Regulatory Issues, 28(2), 1-13.


https://academic.oup.com/jfr/article-abstract/10/1/1/7511072
https://sciendo.com/pdf/10.2478/ie-2024-0063
https://sciendo.com/pdf/10.2478/ie-2024-0063
https://www.tandfonline.com/doi/abs/10.1080/13501760701497659
https://www.tandfonline.com/doi/abs/10.1080/13501760701497659
https://jeou.donnu.edu.ua/article/view/1035/1053
https://jeou.donnu.edu.ua/article/view/1035/1053
https://jeou.donnu.edu.ua/article/view/1035/1053
https://www.cambridge.org/core/journals/international-organization/article/contestations-of-the-liberal-international-order-from-liberal-multilateralism-to-postnational-liberalism/7CE3FD0F629D18BE45EB9C7AC70954AA
https://www.cambridge.org/core/journals/international-organization/article/contestations-of-the-liberal-international-order-from-liberal-multilateralism-to-postnational-liberalism/7CE3FD0F629D18BE45EB9C7AC70954AA
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/jnlolletl26&section=72
https://heinonline.org/hol-cgi-bin/get_pdf.cgi?handle=hein.journals/jnlolletl26&section=72
1.%09https:/eurlex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02010R1092-20191230
1.%09https:/eurlex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02010R1092-20191230
1.%09https:/eurlex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02010R1092-20191230
1.%09https:/eurlex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32013L0036
1.%09https:/eurlex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32013L0036
1.%09https:/eurlex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32013L0036
1.%09https:/eurlex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32013L0036
1.%09https:/www.europarl.europa.eu/factsheets/en/sheet/83/financial-services-policy
https://academic.oup.com/jfr/article-abstract/10/1/65/7441586
https://muse.jhu.edu/pub/354/edited_volume/chapter/2779614
http://dspace.wunu.edu.ua/bitstream/316497/6823/1/%D0%9C%D0%B5%D0%BD%D1%82%D1%83%D1%85%20%D0%9D..pdf
http://dspace.wunu.edu.ua/bitstream/316497/6823/1/%D0%9C%D0%B5%D0%BD%D1%82%D1%83%D1%85%20%D0%9D..pdf
https://www.sciencedirect.com/science/article/pii/S1044028324000802
https://www.sciencedirect.com/science/article/pii/S1044028324000802
https://essuir.sumdu.edu.ua/bitstream-download/123456789/82635/3/Zakonodavstvo_Ukrainy_2021.pdf
https://essuir.sumdu.edu.ua/bitstream-download/123456789/82635/3/Zakonodavstvo_Ukrainy_2021.pdf
https://essuir.sumdu.edu.ua/bitstream-download/123456789/82635/3/Zakonodavstvo_Ukrainy_2021.pdf
https://essuir.sumdu.edu.ua/bitstream-download/123456789/82635/3/Zakonodavstvo_Ukrainy_2021.pdf

Journal of Legal, Ethical and Regulatory Issues Volume 28, Issue 2, 2025

kruhloho stolu — Materials of the scientific and practical round table (Sumy, Apruary 15, 2021).
Sumy: Sumy State University. pp. 16 — 18.

Rdében, V. (2006). The regulation of financial services in the EU. In The Regulation of International Financial
Markets-Perspectives for Reform (pp. 115-140). Cambridge University Press.

Shapran, N. (2013). Reformuvannya systemy finansovoho nahlyadu v YES. [Reforming the financial
supervision system in the EU]. Finansy, oblik i audyt — Finance, Accounting and Auditing. Issue 1 (21),
p. 170.

Shevchuk, O. (2022). International legal experience in financing information security in the financial sphere
Visegrad Journal on Human Rights, 1. P. 140-143.

Shevchuk, O., & Mentukh, N. (2016). Zakhyst prav spozhyvachiv finansovykh posluh: dosvid Ukrainy ta
Yevropeiskoho soiuzu [Protection of rights of financing facilities consumer: Ukraine and EU torture].
Naukovyi visnyk Khersonskoho derzhavnoho universytetu. Seriia: yurydychni nauky, 58-62.

Shevchuk, O., & Mentukh, N. (2022). Regulatory and legal support of investment support of the state
information security of Ukraine in the conditions of martial law. Reality Of Politics, (22), 67-80.

Thomadakis, A., & Arnal, J. (2024). Ten Years of the Single Supervisory Mechanism: Looking into the Past,
Navigating into the Future. Journal of Financial Regulation, 10(2), 253-258.

Towards European Supervisory Convergence (2016). The Joint Committee of the European Supervisory
Authorities. Luxembourg: Publications Office of the European Union, 2016.

Yashchyshak, O. (2007). Metodolohichni zasady systematyzatsiyi zakonodavstva Ukrayiny pro finansovi
posluhy. [Methodological foundations of the systematization of Ukrainian legislation on financial
services]. Pidpryyemnytstvo, hospodarstvo i parvo — Entrepreneurship, Economy, and Law. No. 10
(154), pp. 22-26. [in Ukrainian].

Yashchyshak, O. (2011). Modeli derzhavnoho rehulyuvannya rynku finansovykh posluh [Models of state
regulation of the financial services market]. Advokat : zahal'noderzhavnyy profesiynyy zhurnal. Spilka
advokativ Ukrayiny Akademiya advokatury Ukrayiny — Advocate: National Professional Journal /
Union of Advocates of Ukraine; Academy of Advocacy of Ukraine. Kyiv. No. 3 (126), pp. 28-33. [in
Ukrainian].

Received: 01-Apr-2025 Manuscript No. JLERI-25-15646; Editor assigned: 02-Apr-2025 Pre QC No. JLERI-25-15646(PQ); Reviewed:
16-Apr-2025 QC No. JLERI-25-15646; Revised: 21-Apr-2025 Manuscript No. JLERI-25-15646(R); Published: 28-Apr-2025

13 1544-0044-28-2-107

Citation Information: Oksana, S., Roman, B. (2025). The evolution of legal foundations for financial services regulation in the
european union: Challenges and prospects. Journal of Legal, Ethical and Regulatory Issues, 28(2), 1-13.



https://pure.mpg.de/pubman/faces/ViewItemOverviewPage.jsp?itemId=item_3108613
https://core.ac.uk/download/pdf/32607806.pdf
https://core.ac.uk/download/pdf/32607806.pdf
https://www.ceeol.com/search/article-detail?id=1101090
https://www.ceeol.com/search/article-detail?id=1101090
https://academic.oup.com/jfr/article-abstract/10/2/253/7699419
https://academic.oup.com/jfr/article-abstract/10/2/253/7699419
1.%09https:/www.eba.europa.eu/sites/default/files/document_library/About%20Us/Governance%20structure/JC/Joint%20Committee%20pages/963925/Towards%20European%20Supervisory%20Convergence%20%20the%20JC%20of%20the%20ESAs.pdf
1.%09https:/www.eba.europa.eu/sites/default/files/document_library/About%20Us/Governance%20structure/JC/Joint%20Committee%20pages/963925/Towards%20European%20Supervisory%20Convergence%20%20the%20JC%20of%20the%20ESAs.pdf

