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ABSTRACT

Tourism route optimization will become a very substantial method of improving tourism
planning for more appropriate matching with the travelers’ needs and budget especially in next
normal tourism. This study aimed to support the tourist route planning of 50 scenic spots based
on the researchers’ prototype of a recommendation system for considering the route’s distance,
which was related to the transportation costs of the travel period. Optimal tourist routes in the
tourist planning were suggested based on personal tourists’ level of satisfaction. The data for
each location, distance, and transportation costs were collected. The obtained result was that
the distance between the 50 attractions was 5272.51 kilometers when only considering the price.
Moreover, this paper is linkage tourism route optimization on malware detection with
convolutional neural network because of the increasing threats from malicious software in terms
of both the numbers and complexity, security researchers have developed novel approaches for
automatic detection and classification of malware instead of analyzing methods for malware
files manually, which can be a time-consuming process. Furthermore, techniques were
developed to avoid signature-based detection used by several antivirus companies. Therefore,
deep learning techniques for malware classification were applied to identify the families of
malware. In this paper, a convolutional neural network model was used for classifying static
malware classification, and experiments were performed using the Malimg data set, which had
malware images that were converted from portable executable malware binaries. The data set
was divided into 25 malware families that had an accuracy of 96.46%.

Keywords: Tourism Route, Optimization, Malware Detection, Convolutional Natural Network,
Genetic Algorithm

INTRODUCTION

Tourism is one of the world economy's most important industries, and will have much
significance in the new normal in the post-COVID-19 pandemic period (Jermsittiparsert &
Chankoson, 2019; Suanpang et al., 2021). With the advances of technology, digital disruption
will transform the way of operating tourism businesses by using new technology to help support
the business operations (Suanpang et al., 2021; Qian & Zhong, 2019). Currently, a
recommendation system plays a huge role in tourism information, thus resulting in websites for
providing tourism information services and developing various systems, which provide
advantages for both tourists and entrepreneurs. As a consequence, tourists have more resources
to search for tourism information, and entrepreneurs have the necessary tools to provide service
information (Suanpang & Jamjuntr, 2021; Suanpang & Chunhapataragul, 2021; Xiang &
Jianlong, 2016). However, it was discovered that the large amount of tourism information
required tourists to consume a lot of time online. Therefore, the recommendation system would
help to present tourism routes according to individual interests, which past researchers have
already developed a recommendation system of personal travel information to be used to support
tourists in planning their travel. Furthermore, the recommendation system would enable tourists
to obtain products and services that would meet their needs with less time spent searching for
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that operator’s benefit from offering the right products and services (Qian & Zhong, 2019; Rui,
2012; Suanpang, Netwong & Chunhapataragul, 2021).

In addition to creating a marketing strategy to increase the number of tourists, this would
increase the chances of the decisions for visiting to be much easier as well (Chienwattanasook &
Jermsittiparsert, 2019). The analyzed tourism location of interest was stored in a user interest
model and used in making recommendations in order to produce interesting tourism information.
However, there was a great challenge for system developers, which was the insufficient
information to draw conclusions about the interest for the recommendation system, which often
occurred in systems that used attention-based analysis of data (Suanpang et al., 2021; Suanpang
& Jamjuntr, 2021; Suanpang, Netwong & Chunhapataragul, 2021). Therefore, the researchers
still continued to develop a recommendation system to provide personalized travel information
to help present information about the location to match the interests of the users and present
ideas for developing interest seeking techniques (Suanpang et al., 2021; Suanpang & Jamjuntr,
2021; Suanpang, Netwong & Chunhapataragul, 2021).

The global tourism development model has disintegrated due to the belief that resources
in traditional scenic spots and scenic destinations extend to folk farming customs and industrial
heritage, as well as social infrastructure (Rui, 2012; Xiang & Jianlong, 2016). However, with the
rise in the number of available locations, it has become a difficult problem to solve for global
tourism, which has made the study of related travel route planning methods the most recent
research front in the tourism industry (Alhanjouri & Alfarra, 2011; Kenneth et al., 1992; Qian &
Zhong, 2019; Xiong & Schneider, 1992).

Tourism route optimization is a noteworthy research topic, and many research methods
for improving tourism route planning to better match with the travelers’ demands and cost-
effectiveness have been proposed. Because tourist route optimization system is designed for
use of any tourists from anywhere via internet in the result of the system is in the risk of
malware infection from internet and also most commercial anti malware software is not
effectively working in to protect the system from unknown malware therefore the development
of anti-malware software by applying new method can increase malware protection of the
system. Moreover, malware is unwanted software that has been created to destroy the system or
interfere with the operation of the system. It is commonly known in various forms; such as,
trojans, worms, etc. (Ronen et al., 2018). Additionally, it may be classified in many ways
because the behavior of most malware has similar characteristics; such as, hiding from being
detected and deactivating the security system (Suanpang et al., 2021).

In analyzing malware, classification of malware is important because in categorizing the
various kinds would allow users to know how malware could contaminate personal computers,
the risk level they pose, and how to prevent them. When malware is detected, it is assigned to
the most appropriate family through a classification mechanism (Gibert et al., 2006). Likewise,
there are numerous approaches for detecting malware in the wild; however, detecting malware is
still a challenging task.

Therefore, the aim of this paper was to develop a prototype of a tourism application with
a genetic algorithm to find a tourism route in gastronomy in Eastern Economic Corridor (ECC)
and utilize a Convolution Neural Network (CNN). The study comprised two sections: tourism
route optimization, and malware detection and classification. The concept of applying a genetic
algorithm was to find a tourism route when visiting each city only once and returning nearby to
the city of origin where the length of the tour was minimized.

LITERATURE REVIEW
Genetic Algorithm

A Genetic Algorithm (GA) is a reproduction process of the theory of evolution inspired
by Darwin based on the natural selection genetic mechanism (Zhang et al., 2020). The
chromosomes in the human body or all living things would evolve and have continuous
inherited breeding, thus causing differences in appearance, skin, and character due to the
chromosomes of the father's generation and the mother chromosomes being mixed together to

2 1939-6104-21-S4-15

Citation Information: Suanpang, P., Jamjuntr, P., & Kaewyong, P. (2022). Tourism route optimization on malware detection with
convolutional neural networks. Academy of Strategic Management Journal, 21(S4), 1-10.



Academy of Strategic Management Journal Volume 21, Special Issue 4, 2022

create the offspring’s chromosomes. This containment of dominant genes and recessive genes is
called selective breeding, and it is a method for the genetic process of living organisms (Chen et
al., 2020; Zhang et al., 2020). The first simple GA version was proposed by Holland in 1975.
The basic process of this algorithm was to simulate the natural evolution and search for an
optimal solution. The natural selection process beginning with the program was used to input the
problems’ characteristics as a set of parameters (variables). Each parameter was joined into a
string to form a chromosome (solution). A set of individual chromosomes were called the initial
populations that had to be solved by the GA. From the initial populations, the better
chromosomes were generated by selection, crossover, and mutation. Finally, the best
chromosome population that met the optimal target function was retained (Zhang et al., 2020).
Recently, many scholars have applied the GA for the optimization of travel routes; such as, Ma
(2016); Chen, et al., (2020); Zhang, et al., (2020). They employed the GA to identify the optimal
travel routes that could match the demands of tourists. Moreover, Yu, et al., (2010) implemented
the GA to transportation management.

Malware Detection with Convolutional Neural Networks

Several studies on malware classification have been performed using CNN architecture.
Cui, et al., (2018) detected the code variants that were malicious after converting to grayscale
images and used a simple CNN model. Kalash, et al., (2018) classified malware images by
converting malware files into grayscale images by using two different data sets, Malimg
(Nataraj et al., 2011) and Microsoft Windows Malicious Software Removal Tool (Ronen et al.,
2018). They obtained 98.52% and 99.97% in accuracy, respectively. Yue (2017) also proposed a
weighted softmax loss for CNNs for the classification of imbalanced malware images and
achieved satisfactory classification results. Additionally, Gibert, et al., (2019) built a model
consisting of three convolutional layers with one fully connected layer that was tested on two
data sets, the Microsoft malware classification challenge data set and malimg data set, and
proposed a malware classification model using a CNN that classified malware images. Their
experiments were divided into two sets. The first set of experiments classified malware into nine
families and obtained accuracy of 96.2% and 98.4%, respectively by considering the top-1 and
top-2 ranked results. The second set of experiments classified malware into 27 families and
obtained accuracy of 82.9% and 89% for the top-1 and top-2 ranked results, respectively.
Moreover, Tobiyama, et al., (2016) proposed a malware process detection method by training a
Recurrent Neural Network (RNN) to extract features of the process behavior, and then trained a
CNN to classify the features extracted by the trained RNN. Vijayakumar, et al., (2019) also
introduced a deep learning model based on the CNN and LSTM for malware family
categorization. The experiments showed an accuracy of 96.3% on the Malimg data set.
Furthermore, Su, et al., (2018) created one-channel grayscale images from executable binaries in
two families and classified them into their related families using a lightweight CNN. They
achieved accuracy of 94.0% and 81.8% for malware, respectively.

METHODS

In this study, the tourist route planning of 50 scenic spots was created by the
recommendation system. Next, the reproduction process of the GA to simulate the natural
evolution and search for optimal tourist route planning to meet travelers’ demands were as
follows:

Genetic Algorithm Processes

1. Designing a Chromosome instead of an answer (Chromosome Encoding) was the
first step to be resolved using the GA. The decoding depended on the problem, and there were
many problems to produce the form of the chromosomes. Binary chromosome design (Binary
Encoding) was the initial chromosome form used to resolve the problem of the genetic methods,
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thus making this chromosome pattern. The most common feature of Binary Encoding was that
all genes of a chromosome had a value.

2. Initial Population Generation was random selection, and created a prototype
population to serve as the starting point for the evolutionary process. This was the first step that
took place before the initiation of the genetic method. The first population or the source
population was randomly selected from a group of all existing populations. The selection was
randomly selected based on the number of populations that were determined as defined as a
parameter of the algorithm method. The equation for the solution value (Fitness Function) was a
method for providing a score for every possible answer to every chromosome problem for
considering that suitable chromosome to be used to inherit the genes for new chromosomes.

3. Genetic Operator in the Genetic Algorithm was a method used to modify every
element of the data of the GA, which had fundamental processes that mattered. There were three
operators as follows:

(1) Selection: The father's chromosome and the mother's chromosome also known as
parents that were inherited could achieve satisfactory chromosome selection in order to
accomplish the survival of life. According to Darwin's theory, this gave rise to many variations
of choice. The most satisfying chromosome would lead to inheritance this led to many selection
models producing the most satisfactory results; such as, the Roulette Wheel Selection, the
Ranking Selection, Tournament Selection, Elitist Selection, and Steady-state Selection.

(2) Crossover: Is an important process. When a crossover occurs in genetics, this
causes the change of diverse creatures that crossover is required as a long evolution of choice.
The most suitable answer and the step for the crossover was to take two chromosomes and mix
them together to get a new chromosome. Then, the easiest method was to randomize the
position, conduct the crossover, and copy everything in front of the father's crossover location.
After the mother's crossover position was combined, the first child would be born. Following
this, everything would be copied that would be in front of the mother's crossover position and
copied after the father's crossover position was combined to produce a child.

(3) Mutation: This occurred after the crossover. When completed, population
randomization would be performed to change the outcome of the crossover, thus meaning the
offspring at birth from the parental generation and then the offspring would carry out the next
mutation process. The genetic mutation could provide new characteristics to the process of
mutation once the position of mutation had been reached that would result in changes of the
value at that random position. Mutation would be performed on the pattern with the result on a
few pieces at random that would change the value from 1 to 0 or from O to 1.

(4) Parameter: Is a method used to create a number of chromosomes. A large number
of chromosomes in each generation could make the GA slow down the process; such as,
population size, crossover probability, or probability. The crossovers would have a 60%-95%
probability of mutation or probability. Mutation would be set at 0%-1%, and a number of
chromosomes would be used to form the next generation. The large number of chromosomes in
each generation would then make the GA process be slower.

Steps of the Genetic Algorithm

The work can be described as follows: Step 1: start searching for the problems. Step 2: if
the answer was still not found, but the specified number of rounds were reached, stop searching.
Step 3: search until finding the target or the desired answer then stop searching. Step 4: find the
answers that would begin to converge to be the most appropriate answer. For example, the
answers obtained from each generation of population would not be changed or fixed, as
consecutive numbers. In this paper, the researchers used a list of 51 tourism locations. The
mathematical model for the tourism route problems is shown as follows:

Minimization = Z Xij

Xij = The distance between location( i) and location (j)
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Malware Detection with Convolutional Neural Networks

Malware visualization has been one of many research topics during the past few years.
One of the proposed solutions has come from a study called Malware Images. For this current
study, the researchers used a data set, which was downloaded from using the Malimg data set
from Kaggle, which contained 9,339 malware images belonging to 25 families/classes. One of
the malware data sets most often used to feed a CNN is the Malimg data set. These images are
created by converting malware binary to a malware 8-bit vector and then a malware 8-bit vector
to a grayscale image (Figure 1).

Malware Malware _ Grayscale
Binary - 8 bit vector Image

FIGURE 1
THE TRANSFORMATION OF MALWARE BINARY TO GRAYSCALE IMAGE

RESULTS

In the experiment, the researchers used 100 individuals of each generation, and a 1%
mutation rate for a given gene through to 2,000 generations. Then, the progress of the shorter
distances made by each generation on a timeline was tracked and the results were plotted. After
1,500 rounds of evaluation, it was found that the values were similar, and the shortest distance
was found to be 5,272 kilometers.

FIGURE 2
THE RESULT OF GENERATION

Figure 2 show genetic algorithm process that is the relation between total distance (cost
value) and each generation that is the total distance is not different after generation 1500. Figure
3 show tourism optimal route the 51 tourism locations which are:

(164,497),(146,465),(212,403),(291,384),(364,98),(342,81),(369,63),(452,113),
(443,265),(457,324),(488,431),(497,453),(499,498),(366,408),(112,185),(107,192),
(81,198),(65,377),(58,386),(51,389),(191,109),(244,6),(213,9),(186,68),(249,63),
(324,168),(305,207),(204,384),(151,401),(128,404),(29,411),(38,391),(51,357),
(332,31),(341,55),(405,42),(403,6),(475,76),(484,185),(422,351),(407,421),
(329,161),(161,2),(124,11),(119,53),(35,41),(19,188),(157,432),(216,453),(334,498), (361,487).

FIGURE 3
THE RESULT OF TOURISM ROUTE OPTIMIZATION
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The table 1 shows the 25 malware families with each malware image sample in the same
malware family that are Adialer.C, Agent.FY1, Allaple.A, Allaple.L, Alueron.gen!, Autorun.K',
C2LOP.P, C2LOP.gen!lg, Dialplatform.B, Dontovo.A, Fakerean, Instantaccess, Lolyda.AAL,
Lolyda.AA2, Lolyda.AA3, Lolyda.AT, Malex.gen!J, Obfuscator.AD, Rbotlgen, Skintrim.N,
Swizzor.gen!E, Swizzor.gen!l, VB.AT. Wintrim.BX, Yuner.A which can be found at Malimg

data set from Kaggle.

Table 1

FAMILIES/CLASSES

MALIMG DATA SET FROM KAGGLE CONTAINS 9,339 MALWARE IMAGES BELONGING TO 25

Class Malware Malware | Class Malware Malware | Class Malware Malware
ID Family Image ID Family Image ID Family Image
1 Adialer.C 10 Dontovo.A 19 Rbot!gen
2 Agent.FYI 11 Fakerean 20 Skintrim.N
3 Allaple. A 12 Instantaccess 21 | Swizzor.gen!E
4 Allaple.L 13 Lolyda.AAl 22 Swizzor.gen!l
5 Alueron.gen! 14 Lolyda.AA2 23 VB.AT
6 Autorun.K' 15 Lolyda.AA3 24 Wintrim.BX
7 C2LOP.P 6 Lolyda. AT 25 Yuner.A
8 C2LOP.genlg 7 Malex.gen!J
9 Dialplatform.B 8 Obfuscator.AD
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8@128x128 24@16x16

Max-Pool Convolution Max-Pool Dense

FIGURE 4
CNN ARCHITECTURE

The researchers applied CNN to classify the testing image from the BIG 2015 data set
for identifying the malware family after training. The CNNs were classified as deep learning, as
they were different from the general machine learning where the user would have to extract
characteristics manually before feeding as input to the learning neural network. Deep learning
uses multiple hidden layers of Artificial Neural Networks (ANN) to increase the ability to solve
complex problems. Most importantly, CNNs can think and better mimic the functions of the
human brain.

Today, CNNs are often used to extract features from unconventional types of data. As
such, they are not structured as a unique form (Unstructured Data) like digital images. Hence,
there are three steps in the calculation according to the CNN architecture: (1) convolution stage,
(2) detector stage, and (3) step pooling stage.

(1) Convolution Stage: The calculation in this step is based on the same principle as the
calculation of spatial convolution (Spatial Convolution) used in the field of computing. The
processing of digital images aims to calculate the spatial convolution with the image. Digital
image is the extraction of features from digital input images. By calculating the convolution, the
linear transformation of the input image corresponding to the spatial data from the filter (Filters)
with the weight (Weight) of each layer would determine the details of the icon. Therefore, the
convolution kernel could be trained or coached and based on the CNN input. The convolution
process would start by defining the number of filters for use. For extracting the feature of an
image, usually one filter could extract one feature by specifying the size of the sliding window
or the size of the kernel (Kernel size) used for that filter. Furthermore, in this step, the spatial
convolution between the filter and the input image using a sliding window technique or scanning
input image would generate the feature map (Feature map) by configuring the strides so that the
sliding window could be moved one position at a time to cover the entire input image.

(2) Detection Stage (Detector Stage): This step would serve to receive information
from the process. The convolution stage would be converted into a non-linear form by using the
excitation function; (Activation functions), such as Rectified Linear Units (ReLU) from the
result of the convolution. Each position would be transformed with a non-linear transformation
ReLU function for the efficiency of the results.
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FIGURE 5
CONFUSION MATRIX OF CNN CLASSIFICATION

3. Pooling Stage Calculation Pooling: is a process that causes data reduction or low
randomness (Subsampling) data by making the data to be obtained on the output side of the size.
It would be smaller, while maintaining the details of the input data to be complete. Max pooling
(Max Pooling) is a type of filter that finds the maximum value (Maximum) in an area that the
filter has already drawn. As a result, the filter would be prepared in the same way as the feature
extraction procedure of the CNN, where it would lay over the data and select the highest value
on that filter as a new result.

CONCLUSION AND DISCUSSION

Tourism in the next normal is becoming more important in the post-COVID-19 era,
especially the behavior of tourists that require certain travel planning to reach the destination

with convenience, race, and safety. An important method for planning future travel is applying

the theory of optimization to make the travel route recommended system save time and fuel with
easy access to tourist attractions (Suanpang et al., 2021). This paper contributed to the
optimization of tourism routes by choosing an evolutionary method of estimation, which was
genetic algorithm to find the optimal gastronomy tourism route in EEC zone, Thailand for the
prototype. The results showed that after 1,500 rounds of evaluation, the values were similar and
the shortest tourism route was 5,272.51 kilometers, which related to the studies of Alhanjouri &
Alfarra (2011); Xiang & Jianlong (2016); Kenneth, et al., (2019). Simultaneously, the security
concern that the researchers had developed for malware detection and classification applied
CNN. After training by using the Malimg data set, the model was tested by using the BIG 2015
data set, in which the result showed an accuracy of 96.46%. Automatic analysis, detection, and
classification of malware were based on its visual representation that had several advantages
over traditional signature-based antivirus software. One of the advantages of this method was
that new variations of known malware families could be instantly detected. Thus, this method
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could prove valuable for the prototype, which could be a risk in the operation via online that
could receive hundreds of malware daily and be associated with the result of the studies of Su, et
al., (2018); Vijayakumar, et al., (2019). Finally, the future implementation of the prototype
should be used to test and study by apply other type of algorithm to optimize the system and the
implementation and security of the travel guide system for maximum efficiency.
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